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Abstract
As most software continually evolves and changes during

development and maintenance, it is necessary to test new
and modified parts and retest existing parts that might have
been affected by the changes. This activity is called regres-
sion testing and can account for a large percentage of the
overall cost of software development. For this reason, much
research has been (and is still being) performed on regres-
sion testing. This paper presents an overview of the major
issues involved in software regression testing, an analysis
of the state of the research and the state of the practice in
regression testing in both academia and industry, and a dis-
cussion of the main open challenges for regression testing.

1 Introduction
Both during development and after deployment, soft-

ware is modified for several reasons, including bug fix-
ing, functionality enhancement, and adaptation to changes
in the software’s operating environment. One of the most
expensive activities that occurs as the software is modified
and enhanced is the (re)testing of the software after it has
changed—this process is known as regression testing. Re-
ports estimate that regression testing consumes as much as
80% of the overall testing budget1 and can consume up to
50% of the cost of software maintenance [7, 36].

The frequency and time at which regression testing is
performed depends on the context. For traditional develop-
ment processes, regression testing can be performed after
changes are made to the software, such as after nightly or
regular builds, or before a new version of the software is re-
leased. For agile processes, the software (or parts thereof)
can be retested every time the software is saved and com-
piled. For other contexts, regression testing can be applied
before patches, such as security patches, are released. Re-
gardless of the context, the goals of regression testing are
the same: to improve confidence that the changes behave
as intended and that they have not adversely affected un-
changed parts of the software.

1Los Altos Workshop on Testing (LAWST), held February 1-2, 1997
and reported in Reference [31].

Because regression testing is important, but expensive,
much research has been performed, both in industry and in
academia, on making it more effective and efficient. Re-
searchers have developed techniques for addressing a num-
ber of issues related to regression testing, such as techniques
for creating regression test suites, reusing these suites for
testing subsequent versions of the software, identifying cri-
teria for testing the modified versions that reduce risks asso-
ciated with the changes, and attempting to repair test cases
that have become obsolete. This research has also pro-
duced many tools and systems that have been used for em-
pirical studies that investigate the effectiveness, scalability,
and practicality of the techniques. Despite the extensive re-
search in regression testing, there are still many challenges
for making the techniques developed by researchers and
practitioners usable in practice and for getting them trans-
ferred to industry.

The goal of this paper is to present a survey of the main
regression-testing techniques proposed to date, so as to bet-
ter understand the state of the research and the state of the
practice in regression testing, along with a discussion of the
current trends in both academia and industry. To this end,
we first present the major issues involved in software regres-
sion testing (Section 2). We then overview the current state
of the research and the state of the practice in regression
testing (Sections 3 and 4, respectively). Finally, we discuss
what we perceive to be the important open challenges for
regression testing in the next decade (Section 5). Due to
space limitations, we present a representative bibliography
of regression-testing research.

To understand the impact of existing regression-testing
techniques and the important open challenges for this area,
and to ensure that our report represents the collective assess-
ment of the regression-testing community, we performed an
informal survey among regression-testing researchers and
practitioners. We asked them (1) what they believed were
the most significant contributions to testing research, (2)
whether they knew of any techniques that were being used
in industry, and (3) what they thought were the biggest chal-
lenges for regression testing in the future. We incorporated
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Figure 1. Intuitive view of regression testing activities.

their responses into our report and, in Section 6, we ac-
knowledge those who contributed.

Before presenting the core of the paper, we note that
there are many other techniques that are important for as-
sessing software quality but are only indirectly related to
regression testing. These techniques include: program anal-
yses and representations used for regression-testing activi-
ties; efficient instrumentation techniques for profiling and
tracing program executions and gathering data for use in re-
gression testing; and debugging and fault-localization tech-
niques that can be applied to find and eliminate faults un-
covered during (regression) testing. Because of space con-
straints, we do not discuss these techniques in the paper.

2 Regression Testing

As we stated in the Introduction, regression testing is
the activity of testing software after it has been modified
to gain confidence that (1) newly added and changed code
behaves correctly and (2) unmodified code does not misbe-
have because of the modifications. There are a number of
issues involved in regression testing, both conceptual and
engineering-related. We illustrate the most important of
these issues, depicted in an intuitive way in Figure 1, by re-
ferring to a typical regression-testing scenario where there
is an original version of a program, P , a modified version
of P , P ′, and a test suite for P , T .

An important issue is the identification, and possible fix-
ing, of test cases in T for use on P ′—we call this test-suite
maintenance. One problem is the identification of obsolete
test cases, that is, test cases that cannot be rerun on P ′ be-
cause of the changes from P to P ′. For example, changes in
an interface can prevent a test case from running or changes
in functionality can change the outcome of a test case.

After the subset of T that is not obsolete, Tval, has been
identified, another issue is the selection of the test cases in

Tval to rerun on P ′—we call this activity regression-test
selection. Although rerunning all test cases in Tval is a pos-
sibility, it can result in a considerable waste of testing re-
sources because unnecessary test cases are rerun. An analy-
sis of the changes between P and P ′ can help select a subset
of test cases, T ′, to be rerun on P ′.

If the testing resources available are insufficient to rerun
all test cases in T ′ (or Tval, if no selection is performed),
it is useful to order the test cases being used according to
some criteria—we call this activity test-case prioritization
or test-suite prioritization. Test cases can be ordered using
criteria such as coverage or estimated fault detection ability.

Even if all the test cases in Tval can be run, this set
of tests may not adequately exercise P ′’s new or modified
functionality. In these cases, Tval must be assessed in an ef-
ficient way for its effectiveness in testing the changes from
P to P ′, and new test cases must be created and added to
Tval—we call this activity test-suite augmentation. Test-
suite augmentation produces an updated test suite, Taug ,
that is adequate for P ′ according to some criterion.

Adding test cases to a test suite can improve its effec-
tiveness, but it also results in the continuous growth of the
test suite size. To address this problem, it might be desir-
able to identify and remove from Taug test cases that are
redundant, in that they exercise the same behaviors in the
program—we call this activity test-suite reduction or test-
suite minimization.

To facilitate this regression-testing process, there are a
number of additional related issues to consider. One issue
is the initial creation of the test suite T for use in regres-
sion testing. Test cases that are fine-grained, in that they
target particular behaviors, improve the effectiveness of the
selection, prioritization, and reduction. Test cases that are
created by capturing program inputs and outputs provide
oracles that enable automatic checking of P ′’s output. An-
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other issue is the availability of infrastructure, frameworks,
or scripting tools for performing the activities previously
discussed. These techniques provide ways of automatically
executing regression-test suites and checking the outcome
of the executions after the program has changed.

3 State of the Research

We now present the current state of the research in re-
gression testing. We organize the presentation around the
issues discussed in Section 2 and according to the same sce-
nario introduced in that section: P ′ is the modified version
of a program P , and T is a set of test cases for P .

One of the main issues in the context of test-suite main-
tenance is the automatic identification of obsolete test cases.
The simplest case occurs when test cases become obsolete
because they access an interface that has changed from P
to P ′. These test cases can be identified in a fully auto-
mated way and reported to the testers. In fact, for all test
cases that access a module of the software directly, such as
unit or subsystem test cases, a traditional compiler can iden-
tify which ones are invoking a non-existent interface. More
problematic is the case of test cases that are obsolete be-
cause the functionality of the software changed from P to
P ′ and thus, invalidated their oracle. We are not aware of
any significant research that addresses this problem.

One area of regression-testing for which there has
been significant research is regression-test selection (RTS),
which attempts to focus the retesting around the changes
from P to P ′, and make use of T for retesting P ′. RTS
techniques use information about the execution of P with T ,
along with changes from P to P ′, to select a subset of T to
use for testing P ′. The classification of test cases in T into
categories of retestable, reusable, and obsolete [36] pro-
vided insights that led to many techniques for regression-
test selection. One class of techniques creates models of
P and P ′ and identifies the set of entities in the models
that represent changes from P to P ′. These techniques
then use the identified entities to select a subset of T , T ′,
that exercises those entities in P and is, thus, used to test
P ′. Some techniques use source-code representations, with
entities such as statements [70], branches [2, 60], control
and data dependencies [6, 10, 20, 27], functions and non-
executable components [15], and program paths [5, 8] or
traces [51]. Other techniques use representations based on
software artifacts other than the source code, such as UML
diagrams [12, 13], architectural models [46], and program
spectra [78]. Another class of techniques uses dependen-
cies related to changes to determine the region of the pro-
gram associated with the change, called a firewall, that must
be re-tested [37, 75] (Section 4 provides more information
about this technique).

An important aspect of an RTS technique is its safety.
Safe RTS techniques ensure that the test suite selected, T ′,

contains all test cases in T that execute code that was modi-
fied from P to P ′.2 Many RTS techniques have been shown
to be safe (e.g., [5,15,60,70]). Other RTS techniques are not
safe, in that they might omit test cases from T ′ that execute
modifications from P to P ′. However, these techniques of-
ten achieve test selection that is close to that achieved by
safe techniques, and they may provide information that is
useful for other regression-testing activities.

Researchers have modified and tailored RTS techniques
for systems written in different types of languages, such
as object-oriented languages [1, 23, 24, 34, 48, 50, 53] and
aspect-oriented languages [79], and for different types of
programs, such as graphical user interfaces (GUI) [3, 43,
45,73] and component-based systems [80,81]. Researchers
have also constructed infrastructure on which to perform
empirical studies [16], performed studies showing that these
RTS techniques can be effective in reducing the number of
test cases selected to be rerun (i.e., T ′) [9, 19, 26, 55, 61],
and created and used cost models to compare these tech-
niques [38, 58].

Considerable research has also been performed in the
area of test-case prioritization (TCP). TCP techniques use
information about P , T , and the changes from P to P ′ to or-
der the test cases in T to meet some testing goal. Like RTS
techniques, TCP techniques typically create a model of P
and associate test cases in T with entities in P . Then, when
P ′ becomes available, these techniques use coverage infor-
mation about T on P to order test cases in T for rerunning
on P ′. TCP techniques leverage various kinds of informa-
tion about P , P ′, and T , such as requirements [67], source
code [29, 63, 68], models of the software [32, 33], time to
run test cases [72], and interactions among events [14]. Re-
searchers also use techniques such as evolutionary algo-
rithms to determine the test-case ordering [40]. Studies
have shown that TCP can be quite effective in improving
the regression-testing process [18, 63, 77]. Even if RTS is
used to select T ′ (i.e., a subset of T ), TCP techniques can
be used to order test cases in T ′ so as to run the most im-
portant test cases first. There continues to be much research
on test-case prioritization using different criteria and tech-
niques for ordering the test cases.

Test-suite augmentation (TSA) is an area that is closely
related to the selective-retest techniques just presented, but,
to date, has received less attention than those techniques.
TSA techniques use information about the changes from P
to P ′ to identify criteria for retesting the changes. These cri-
teria can then be used to (1) assess the test suite used to test
P ′, which consists of T ′ and any new test cases developed,
and (2) guide the selection of new test cases that are needed
to adequately test P ′ with respect to the changes. Like
selective-retest techniques, TSA techniques create models

2Rothermel and Harrold defined safe regression-test selection and
showed the difficulty of selecting such a subset [60].
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of P and P ′, assess the differences between them, and use
these differences to compute what we call change-test re-
quirements according to some criterion. (A test suite that
satisfies the computed change-test requirements is said to be
change adequate.) Many TSA techniques use differences in
entities between P and P ′ as the criterion. These entities in-
clude data-flow [41, 49, 69], control-flow [35, 60], and both
data-flow and control-flow [6, 20, 59]. More recent TSA
techniques use incremental, localized symbolic execution
related to the changes as a way to compute and characterize
differential behavior in P and P ′ [4, 66]. These techniques
then use this information to create change-test requirements
that account for differences in both the entities and the states
of P and P ′. Although there have been empirical studies
on the effectiveness of TSA techniques, these studies are
limited, in that they have been performed on small subjects
that may not be representative. Thus, additional studies are
needed to demonstrate the effectiveness and efficiency of
these techniques.

Researchers have extensively investigated the problem
of test-suite reduction (TSR), which consists of (1) iden-
tifying test cases in T that are redundant according to
some criterion and (2) removing them from T . For ex-
ample, researchers have proposed TSR techniques that op-
erate directly on P ’s source code [22, 29] and leverage
coverage information to identify redundancy. Although
TSR techniques can significantly reduce the size of a test
suite, this reduction often comes with a reduction in the
fault-detection ability of the test suite. Several researchers
have investigated this limitation of TSR with different re-
sults [42,62,77]. Note that a possible solution for this issue
is to keep redundant test cases for later use (e.g., when new
changes are performed) instead of actually removing them.

We now discuss several techniques that do not directly
target one of the issues that we discussed in Section 2, but
can support one or more regression-testing activities and
have been investigated by researchers and practitioners.

A family of such techniques are capture-and-replay (CR)
techniques, which allow for recording and later reproducing
executions or parts thereof. Some CR techniques operate at
the GUI level; they record user interactions with the GUI
and produce test scripts that facilitate reproducing such in-
teractions and can be used as automated test cases. Other
CR techniques gather inputs and outputs as test cases are
executed [39], so that the execution of the test cases can
be automated and the output checked automatically. More
recent CR techniques have investigated the use of CR tech-
nology to generate test cases at different levels of granu-
larity (e.g., subsystem or unit) given a set of system test
cases [17, 30, 47, 64].

Researchers have also proposed methods to fix
regression-test suites as the software evolves [43–45].
These techniques have not yet been evaluated on large sys-

tems to assess their effectiveness and practicality. Another
set of supporting techniques are those for predicting the ef-
fectiveness of regression-test selection, based on the pro-
gram and its coverage [57]. Empirical evaluations of these
approaches, however, has shown that the prediction varies
with the program, changes, and coverage [25]. Finally, in
terms of supporting infrastructure, researchers have pro-
posed continuous testing, which runs the regression test
suite automatically from within an integrated development
environment every time the program is saved and compiled
[65]. This approach can help regression testing by reducing
the time between introduction and discovery of a fault.

4 State of the Practice

In this section, we present the current state of the practice
in regression testing. One of the goals of this section is to
assess which of the research techniques discussed in Section
3 have transitioned to practice and to what extent. There-
fore, also in this case, we organize the presentation around
the regression-testing scenario presented in Section 2.

In industry, test-suite maintenance is largely a manual
process. After changes are made to the software, testers
typically identify and remove obsolete test cases, fix test
scripts, and repair test cases without automated support.
Our interactions with industrial testers confirm that this is
an expensive and time consuming task.

A few organizations do perform automated RTS. Mo-
torola, for instance, is reported to have such a process, based
on RTS techniques developed in-house. In most organiza-
tions, however, RTS is largely a manual process. One com-
mon method for selecting test cases uses the traceability be-
tween requirements and test cases that is often maintained;
when changes are made to requirements, the test cases asso-
ciated with changed or new requirements are selected for re-
run. One issue with this approach is that it is not safe, in that
it may miss test cases that are not associated with changed
or new requirements but that are affected by the change. To
address this problem, some techniques use additional infor-
mation, such as changes in interfaces or data, historical test-
case effectiveness, timing data on the last time a test case
was run, or domain knowledge. Another common method
for selecting test cases, even when traceability information
is maintained, is to rerun some core set of test cases, a ran-
domly selected subset of regression test suite T , or a subset
of T selected based on the knowledge of the testers. Fi-
nally, many organizations simply rerun T completely (i.e.,
they apply a straightforward select-all RTS approach).

One notable example of RTS (and TSA) use is the Test-
ing Firewall Technology (TFW), which has been used at
ABB.3 Given a change in the software, the TFW approach

3ABB is an international corporation that provides industrial real-time
control systems for diverse industry applications using configuration-based
software; see http://www.abb.com/.
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lets testers both reuse existing test cases and design, in a
simple and direct way, new necessary test cases. After
two years of work with ABB, researchers had applied TFW
for regression testing on 18 projects (16 procedural, two
object-oriented). The technology resulted in the rerunning
of 40% fewer test cases than the previously-used testing
process. Most importantly, those test cases found all of the
faults found by the previously-used test suite, and uncov-
ered many faults previously found only by customers after
deployment. ABB is now reported to be using the TFW ap-
proach at its plants in North America and worldwide. (For
details of the study, see References [74,76].) Given this suc-
cess, researchers have extended the TFW approach to work
for configurations, and have developed the Configuration
Firewall, which is now also being applied at ABB [54, 80].

As the above discussion shows, most of the advanced
RTS techniques described in Section 3 are not commonly
incorporated into the regression-testing process. However,
organizations are using or beginning to use TCP techniques.
Microsoft, for instance, is reported to use TCP based on a
number of criteria [68]. In his keynote address at OOPSLA
2002,4 Bill Gates discussed how Microsoft was bringing re-
search to practice by using a TCP system that “ranks the
application’s given set of tests, based on changes made to
the program. [Using this system,] development teams can
track in-process testing, prevent defects from entering the
system through early detection and thus improve product
security and reliability, and shorten the repair process.”

Several organizations are reported to be exploring the ap-
plication of TCP techniques that rely on search-based op-
timization within their regression-testing process. These
techniques allow testers to search for an optimal ordering
of the test cases that considers, at once, many characteris-
tics of the test cases, such as cost, running time, criticality,
and complexity of the set-up [21].

We have discovered, in discussions with testing organi-
zations, that they sometimes use or have used TSR tech-
niques to “thin” their regression test suites. However, these
organizations also report that the test cases removed by
these TSR techniques are often found to be appropriate or
needed for testing later versions of the code. This finding
seems to indicate that TSR can be an ineffective method
for managing test suites. Instead of reducing the test suite,
an alternative is to use TCP to order the test cases. In this
way, the most important test cases, according to some cri-
teria, can be run first, while the other test cases are kept for
consideration for future changes.

An area where the state of the practice is somewhat ad-
vanced is that of test environments and infrastructure. In
terms of environments, there are many widely used plat-
forms on which developers and testers can create test cases

4http://www.microsoft.com/presspass/press/2002/
Nov02/11-08OOPSLAPR.mspx

and automatically run them. IBM, for instance, started the
Eclipse Project5 in 2001. Since then, Eclipse has been
supported and extended by a consortium of software ven-
dors, universities, and research institutions. Many tools
have been created that integrate as plug-ins into the Eclipse
framework, including tools that provide assistance in creat-
ing and running test cases. For example, the Test & Perfor-
mance Tools Platform6 helps developers build testing tools
by extending the platform, which includes editors, test case
execution facilities, and reporting functionality.

An example of successful infrastructure is JUnit,7 a
widely used instance of the xUnit architecture that was cre-
ated to ease regression testing of Java software. JUnit,
which is also supported by Eclipse through a plug-in, helps
users write test cases that can then be automatically rerun
each time the software is modified. Another example of re-
gression testing infrastructure that has been widely adopted
by industry are GUI-based capture-replay tools.

5 Challenges
Section 3 shows that there has been significant research

in the past few decades on improving regression testing.
However, as we discussed in Section 4, only a handful of
the techniques and tools developed by researchers and prac-
titioners are currently used in practice. Therefore, a first
set of challenges for regression testing involves transition-
ing well-assessed research results into practice. A second
set of challenges involves technical and conceptual issues
that have not yet been investigated or that have only par-
tially been addressed by research. In this section, we dis-
cuss some of the major practical and technical issues that
we perceive as relevant for regression testing in the next
decade.8

5.1 Transition to Practice
Based on our experience and the feedback from other

researchers, we believe that the limited technology transfer
for regression testing research is due to a number of factors.

One important factor is the need for additional validation
of existing regression-testing techniques. Although there
are a number of papers on evaluation of regression-testing
techniques using controlled experiments (e.g., [9,18,19,56,
62,71,74]), only a few of these empirical studies have been
performed on real-world, large-scale systems or shown to
be useful in practice. Moreover, most of these studies (nec-
essarily) focus on a small set of programs, and it is not ob-
vious that their findings will generalize to programs other
than the ones considered. Thus, there is a need for addi-
tional, large industrial studies that may provide real users

5http://www.eclipse.org/
6http://www.eclipse.org/tptp/
7http://www.junit.org
8Many of these challenges were suggested by the researchers and prac-

titioners who provided feedback to our informal survey.
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in industry better confidence in the practical usefulness of
existing techniques.

Another, mainly practical, factor is that little effort has
been spent on investigating how to integrate regression-
testing techniques into existing development, testing, and
debugging processes. Some researchers have taken initial
steps in this direction, by integrating their approaches into
well-known and widely used integrated development envi-
ronments (e.g., [52, 53, 65]), but most other work consists
of stand-alone applications that may be difficult to adopt
within an organization. For example, although regression-
test selection has been shown empirically to be effective in
many studies, there are organizations where it is not ap-
plied simply because the required coverage information is
not collected during testing, and collecting it would require
a change in the existing testing process.

Moreover, despite the number of techniques, tools, and
infrastructure developed and (often) freely available, the is-
sues of how differences in organizational testing and en-
gineering processes affect tradeoffs in approaches are un-
known and need to be studied. In this area, as in regression-
test selection, there is a need to perform studies in indus-
trial settings to attempt to assess the hidden costs of us-
ing these research regression-testing techniques in practice
and within real, representative software development pro-
cesses. These studies are also likely to help clarify which
regression-testing methods are appropriate for which types
of systems, which should, in turn, lead to recommendations
that the industry can use.

Finally, to help facilitate the transition of research tech-
niques to current practice, researchers should, in collabo-
ration with industry, improve their tools so that they are
as automated as possible, user friendly, and more robust
than simple proof-of-concept prototypes. For instance, in-
tegrating regression-testing techniques such as regression-
test selection or test-case prioritization into commonly used
environments (e.g., Eclipse5 and Visual Studio9) or testing
frameworks (e.g., JUnit7) will help increase the level of ac-
ceptance of these techniques in industry.

5.2 Open Research Issues

5.2.1 Test Suite Augmentation
Whereas topics such as regression-test selection, test-suite
reduction, and test-case prioritization have been exten-
sively studied and evaluated, the problem of test-suite
augmentation has been mostly neglected by previous re-
search. Although being able to increase the efficiency of
the regression-testing process is of paramount importance,
assessing and improving its effectiveness is also fundamen-
tal. In Section 3, we discussed the two main components
of test suite augmentation: (1) assessing existing test suites

9http://msdn.microsoft.com/en-us/vstudio/
default.aspx

and generating requirements, and (2) supporting test-case
generation. Here, we discuss the open research issues for
these two components.

To date, there are only a few techniques that aim to as-
sess whether an existing test suite is still adequate for a
new version of a program (we discussed these techniques
in Section 3). Unfortunately, most of these techniques are
limited in the kind of requirements they generate because
they concentrate only on some aspects of the changes (e.g.,
their effect on direct data- and control-flow relations), are
too expensive to scale to realistic software, or may gener-
ate too many spurious requirements. Some techniques are
more promising, but they have been evaluated only on small
examples and programs. More research is needed to (1)
develop practical techniques for assessing the adequacy of
existing test suites with respect to a set of changes and com-
puting corresponding test-suite augmentation requirements,
and (2) evaluate such techniques in realistic settings.

The issue of supporting test-case generation is strongly
related to the previous one: techniques that generate re-
quirements for change-adequate regression test suites are
useful and can be used to guide testers in their activity of de-
veloping new test cases during regression testing. However,
the generation of test cases that can satisfy these require-
ments can be extremely difficult and tedious. To the best of
our knowledge, no research has specifically addressed this
important issue. Although the issue is similar to the tra-
ditional test-case generation problem, there are some spe-
cific aspects that distinguish test-case generation during re-
gression testing from its traditional counterpart. In particu-
lar, during regression testing (and maintenance in general),
there is an opportunity to focus on differential behavior be-
tween two versions of the software and define specialized
version of (otherwise too expensive) test-case generation
techniques.

For instance, the approaches to characterizing differen-
tial behavior based on partial symbolic execution discussed
in Section 3 could be extended to compute test cases that
exercise such differential behavior. Another possibility, also
mostly unexplored, would be to leverage existing test cases
that exercise behaviors close to the one(s) of interest—
according to some requirement r—to generate new, slightly
different test cases that satisfy r. In general, the genera-
tion of change-adequate test cases is a broad area that has
been only superficially investigated and is likely to become
increasingly relevant in the future.

5.2.2 Test Case Maintenance and Manipulation
As we discussed in Section 3, we are not aware of any re-
search that targets the automatic identification of obsolete
test cases in the non-trivial cases of functionality changes
that invalidate oracles. In general, it is not possible to au-
tomatically identify this kind of situation. Nevertheless, it
may be possible to devise techniques based on heuristics
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that can be successful in at least some cases. More gener-
ally, behavioral analysis performed on old and new versions
of the software, such as those mentioned in Section 3, may
help identify oracles that were invalidated by the changes in
the software. In some cases, behavioral analysis may even
be able to help fix the oracles affected by the changes in an
automated or semi-automated way.

In the context of test-suite maintenance, there is also a
need for additional research on how to leverage impact-
analysis techniques during evolution. Previous research
has shown how impact analysis can help identify those
changes that cause particular test cases to fail [53], which
can help testers not only to debug regression problems, but
also to identify test cases that may be obsolete because of
the changes. Additional research could attempt to identify,
by analyzing the changes and performing a more sophisti-
cated impact analysis, which behavioral differences are ac-
tually expected (and thus, require the affected test cases to
be adapted) and which ones may be indicating regression
errors instead.

A relatively recent trend in test-case maintenance re-
search is the interest in techniques for manipulating existing
test cases and transforming them into new, or simply dif-
ferent, test cases. (Because these techniques typically add
test cases to an existing test suite, they can also be seen
as a special instance of test-suite augmentation.) The goal
of these techniques is to amortize the resources invested
in developing test cases by reusing and generally leverag-
ing existing test cases in as many ways as possible. Ex-
amples are techniques to derive test cases at different lev-
els of granularity from system test cases, which may help
speed up regression testing and result in more focused test
cases (e.g., [17, 30, 64]). Although interesting, these tech-
niques are just a first step. There is considerable room for
improvement in the direction of manipulating test cases to
reuse them or make them more effective in a specific con-
text.

5.2.3 Leveraging Field Data and Resources
Software, especially mass-market software, is typically de-
veloped and distributed to a large number of users around
the world. Because of its high dynamism, configurability,
and portability, today’s software may behave very differ-
ently for different users. As examples, consider Java soft-
ware, which can run on completely different operating sys-
tems, or applications such as Tomcat, which have a huge
configuration space. These different behaviors are often dif-
ficult to foresee and reproduce in-house (i.e., during devel-
opment) but could be observed and analyzed on deployed
software. For this reason, deployed software has the po-
tential to generate a wealth of information that can give
unprecedented insight to developers and be extremely use-
ful for many development and maintenance tasks. Unfortu-

nately, in current practice, little of this information is actu-
ally collected and made available to developers.

There is a need for research that attempts to improve this
situation by defining techniques that leverage information
gathered from deployed applications for testing and mainte-
nance. For instance, usage information from the field could
be used to assess how a change may affect the users and
how to test that change and the code affected by it. For
another example, information about user executions could
be leveraged to create regression test cases that are more
representative of the way the software is (and will be) ac-
tually used. For yet another example, in the presence of a
large user population, researchers could develop and inves-
tigate techniques that leverage part of the population to as-
sess the behavior of a new release before its general release.
This approach would be similar to traditional beta testing,
but would exploit today’s connectivity and ever increasing
computing power to automatically perform partial update
of the software and collect relevant information about the
behavior of the software on the platforms that received the
update.

5.2.4 Program Models for Regression Testing
There are two kinds of models that researchers should con-
sider in the context of regression testing. The first set of
models are those that can be used to represent test cases and
related information (e.g., fault-detection capability, cover-
age, and time to run). The second set of models are tradi-
tional program models, such as UML models.

For the first set of models, one of the challenges is to
build richer models than those used to date. Multi-objective
techniques are becoming popular [11, 28, 40], and models
that can support those techniques must take into account
more and more complex information about test cases (e.g.,
oracle costs, subtle relationships between test cases, and
constraints in terms of ordering or clustering of test cases).

For the second set of models, they contain a great deal
of potentially useful information that is not readily avail-
able in the source code. Such information could be used
to inform regression testing and better support techniques
such as regression-test selection and test-case prioritization.
Moreover, because effective and efficient test-generation
techniques based on models are becoming available, there
is an opportunity to leverage the automated traceability be-
tween design models and test cases [13].

Another challenge related to this context is how to main-
tain, in a (semi)automated way, the mapping between pro-
gram models and programs during maintenance. The ability
to maintain an automated mapping between these two levels
may help to define code-based regression-testing methods
and requirement-based regression-testing methods that can
benefit from each other.
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5.2.5 Regression Testing for Security
Every time a program is modified, new security vulnerabil-
ities can be introduced as side effects. Also, every time a
security hole is fixed and a patch is produced, it is impor-
tant to gain sufficient confidence that the vulnerability was
fixed and no other vulnerabilities were introduced. Security
vulnerabilities are nothing other than faults in the code, and
therefore, testing and checking for such vulnerabilities can
be considered traditional regression testing. Nevertheless,
there are several specific characteristics of regression test-
ing for security that make it slightly different. First, security
faults are a specific class of faults (e.g., buffer-overflow vul-
nerabilities), and it may be possible to devise special tech-
niques to regression test for them. Second, when a security
patch is produced, there is little time for testing it before it
is released, so regression-test selection must be particularly
aggressive.

5.2.6 Accommodating New Types Of Software Sys-
tems, Contexts, and Development Environments

Software is becoming increasingly parallel, partly because
of the push for multi-core in the hardware world. Regres-
sion testing of parallel software is likely to become a signif-
icant challenge, with many open problems to be solved. At
the same time, the parallelization of regression testing may
also bring benefits and new opportunities, such as the use of
parallelism to reduced testing cost.

Another shift that is occurring is from traditional desk-
top applications to increasingly complex web applications,
which are distributed in nature and highly dynamic. Addi-
tionally, because they run remotely and, thus, do not need
to be distributed in a traditional way, web applications tend
to be updated more often than traditional applications. One
challenge is, therefore, to define daily maintenance cycles
that are reliable, secure, safe, and efficient. Finally, web
applications integrate with other web applications or web
services, which can happen dynamically. In this context,
one challenge is how to check whether the use of a new ser-
vice, for instance, will not introduce side effects or simply
produce wrong results.

Analogous challenges are present in the context of
component-based software. A software component’s cor-
rect behavior in one environment is no guarantee that it will
behave correctly in a new environment. Although this is-
sue is not new, and there has been significant research on
this topic, most of the resulting techniques are of limited
practical usefulness; they tend to make unrealistic assump-
tions, such as that developers will write specifications, pro-
vide their test cases, and release software with no cyclic
dependencies. Researchers need to define techniques that
help developers and testers document how a component has
been tested in other environments and decide how and how
much to test it in the new environment.

Systems created by distributed development teams gen-
erate problems similar to those resulting from development
of component-based systems; testers need to test these sys-
tems, which consist of individual subsystems, with their
own regression-test suite. Researchers need to create tech-
niques that will determine how these regression-test suites
interact with each other and will specify how to integrate
them for system-level regression testing.

5.2.7 Integrating Regression Testing Into Computer
Science Education

The last challenge that we mention is not technical, but ed-
ucational. Educators must provide sufficient coverage of
regression testing in the undergraduate computing curricu-
lum. Many computer science graduates have no knowledge
of regression testing (or sometimes even testing), which can
be quite limiting in a world where it is increasingly common
to integrate and retest, rather than develop and test. Related
to this point, another challenge is how to teach students to
be integrators, rather than programmers. Many developers
nowadays use some integrated development environment or
framework (e.g., Eclipse5 and JBoss10) to integrate many
different parts of the system. Educators rarely teach these
issues in their curricula and seldom investigate or discuss
research issues involving integration. Unfortunately, many
educators and researchers tend to ignore, often simply due
to inertia, that software development is completely differ-
ent today from what it was 20 or even 10 years ago. This
difference may be an additional reason why companies are
reluctant to fund research in this area and college freshmen
are reluctant to enroll in computer science degree programs.
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