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.~ Generalized Approach:-
Fault localization phases
1. Identify hypothesized fault

2. Specify order of exploration for remainder
of program
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Tarantula
[Jones, Harrold, Stasko, ICSE2002]

Set-based technique
[Renieris, Reiss, ASE2003]

Nearest Neighbor Queries
[Renieris, Reiss, ASE2003]

Cause Transitions
[Cleve, Zeller, ICSE2005]
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Example

md() {
int x,y,z, m
read(“Enter 3 nunbers:”
ms= z;
if (y<z)
if (x<y)
m=y;
else if (x<z)
m=1y; // bug
el se
if (x>y)
m=y;
else if (x>z)

m = X;
print(“M ddl e nunber

L X, Y, 2) 5

Test Cases
n M < ;v < M
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suspiciousness(s) = = ‘ .
B éﬁ%ir%
md() @ &N e a
int x,y,z,m SRR R T R NN
read(“Enter 3 nunbers:”, x,y,z);
ms
1 ((v=2)
[ 5
mi=RVA
else i f (x<z)
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el se
[ (=)
BT e 1
el se i x>z T
m= x: susp(7) = %
print(“Mddle nunber is:", m; | 1
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~— Order of Exploration..

Suspicious Statements
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__Set-based

hypothesis = Sy U Sy v
pEP  |Test Cases Ji
md() { \%/‘?&3%‘3‘3&
int X, V,z, M MN[—H M 1O 1O |
1: read(“Enter 3 nunbers:”,Xx,y,2z); )
2. m= z; \ ’
3 it (y<z) ||
4: if (x<y) \l
5: m=y,;
6: else if (x<z)
i m=y: [/ bug
8. else
9: if (x>y) ||
10: m=y, ’ \
11: else if (x>z) I \
12: m = X, l \
13: print(“Mddle nunber is:”, m; T




hypothesis = St — Sppearesi

md() {
int x,y,z, m
1: read(“Enter 3 nunbers:”,x,y,2z);
2. m= z;
3 if (y<z)
4. if (x<y)
5: m=y,;
6: else if (x<z)
7 mi ="y g
8. else
9: if (x>y)
10: m=y,
11: else if (x>z)
12: m= X;

13: print(“M ddl e nunber

md() {
int x,y,z, m

1. read(“Enter 3 nunbers:
2: ime= 7:
3 if (y<z)
4: if (x<y)
5: m=y,;
6: else if (x<z)
7: m=1y; // bug
8: else
9: if (x>y)
10: m=y,
11: else if (x>z)
12: m= X;

13: print(“Mddl e nunber

Test Cases
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m; |

Test Cases
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hypothesis




—

13: print(“Mddl e nunber is:”,

13: print(“Mddl e nunber is:”,

}
=

md() {
int x,y,z,m

1: read(“Enter 3 nunbers:”,X,y,2z);

28 i = Z

3 if (y<z)

4: if (x<y)

5: m=vy,

6: else if (x<z)

7: m=1vy; // bug

8: else

9: if (x>y)

10: m=y

11: else if (x>z)

12: m= X;

m;

md() {
int x,y,z,m

1: read(“Enter 3 nunbers:”,X,y,2z);

2% M= 7

3 if (y<z)

4: if (x<y)

5: m=vy,

6: else if (x<z)

7: m=1vy; // bug

8: else

9: if (x>y)

10: m=y

11: else if (x>z)

12: m= X;

m;

.~ — Cause Transitions -

Passing 1 Falling

Input: Input:
1,23 2,1,3

State: State:
x=1 X=2
y=2 y=1
z=3 z=3
m=0 m=0

Result: Result:
pass fall

-Passing - |-Failing—-

Input: Input:
1,23 2,1,3

State: State:
x=1 X=2
y=2 y=1
z=3 z=3
m=0 m=0

Result: Result:
pass falil
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12:
13: print (M ddl e number 1St .

Test Cases
md() { e | esf S|
int x,y,z,m O o7 ol
read(“Enter 3 nunbers:”,x,y,z); e |-
[E=t 7= |
1 (=)
if (x<y)

m=y;
else if (x<z)
m=1y; // bug
el se

if (x>y)
m=y;

else if (x>z)
m= Xx;

m;
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e - Orderof Exploratitn_. .

Distance
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Statements

Rank value
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Suspicious Statements Rank value
08 | (7) 1
0.7 @ )
o6 | (4) 3
s @G 7
0 60w 13

» Percent of program to be examined
to find fault
* From hypothesized fault
» To actual fault following specified order

» Single faults, but many span multiple
lines and multiple procedures

* Rank to reach the first faulty
statement

* Results of compared techniques
from their papers

— “Experimental Setlp.—p
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% of program to be examined to find fault

26

Program LOC Procedures | Faulty Test Description
Versions | Cases

Print_tokens | 472 20 7 4056 Lexical
analyzer

Print_tokens2 | 399 21 10 4071 Lexical
analyzer

Replace 512 21 32 5542 Pattern
replacement

Schedule 292 18 9 2650 Priority
scheduler

Schedule2 301 16 10 2680 Priority
scheduler

Tcas 141 8 41 1578 Altitude
separation

Tot_info 440 16 23 1054 Information
measure

s 25

100 Ideal technique

2

I5 80

n

o

> 60

2

S

S 40

(¥ -

o

S 20

0 Worst technique
0 20 40 60 80 100

13



100

% of faulty versions

P Set-based (1)
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Set-based (2)
Nearest Neighbor (1)
Nearest Neighbor (2)
Cause Transitions (1) =——
Cause Transitions (2)
Cause Transitions (3)

Tarantula

100

% of program to be examined to find fault
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Program Tarantula Cause Transitions
Print_tokens 4 ms 43 min
Print_tokens2 4 ms 1 hr, 49 min

Replace 6 ms 1 hr

Schedule 3ms 32 min

Schedule2 3ms 2 hr, 9 min

Tcas 3ms 3 min

Tot_info 3ms 9 min

28




% of faulty versions
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% of program to be examined to find fault
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 Generalization

100¢
g e Tarantula on Space = =——
92 80 // (~6000 LOC)
0
(T_, / Tarantula on Siemens =
= 60 (~500 LOC)
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% of program to be examined to find fault

» Single fault
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e Tolerance for variety of test cases
« Statistical view of coverage of entities
» Fault executed by an occasional passed test case
should be expected and handled
* Ordering techniques

 Partial order of statements should be deep and
narrow rather than shallow and wide

» Should provide more specific instruction to
developer on where to explore

* Use of multiple failed test case
« Ability to utilize all test cases provides richer data

31

Comparison of characteristics of four
fault-localization techniques

Experiment comparing techniques

Tarantula performs significantly
better than others on the subjects

Compare with other techniques
Larger subjects with multiple faults

32
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