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Abstract by the test cases in the test sdite.
Control-flow-basedstructural testing criteria use a pro-

Exception-handling constructs provide a mechanism for gram’s control-flow structure to guide the selection of test
raising exceptions and a facility for designating protected cases (e.g., [7, 13]Data-flow-basedtructural testing cri-
code by attaching exception handlers to blocks of code.teria use data-flow relationships in a program to guide the
Despite the frequency of their occurrences, the behaviorselection of test cases (e.g., [2, 5, 10, 14, 16]). Structural
of exception-handling constructs is often the least under- testing can be performed at several levels. Each level of test-
stood and poorly tested part of a program. The presence ofing has specific goals, and thus, has appropriate coverage
such constructs introduces new structural elements, such agriteria that are directed towards attaining those goals. Unit
control-flow paths, in a program. To adequately test such testing, for example, tests each individual module in isola-
programs, these new structural elements must be considtion. Integration testing, on the other hand, tests the con-
ered for coverage during structural testing. In this paper, trol and data interactions of the modules (e.g., [4, 6, 11]).
we describe a class of adequacy criteria that can be usedTo evaluate the relative strengths of different test-selection
to test the behavior of exception-handling constructs. Wecriteria, the criteria are presented in a hierarchy that de-
present a subsumption hierarchy of the criteria, and illus- scribes the subsumption relationship between the criteria
trate the relationship of the criteria to those found in tra- [2, 15, 16]. CriterionA subsumesriterion B if and only
ditional subsumption hierarchies. We describe techniquesif any test suite that satisfie$ also satisfies3 [2, 16].
for generating the testing requirements for the criteria us-  Exception-handling construcfgovide a mechanism for
ing our control-flow representations. We also describe a raising exceptions and a facility for designating protected
methodology for applying the criteria to unit and integra- code by attaching exception handlers to blocks of code.
tion testing of programs that contain exception-handling Several languages, such as Java, C++, and Ada, provide

constructs. such constructs. A recent study of Java programs indi-

cates that such constructs occur frequently [18]. Despite the
Keywords: Structural testing, exception handling, inte-  frequency of their occurrences, the behavior of exception-
gration testing. handling constructs is often the least understood and poorly

tested part of a program [17]. The presence of such con-

structs introduces new structural elements, such as control-

. flow paths, in a program. To adequately test such programs,

1 Introduction these new structural elements must be considered for cover-
age during structural testing.

Structural testingechniques [15] use a program's struc- Testing requirements for exception-handling constructs

ture to guide the development of test cases. For example, irfi'€ often stated informally, and lack rigor and discipline.
branch testing, test cases are developed by considering infC" €xample, existing testing tools for Java programs pro-
puts that cause certain branches in the program under test t§ide coverage of all exception handlers in a program [21].
be executed; similarly, path testing considers test cases thaPther informally-stated criteria require all exceptions to be
execute certain paths in the program [8}ructural cover- ralsed_ in a program under test. These criteria lack a sys-
age techniques give a measure of how well the structural tematic and structured approach to testing the behavior of
elements of the program are executed by agiven test S!,Ilte.. LFor some branches, there may be no input that will cause the branch
For example, the branch-coverage measure of a test suite i, execute — these branches anfeasible We can achieve 100% branch
the percentage of branches in the program that are executecbverage only if we remove infeasible branches from consideration.




exception-handling constructs. The criteria require simple class C

coverage of statements that raise exceptions and those that e o onter W
handle exceptions. The criteria do not require testing dif- 2 throw new 3() 18 if <condit o
. . r e = new
ferent types of exceptions that can be raised or handled at 3 while <conditions 20 el se el = new E21()
the same statement; nor do they require a systematic test- " Yo w 2y T Seondition
ing of the data and control interactions within and across e . n;ﬁ};f" e 23 else sstaterent>
modules that result from the presence of exception-handling 6 if <condition> 25 throw e1
constructs. These criteria therefore, suffer from the same : . 22;:;?{‘?2;: 26 et
weakness as statement coverage. 13 pooonine | class a
One reason for the absence of a structured and dis- 11 thr ow new E3() enter M
T . . . 12 <st at ement > try
ciplined approach to testing the behavior of exception- 13 catch( E2 e2 ) 27a call M
handling constructs is the lack of a representation that de- e T sconditlon 2 caton( tey
picts the behavior. In recent work [18], we described in- 16 print e2 29 print e
ey . . . 17 <statenent> 30 <statenent>
traprocedural (within a single module) and interprocedural exit M exit M
(across modules) representations for programs that contain E
exception-handling constructs. In this paper, we describe a /‘}\
class of adequacy criteria that can be used to rigorously test B2 B

the behavior of exception-handling constructs. We present
a subsumption hierarchy of the criteria, and illustrate the
relationship of the criteria to those found in traditional data-  Figure 1. Pseudo-code for sample program

flow testing criteria [2, 16]. We describe techniquesforgen-  that uses Java-like exception-handling con-

erating the testing requirements for the criteria using our  structs (above); hierarchy of exceptions used
control-flow representations. We also describe a methodol- iy the sample program (below).

ogy for applying the criteria to unit and integration testing

of programs that contain exception-handling constructs.  block, is a sequence ahtch clauses that specifgxcep-

tion handlers Eachcatch clause specifies the type of
exception it handles, and contains a block of code that is
executed when an exception of that type is raised in the as-

. . : . ) i sociatedry block. Acatch clause also specifiescatch
In this section, we provide a brief overview of exception- 4iapler 4 variable that is initialized with the handled ex-

handling constructs in Java, our language model; detailsception, and whose scope is limited to the block of code

of the Java language can be found in Reference [3]. Wet,, thatcatch clause. Atry statement can havefa
also discuss our control-flow representations that accouni'ﬁa"y block. The code in théinally block is always

for exception-handling constructs. executed, regardless of the way in which control transfers
) ) out of thetry block: by reaching the last statement in the
2.1 Exception-Handling Constructs try block, through an exception that may or may not be han-
dled in the associated catch block, or by reachibgeak |,
In Java, an exception is an object: it is an instance continue ,orreturn statement.
of a class derived from clagava.lang.Throwable ,
which is defined in the standard Java API. An exception

can be raised at any pointin the program, througjtraw ) . . . i
statement. The expression associated withhhaw _state- statgment, the mherltance_: hierarchy at the bottom of the fig-
ure illustrates the exception classes used by the program.

ment denotes the exception object; the expression may repi:or example. the expression of figow  statement in line
resent a variable (for examplthrow e ), a method call pie, P

(for examplethrow m() ), of a new-instance expression 2 of the program is a new-instance expression; that state-

(for examplethrow new E() ). Atry statement pro- ment raises an exception of tyg8. The expression of the

vides the mechanism for designating guarded code, by asihrow statementin line 25, however, is a variable, and that

sociating exception handlers with the code.tpp state- SEt;ev{;;zzr:\ﬂrii'Scﬁaiggicceopglg?ngg?sePég?clhs egl; eg_
ment consists of ary - block and, optionally, &atch men.t' thecatch clause of that staten}]/ent handles excep-
block and afinally block. The legal instances of a ’ P

try statementargy —catch ,try —catch —finally tions of typek and specifies catch variakge
andtry —finally . A try block contains statements Java follows theon-resumablenodel of exception han-

whose execution is monitored for exception occurrences.dling: after an exception is handled, control does not return
A catch block, which may be associated with edach to the point at which the exception was raised, but continues

E21

2 Background

Figure 1 shows the pseudo-code of an example program
that uses a Java-like syntax to illustrate instancestof a



Figure 2. Interprocedural control-flow graph for the sample program.

at the first statement following they statement that han- Our graph construction techniques [18] are based on the
dled the exception. A Java exception can be propagated uassumption that the program point at which an exception is
the call stack: if a method raises but does not handle an ex+aised can be determined. Therefore, the techniques do not
ception, the exception is reraised in the context of the callerapply to asynchronous exceptions; a safe approximation of
of that method. For example, the exception raised in line 25 program points that may raise such exceptions would in-
of methodM2is not handled in that method, and is therefore clude all statements in the program. The techniques also
propagated up to methddl, the caller ofM2 do not apply to implicitly-raised exceptions. The testing of
Exceptions in Java can be classified according to severathese types of exceptions is beyond the scope of this paper;
criteria. These criteria reflect the semantics of raising anour current work includes investigating ways to extend our
exception, and impose requirements on the way in which anwork to include them.
exception must be handled. For example, a Java exception
can be synchronous or asynchronoussyhchronougx- 2.2 Interprocedural Control-Flow Graph
ception occurs at a particular program point and is caused
by an expression evaluation, a statement execution, or an Our graph construction techniques construct intraproce-
explicitthrow statement. Arasynchronougxception, on  dural and interprocedural representations. Figure 2 shows
the other hand, can occur at arbitrary, non-deterministicthe control-flow graphs (CFGs) for methods from the sam-
points in the program. For example, in a multithreaded pro- ple program (CFG edges are shown as solid lines). The
gram, one thread can cause an exception to occur in anCFG-construction algorithm [18] performs local type infer-
other thread. A synchronous exception can be classifiedencing in each method to determine exception types that
as explicitly-raised or implicitly-raised. A synchronous ex- can be raised dhrow statements in that method. The al-
ception isexplicitly-raisedif the exception is raised by a gorithm then creates out-edges from a throw node for those
throw statementin the application being analyzed. A syn- exception types, and labels each edge with the correspond-
chronous exception ignplicitly-raised if the exception is  ing exception type. For example, thierow statement in
raised through a call to a library routine, or by the runtime line 25 can raise one of two types of exceptions; therefore,
environment. The source of an implicitly-raised exception, node 25 in the CFG favi2has two out-edges and each edge
therefore, lies outside the application being analyzed. is labeled by the exception to which it corresponds.



If the exception raised atthrow statementis handled that test the behavior of exception-handling constructs.
in the same method, the algorithm connects the throw node
to the catch node for the appropriate handler. To model3.1 Definitions for the exception testing criteria
propagation of exceptions out of a method, the technique
creates an exceptional-exit node for each type of exception Theexception testing criterizs a class of test selection
that can be propagated out of the method. For examplegriteria that, like the data-flow testing criteria [2, 16], re-
methodM2propagates exception typEd andE21; there- quire test cases to exercise certain paths based on data-flow
fore, the CFG foM2 contains two exceptional-exit nodes relationships.
(labeled “ex exit E1” and “ex exit E21") correspondingto ~ An exception typés a type whose instantiation can be
those types (the in-edge of one exceptional-exit node israised at ahrow statement and carries information from
labeled “E1”, whereas the in-edge of the other is labeled the point where the exception is raised to the point where

“E21"). that exception is handled. In Java, any class that is a sub-
In Figure 2, nodes that corresponddatch handlers  type of java.lang.Throwable is an exception type.
are labeled by the statement number and the handler typeThe sample program in Figure 1 uses five exception types:

For example, the catch node that corresponds todtzh E E1,E2, E3, andE21. An exception objeds an instance

clause in line 13 of metholli2is labeled “13:E2.” of an exception type. For example, the sample program con-
The presence dinally blocks creates complicated tains four exception objects — those that are instantiated in

control-flow paths. In Java, finally block can exe- lines 2, 11, 19, and 20. In the discussion, we refer to these

cute under one of two contexts: a normal context or an Objects aobj, eobji1, eobjig, andeobjzo. An exception
exceptional context. Ainally  block executes under Variableis a program variable whose static (declared) type
normal contexivhen (1) control reaches the end o is an exception type. The sample program contains three
block or acatch block, or (2) when control |eavestw exception variables —el1 in methodM2 catch variable2
statement because of a transfer-of-control statement, suchn methodM1, and catch variable in methodM We as-
asbreak , continue , orreturn . A finally  block  Sociate aemporary exception variablewvar;, with each
executes undeexceptional contexivhen control leaves a  throw statement whose expression is a method call or
try statement because of the propagation of an exception@ new-instance expressiomar; provides a handle on the
The context of execution of finally block determines  €xception object that is either created at statememtre-
where control flows from thétnally ~ block. The CFG-  turned by the method called at statementor example,
construction algorithm treats eadimally ~ block as a  thethrow statement in line 2 has the temporary excep-
separate method: it creates a separate CFG for each  tion variableevar, associated with it. An exception object
nally block, and inserts call nodes to thoeally becomes amctive exception objeathen it is raised at a
blocks appropriately. Figure 2 illustrates the CFG createdthrow statement. At any point in the execution of a pro-
for thefinally ~ block that appears in line 5 of the sample gram, there can be only one active exception object (that
program. The figure also contains, call and return nodes forrepresents an unhandled exception at that point in the exe-
calls to thefinally block. cution), although several exception objects may exist at that
To create an interprocedural representation, the al-point. We define a unique program varialdlegrqctive, that
gorithm constructs an interprocedural control-flow graph keeps track of the active exception object: at any pointin the
(ICFG) by connecting CFGs using call and return edges: €xecution of a program, the value @far,cti.. is either a
a call edge connects a call node to the entry node of thenU” Value, if there is no unhandled exception at that pOint
called method, and a return edge connects the exit node of the execution, oeobj, if eobjy is the active exception
the called method to the corresponding return node. TheoObject at that point in the execution.
technique also creates exceptional-return edges that con- We associate definitions and uses of exception variables
nect an exceptional-exit node to a catch node, a finally-callWith nodes in a grapl¥ (G can be a CFG or another repre-
node, or an exceptiona|-exit node. For examp|E, in Figure sentation, such as an ICFG, depending on the level of testing
2, exceptional-exit node E1 in the CFG for methid@is  being done). For each nodéen G, anexception definition

connected to finally-call node 5a by an exceptional-return S€t e-defi), contains the set of exception variables that are
edge. defined at nodé. A nodei definesan exception variable if:

(1)7 assigns a value to an exception variable- e-def()
3 Criteri . . . containsy;
riteria for Testing Exception-Handling (2) i is a catch node — e-dej(containsevar,spe and
Constructs the catch variable of the associatatch clause;
(3) i is a throw node such that the expression associated
In this section, we first present definitions for the excep- the correspondinghrow statement is a method call or a
tions testing criteria. We then introduce the class of criteria new-instance expression — in this case, e<jefontains



Table 1. e-def and e-use sets for the sample Table 2. e-du sets for the sample program.
program.

e-du e-du
i e-def() e-use() (v, 9) (v,9) (v—ow, 1) (v—w, 1)
2 | evars, evaractive evars (evaraz, 2) 2 (evar:—e, 2) 29
11 | evani, evaractive evar (evaractive, 2) 28 (evari1—e, 11) 29
13 €2 evaractive VAT getive (evarii, 11) 11 (el—e2,19) 15, 16
15 evaTqctive e2 (evaractive, 11) 28 (el—e2, 20) 15, 16
16 e2 (e2,13) 15, 16 (el—e, 19) 29
19 el (evaractive, 15) 28 (el—e, 20) 29
20 el (e1,19) 25, 26 (e2—e, 13) 29
25 evaTqctive el (e1, 20) 25, 26
26 el (evaraetive, 25) | 13,28
28 € evaractive €VATqactive (e1 28) 29
29 e
constructs, we identify, for a definition of exception vari-
the temporary exception variabdear;; ablev at nodei, the set of nodeg that use the value as-
(4) i is a throw node — e-deff containsevar c¢ive - signed tov ati. For example, node 20 define%, node 25

For example, in the sample program, e-def(19) containsusese1, and there exists a def-clear path with respeetito

el because statement 19 assigns a value to exception varifrom node 20 to node 25. Node 25, therefore, appears in
ableel. e-def(13) containe2 because node 13 is a catch the definition-use set of node 20 with respect to exception
node, ande2 is the catch variable of the corresponding variableel. The presence of exception-handling constructs
catch clause. e-def(2) contains a temporary exception induces a second type of definition-use set that crosses a
variableevar, because node 2 representtheow state- throw —catch statement pair. For example, the definition
ment whose expression is a new-instance expression. eefel in node 20 is used in node 15, through the mapping of
def(25) containsevar,.tive because node 25 is a throw el toe2 by the underlying exception-handling mechanism.

node. Node 15, therefore, appears in the definition-use set of node
For each nodéin GG, anexception use sgt-uséi), con- 20 with respect to the mappirell —»e2. Identification of
tains the set of exception variables that are used atidde such definition-use sets enables a more thorough testing of
A nodei uses an exception variable if: exception-handling constructs.
(1) ¢ accesses the value of an exception variable e- To facilitate a formal definition of an exception
use() containsv; definition-use set, we first define the following sets:

(2) i is a catch node — e-usgontainsevar,ctive

(3) i is a throw node such that the expression associated
the correspondinthrow statement is a method call or a
new-instance expression — in this case, e-i)sagntains
the temporary exception variatdear, that is defined at the
same node.

For example, e-use(15) contaie because node 15
uses the value @2. e-use(13) containgar,.tive because
13 is a catch node. e-use(2) contains temporary exception
variableevar, because node 2 representtheow state-
ment whose expression is a new-instance expression. Table
1 lists the e-def and e-use sets for the sample program.

A definition-clear path(def-clear path) with respect to
exception variable is a path(i, ny, - - -, nyy,, j) i G, m>0,
such that there is no definition ofin nq, - - -, ny,.>

To generate testing requirements for exception-handling

e For throw node and an exception variable(v € e-
use()), athrow-variable definition setvar-defv, 7),
contains the set of nodgssuch thaw € e-def(j) and
there exists a def-clear path with respect foom j to
1. tvar-def, i) stores nodes that contain definitions of
v that reach the use ofat throw node. For example,
tvar-defel, 25) ={19, 20.

e For a catch nodéand the associated catch variable
a catch-variable use sgtvar-usév, i), contains the
set of nodeg such thaw € e-use() and there exists a
def-clear path with respect tofrom i to j. cvar-useg,

1) stores nodes that contain usew dfat are reachable
from the definition ofv at catch nodé. For example,
cvar-use¢2, 13) ={15, 16}.

e For an exception variable and throw nodé (v € e-

usef)), an exception mapping see-magv, i), con-

®An e-use{) can be classified as ane-use(i)or anp-e-use(ibased tains the set of pairgw, 7> such thajy is a catch node,
on whether node uses an exception vanaple in a computation or in a w is the corresponding catch variable, and there exists
predicate [2, 16]. For simplicity, we ugeuse(i)to represent both of those . h .
types of uses. a path(i,n, -, nm, j), m>0, in G. For example,
3If G is an ICFG, we consider only realizable pathsdr9]. Refer- e-mapél, 25) ={<e2, 13>, <e, 28>}.
ence [19] defines realizable paths in the ICFG for a program that contains
exception-handling constructs. An exception definition-use set-dy contains, for each



Table 3. e-act and e-deact sets for the sample

Table 4. e-ad sets for the sample program.

program.
(eobji, 1) e-adeobjy, 1)
i e-actg) e-deact{) (eobj2, 2) 28
2 eobj (eobji1, 11) 28
9 eobjig, eobjao (eobjio, 25) 9,611, 28
11 eobji1 eobjio, eobjap (eobja0, 25) | 9,11, 13, 28
13 eobj20
15 eobjao tend to e-act and e-deact sets. Like the computation of uses
25 | eobjig, eobjzo that are rechable from a definition, we compute deactiva-
28 eobja, eobji1, eobjia, eobjzo tions that are reachable from an activation. An activation

o of exception objectobj,, deactivates any active exception
definition of an exception variable, all reachable uses of thatobjecteobjn. A deactivation of exception objeebbj,, de-
definition, and is thg union of the following two sets: activates an active exception objeebj,,. Therefore, for

(1) e-dyv, i) (v is an exception variable) is the set of g activation ofobj,, at nodei to reach a deactivation of
nodesj such that < e-def(), v € e-usef), and there exists eobj,, at nodej, the pathp from i to j must be (1) free of
a def-clear path with respect tofromi to ;. an activation of anyobj,,, and (2) free of a deactivation of

(2) e-duv—w, ©) (v andw are exception variables) is the eobjn. However, because activation of aeybj, alongp
set of nodeg such thai ¢ tvar-def(, k), j € cvar-usel,  implies a deactivation ofobj,, it is sufficient to impose
[), <w,I> € e-mapg, k), and there exists a def-clear path  only condition (2) orp to compute reachable deactivations.
with respect t from £ to ;. A deactivation-clear pathdeact-clear path) with re-

Table 2 lists the e-du sets for the sample program. spect to exception objeciobj, is a sequence of nodes

An exception definition-use associati¢e-du associa-  (i,ny,---,n,,j), m>0, such that there is no deactiva-
tion) is a triple(s, j, v) such thatj € e-dug, ), or a triple tion of eobj; in ny,---,n,. An exception activation-
(4,7, v—=w) such thay € e-dup—w,i). For example, (19, deactivation sete-adeobjy, i), is the set of nodeg such
25,el) and (20, 16e1—e2) are two of the e-du associa- thateobj; € e-actf), eobj; € e-deactf), and there exists a
tions in the sample program. deact-clear path with respecttobj, fromi to j. Table 4

Apart from its normal state, an exception object has an-lists the e-ad sets for the sample program.
other state associated with it that indicates whether that ex- An exception activation-deactivation associati(grad
ception object is the active exception object. tixow association) is a triple (j, eobj;,) such thay € e-adeobjy,
statemeniactivatesan exception object. Aatch han- i). For example, (2, 2&obj.) is an e-ad association in the
dler deactivatesan exception object. An exception object sample program.
can also be deactivated withirfinally block when that A simple pathis path in which all nodes, except possi-
block executes in the exceptional context, and (thraw bly the first and last, are distinct. A pathny,---,nm, ),
statement is reached in tfiaally block (that statement m>0, is ane-du-path with respect to exception variable
deactivates the active exception object and activates a difv if v € e-def), v € e-usef), and (i,n1, -, nm,J)
ferent exception object), (2)lareak orcontinue state- is a def-clear simple path with respect to A path
mentis reached in thgally block that transfers control ~ (i,n1,---,n,,j), m>2, is ane-du-path with respect to
out of thefinally block, or (3) areturn statementis  mappingv—w if i € tvar-defp, k), j € cvar-useg,
reached in théinally block. ), <w,l> € e-mapf{, k), and there exists a def-clear

To support activations and deactivations of exception ob- Simple path with respect te from £ to j. A path
jects, we associate these operations with nodes in a (671, +,m, ), m>0, is ane-ad-pathwith respect to ex-
manner similar to definitions and uses: an activation is sym- CEPtion objectobjy. if eobj. € e-actf), eobjy. € e-deactf),
metric to a definition, whereas a deactivation is symmetric @1d €71, - -, 7.m, j) is @ deact-clear simple path with re-
to a use. For each nodein G, an exception activation spect toeobj,. An associationis an e-du association, an
set e-acti), contains the set of exception objects that are €-du-path, an e-ad association, an e-ad-path, or a node.
activated at that node; similarly, axception deactivation
set e-deacti), contains the set of exception objects that are 3.2 EXxception testing criteria
deactivated at node For examplegobjao appears in e-
act(25) and e-deact(13) because node 25 activafigs, We now present a class of exception testing criteria that
and node 13 deactivates it. Table 3 lists the e-act and ecan be used to guide the selection of test cases to test the
deact sets for the sample program. behavior of exception-handling constructs. We describe

The other definitions related to e-def and e-use sets exthe subsumption hierarchy of the exception testing criteria



all-paths
Table 5. The exception testing criteria.

all-du-paths ~ ——— all-e-du-paths all-e-ad-paths | Criterion | Associations required |
all-e-defs Vi(Vv € e-deff)
alluses — p all-e-Uses all-e-deacts (Somej [ (e-dU(U, 7,) @] e-dU(U—HU, 1))))
a”_p_usmses/ all-e-uses . Vi(Vo € e-def() .
some-c-uses some-p-uses (a” J € (e-dU(U, l) J e-du(u—>w, 7’)))
all-e-du-paths Vi(Vj € e-dup, i)
albprmes - (all e-dy-p_aths wrb from z to 7))
' Vi(Vj € e-dup—w, )
i all-defs  ———————e#-e-defs all-e-acts (all e-du-paths wrb—w from i to 7))
all-edges \ / all-e-acts Vi(V eobjr, € e-actf)
i all-throw ' (somej € e-adeobji, i)))
all-nodes T » all-catch all-e-deacts VZ(V eobji, € e-actf)
L 4 (all j € e-adgobji, 1))
all-e-ad-paths Vi(Vj € e-ad€objy, 1)
Figure 3. The subsumption hierarchies of the (all e-ad-paths wreobjj. from i to 5))
data-flow testing criteria (left), and the excep- ) )
tion testing criteria (right). tion variable to all reachable uses.

The next three criteria are stated in terms of activations
based on the assumption that a complete program is bein@nd deactivations of exception objects. Tdikee-actscri-
tested. In the next section, we relax the restriction and illus- terion requires the coverage of each exception activation to
trate how the criteria can be used during unit and integrationsome reachable deactivation. Télee-deactscriterion re-
testing. quires the coverage of each exception activation to all reach-

Theexception testing criteridike the data-flow testing  able deactivations. Thall-e-ad-path<riterion requires the
criteria, require that operations on data elements be exercoverage of all paths from each activation of an exception
cised along various paths in the programs. Because the goabbject to all reachable deactivations.
of the exception testing criteria is to test the behavior of  Figure 3 shows the relationship of the existing criteria
exception-handling constructs, the relevant data elementdor testing exception-handling constructs — all-throw and
that are candidates for coverage are restricted to exceptiomll-catch — to the exception testing criteria. All-e-uses and
variables and exception objects only. all-e-deacts subsume all-catch, and all-e-defs and all-e-acts

Like the data-flow testing criteria, which require the cov- subsume all-throw.
erage of definitions and subsequent uses of variables, the Figure 3 also illustrates the relationship of the data-flow
exception testing criteria require the coverage of definitions testing criteria to the exception testing criteria. For exam-
and subsequent uses of exception variables. Unlike the dataple, the figure shows that the all-uses data-flow criteria sub-
flow testing criteria, however, the exception testing criteria sumes the all-e-uses criteria. Reference [19] proves the sub-
provide coverage of an alternative, symmetric set of opera-sumption relationships depicted in the figure.
tions — activations and deactivations of exception objects.

Exploiting the symmetry between the tyvo sets of operation§4 Application of the Criteria
yields two parallel subclasses of criteria, one based on defi-

nitions and uses of exception variables, and the other based ) ) . )
on activations and deactivations of exception objects. In this section, we briefly discuss the approach we use to

Figure 3 presents the subsumption hierarchy of the ex-compute test requirements that satisfy the exceptions testing

ception testing criteria. Table 5 describes the association<'teria; more detail can be found in Reference [19]. We

required by each criterion in the hierarchy. the_n d|s_cuss the_way in WhICh the criteria can be used during
The first three criteria in Table 5 are based on defini- UNittesting and integration testing.

tions and uses of exception variables and are similar to the

corresponding data-flow testing criteria [2, 16]. Talee- 4.1 Computation of test requirements

defscriterion requires the coverage of every definition of

each exception variable to some some reachable use. The To generate the test requirements, we add a definition of

all-e-usescriterion requires the coverage of every defini- evar,q.ve at each throw node, and a useeofir 4. fol-

tion of each exception variable to all reachable uses. Thelowed by a definition obvar,.;ye at each catch node. To

strongerall-e-du-path<riterion imposes a stricter require- compute e-du associations, we use a reaching definitions,

ment of covering all paths from each definition of an excep- data-flow analysis algorithm. This algorithm first gathers



Table 6. Associations required by select cri-
terion for unit testing of class  C2.

Associations required

before addition of after addition of
Criterion dummy deacts dummy deacts
all-throw 2,11,15,25 2,11,15,25
all-e-acts| (25, 13,e0bj20) (25, 13,e0bj20)

(2, ex-exit E3eobj2)
(11, ex-exit E3gobj11)
(15, ex-exit E21¢objao)

criterion does not require an association that covers the ac-
tivation of that exception. Consider cla8g as the module
that is being unit testet);Figure 4 shows the control-flow
representation for the class that is used for applying the ex-
ception testing criteria. As the figure illustrates, the activa-
tion of eobjs in statement 15 has no reachable deactivation
in the same unit; that deactivation occurs in a different unit
(C2) that is being tested independently.

Figure 4. Control-flow representation of class A similar problem occurs for covering deactivations: if

C2that is used for unit testing of the class. all reaching activations for a deactivation lie outside the unit

being tested, that deactivation is not covered by the all-e-

aliast information about the program using a technique at deacts criterion. For example, tisatch handler in line
the desired level of precision (e.g., [12, 20]), then it uses 28 of methodV1 deactivates several exception activations
the alias information to compute, reaching definitions, and in the program, but all those activations lie outside the unit
finally it uses the reaching definitions to compute the du being tested. Therefore, the all-e-deacts criterion does not
associations. We then select those du associations that aneequire a test case to cover that handler. Such omissions not
associated with exception objects. only lower our confidence in the quality of unit testing, but

For the e-ad associations, we first determine activationalso limit the applicability of the exception testing criteria.
and deactivation points using the interprocedural represen- When applied to incomplete programs, some of the sub-
tation of the program. We then compute the e-act set for sumption relationships shown in Figure 3 do not hold. For
each activation point. Finally, we compute e-deact setsexample, the all-e-acts criterion fails to be equivalent to the
and e-ad associations by computing reaching activations forall-throw criterion; instead, the all-e-acts criterion is sub-
each deactivation. An exception activation at nodsaches  sumed by the all-throw criterion. This is illustrated in Fig-
a deactivation at nodgif there exists a def-clear path with  ure 4 where the all-throw criterion requires the coverage of

respect teevar,qive fromito j. statement 15, whereas the all-e-acts criterion does not re-
quire that statement to be covered.
4.2 Using the criteria for unit testing To overcome the deficiencies of the exception testing cri-

teria for testing incomplete programs, we add dummy uses

Unit testing focuses on testing individual modules of a ©Of exception variables and dummy deactivations of excep-

program. The goal of unit testing is to establish confidence tion objects at relevant exceptional-exit nodes. For example,
in the correctness of a module independent of the interac-N the CFG forM1, we add the following dummy deactiva-
tion of that module with other modules. During unit testing, tions: e-deact(ex-exit E21) feobjao }, e-deact(ex-exit E3)

drivers and stubs are used to simulate the interactions of the= 1€0bJj2, eobji1 }, and e-deact(ex-exit E1) feobjio }-
module being tested with other modules. Table 6 illustrates the differences in the required associ-

The exception testing Criteria described in the previous ations for the all-e-acts criterion before and after the addi-
section fails to provide the required test selection when ap-tion of the dummy deactivations. Before the addition of the
p||ed to the testing ofan incomp|ete program, such as a unit_nOdeS, -a-”'e'-aCtS did not subsume aIl-thI’OW, whereas after
For example, if an exception that is activated in the unit be- the addition it does. o
ing tested is deactivated only outside the unit, the all-e-acts ~ Similar to exit points, we add dummy definitions and ac-

4An alias occurs at a program point if two names refer to the same 5In an object-oriented program, a class is usually considered to be the
memory location at that point. basic unit of testing [4].



tivations at relevant catch nodes. For example, catch node
28 in methodMirequires dummy activations. The addition ~ Table 7. Differences in testing requirements
of dummy activations to that node causes an exception test- for the all-e-deacts criterion for exhaustive
ing criterion, such as all-e-acts, to require more rigorous and selective testing of the integration of
coverage of methoM BecauseMis tested independent of classes Cland C2.

the contexts in which it may be used, to gain confidence in

the correctness of thmatch handler inM the handler must Criterion [ exh alﬁ?ﬁ/?;:gg:; rseglléléﬁg ef ?(; sting
be tested for all possible exception types that can be deac- _ -
. . all-e-deacts| (2, 28,e0bj2) (2, 28,e0bj2)
tivated at that handler: all subtypes of the declared type of (11, 28.eobji1) | (11, 28.cobjr1)
the handler. During the actual testing process, the stub that (15 28,eob;i;) (15 28,eob;i;)
is called at the call site in line 27 is suitably implemented to (25, 28.cobjio) | (25, 28,cobjro)
activate exceptions of each type. (25, 9,e0bj10)
: L . . . (25, 9,e0bj20)
4.3 Using the criteria for integration testing (25, 11,e0bj10)
(25, 11,60bj20)
Integration testing combines the individually tested mod- (25, 13,e0bj20)

ules of a program to incrementally build a working program

[11]. During integration testing, the emphasis shifts from sociations were exercised during the unit testingafand
testing the algorithmic correctness of an individual module Provide no additional benefit when they are reexercised dur-
to testing the interactions of modules. ing the integration o€1 andC2.

Because integration testing incrementally builds a sys-
tem, a complete program is not available until the final inte-
g.rati(.)n step. Integration t'esting. exposes the same dgficienmethod in moduled invokes a method in modulB, gen-
cies in the exception testing criteria as unit testing did be- o540 those e-ad associations in which the activation occurs
cause both these testing techniques share the common progs g anq the deactivation occurs i Each exception test-
erty that they are incomplete programs. These def|C|enC|e§ng criterion can be adapted similarly to avoid generating

are overcome through a similar solution that creates dummy, 4, ndant testing requirements during integration testing.
uses/deactivations at exit points of the partially-built sys-

tem, and dummy definitions/activations at entry points of
the system.

Ideally, integration testing should only test the interac- 5§ Related Work
tions of the new module that is added to the partially-built
system at each integration step. Testing requirements that
are not generated based on these interactions repeat much
of the testing that was done at previous integration steps or Chatterjee and Ryder [1] identify definition-use relation-
during unit testing of the individual modules, and therefore, ships betweerthrow andcatch statements caused by
waste time and resources. exception objects. They also identify other definition-use

Consider the situation in which class€4 and C2 of relationships (with respect to ordinary program variables)
the sample program are being integrated together after bethat arise along control-flow paths induced by the flow of
ing unit-tested individually. The exception testing criteria exceptions. The du associations arising from these relation-
can be used to identify test requirements for testing the be-ships should be covered by a data-flow-based testing strat-
havior of exception-handling constructs at this integration egy. Chatterjee and Ryder provide an algorithm for comput-
step. However, the criteria should be adapted so that theying such du associations for a language model that provides
do not generate redundant testing requirements, but onlya subset of the Java exception-handling mechanism; their
the necessary ones. For example, a naive application of théanguage model excluddmally blocks, and includes
all-e-deacts criterion at the integration step uses the testingonly one version of théhrow statement. The intent of
requirement described in Table 5, and generates the associheir work is to compute such du associations and others
ations shown in the left column in Table 7. An adapted ver- that arise because of aliasing between method parameters,
sion of the all-e-deacts criterion, however, generates onlypolymorphism, and dynamic dispatch; their intent is not
those ad-associations in which the activation occurs in clasgo explore ways to test the behavior of exception-handling
C2, and the deactivation occurs in cla84. The right constructs. Therefore, they do not investigate in any de-
column of Table 7 lists the associations generated by thetail the relationships introduced by exception-handling con-
adapted criteria. The data illustrates that the adapted critestructs, and they do not define adequacy criteria that cause
rion avoids selecting five redundant associations: these asthese relationships to be exercised.

A general adaptation of the all-e-deacts criterion to the
integration of modulesd and B occurs as follows: if a



6 Conclusions

In this paper, we have presented a set of adequacy criteria
for use in testing exception-handling constructs. Although
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