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Abstract

Analysistechniques,such ascontrol-flow, data-flow, and
control-dependence, are usedfor a varietyof maintenance
tasks,includingregressiontesting, dynamicexecutionpro-
filing, and static and dynamicslicing. To be applicable
to programs in languages, such as Java and C++ how-
ever, theseanalysistechniquesshould, to the extent pos-
sible, accountfor the effectsof exceptionoccurrencesand
exception-handlingconstructs. This paper presentstech-
niques to construct intraprocedural and interprocedural
representationson which existing techniquescan be per-
formed, and demonstrates their applicability to several
maintenancetasks.
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1 Intr oduction

Many softwaretestingandmaintenancetechniques,such
as data-flow testing, test casegeneration,regressiontest-
ing, dynamicexecutionprofiling, and static and dynamic
slicing (e.g., [4, 7, 8, 13]), requirecontrol-flow informa-
tion. Much researchhasaddressedthe problemsof com-
putingsuchanalysisinformationfor individual procedures
(intraprocedural) (e.g.,[3]) andfor interactingprocedures
(interprocedural) (e.g.,[9]). Someof this researchhasad-
dressedtheproblemsof performinganalysesfor programs
with transfersof control, suchascontinue andgoto
statements,thatcanaffect theanalysesat theintraprocedu-
ral level (e.g.,[1]). Otherresearchhasaddressedtheprob-
lemsof performinganalysesfor programswith transfersof
control, suchasexit() statements,that canaffect the anal-
ysesat the interprocedurallevel [6]. To be applicableto
programsin languages,suchas Java [5] andC++� , how-
ever, theseanalysistechniquesshould, to the extent pos-

�
Seehttp://www.cygnus.com/misc/wp/ for ISO/ANSI C++

standard.

sible,accountfor theeffectsof exceptionoccurrencesand
exception-handlingconstructs.

Exceptionoccurrencesareeitherexecutionstatesthatvi-
olate the semanticconstraintsof the languageor explicit
throw points that causetransferof control to a location
where the thrown exception is handled. Exceptionhan-
dling is a mechanismthat provides a flexible framework
within which programsmay chooseto handlesuchsitua-
tions. Failure to accountfor the effects of exceptionoc-
currencesandexception-handlingconstructsin performing
analysescanresultin incorrectanalysisinformation,which
in turn can result in unreliablesoftware tools: a branch-
coveragetesting tool for Java that fails to recognizethe
flow of control amongexception-handlingstatementscan-
not adequatelymeasurethebranchcoverageof a testsuite;
a slicing tool for Java that fails to recognizethe flow of
controlamongexception-handlingstatementscannotaccu-
ratelycomputecontrol-/data-dependence, whichmayresult
in incorrectslices.

Theadditionalexpensethat is requiredto performanal-
ysesthataccountfor theeffectsof exception-handlingcon-
structsmay not be justified unlesstheseconstructsoccur
frequently in practice. To determinethe frequency with
which Java programsuse exception-handlingstatements,
we conductedan initial study. In the study, we examined
a varietyof Java applications,andobtaineda countof pro-
grams,from eachapplication,that containedeithera try
statementor a throw statement.Table1 summarizesthe
resultsof thestudy;for eachsubject,it describestheappli-
cation,andlists thenumberof programsexamined,andthe
usageof exception-handlingstatements.

As the tableillustrates,23.3%and24.5%of the exam-
ined programscontainedtry andthrow statements,re-
spectively; within a subject,ignoringthevaluesfor jlex,
thesepercentagesvaried from 12.6% to 37.5% for try
statements,and 15.3% to 62.8% for throw statements.
Over all subjects,497 programscontainedboth try and
throw statements.Therefore,therewere982 programs,
whichcomprise31.7%of all examinedprograms,thatcon-



Table 1. Presenceof Exception-HandlingStatementsin
JavaPrograms.

Subject Numberof Programswith
Name Description Programs try throw

jacorb ORBimplementation 1062 271 229
javacup LALR-parsergenerator 34 5 17
jdk Sun’s JDK 1.1.5 1256 342 372
jlex Lexical-analyzergenerator 1 1 1
swing Sun’s SwingAPI 1.0.2 692 87 106
tdb Debuggerfor Java 8 3 5
toba Java-to-Ctranslator 43 13 27

Total 3096 722 757

tainedeitheratry statementor athrow statement.This
studysupportsourbelief thattheuseof exception-handling
constructsin practiceis significantenoughthatit shouldbe
consideredduringvariousanalyses.

A numberof existing techniques,such as those that
perform type-inferencefor Java programs(e.g., [2]), use
control-flow, data-flow, or control-dependenceinformation.
Noneof thesetechniques,however, presentsrepresentations
that accommodateexception-handling— representations
onwhich maintenanceactivities,suchasregressiontestse-
lectionandslicing, canbeperformed.This paperpresents
techniquesto constructbothintraproceduralandinterproce-
duralcontrol-flow representationsfor programsthatcontain
exeception-handlingconstructs.Theserepresentationscan
be usedto performmaintenanceactivities suchas regres-
sion testselection.Theserepresentationscanalsobeused
to perform otheranalyses,suchas data-flow and control-
dependence,which arerequiredfor maintenanceactivities
suchasslicing. Werestrictourdiscussionto representations
for programsthatcontainJava-likeexception-handlingcon-
structs.

Themaincontributionsof thispaperare:

� An analysisof the effectsof exception-handlingcon-
structson control flow for Java programs(Sections2
and3).� Techniquesfor creatingcontrol-flow graphsfor indi-
vidual and interactingmethodsthat can be usedfor
maintenanceactivitiesandotheranalyses(Section3).� A discussionof applications,suchasstructuraltesting
andregressiontestselection,that usethe representa-
tionsfor maintenancetasks(Section4).

2 ExceptionOccurrencesand Constructs

In Java, exceptionscan be synchronousor asynchronous.
Synchronousexceptionsoccurat particularprogrampoints
and are causedby expressionevaluation, statementexe-
cution, or explicit throw statements. Synchronousex-
ceptionscan be checked or unchecked: for checked ex-
ceptions, the compiler must find a handler or a signa-

Java exceptions

2. user-defined 4. user-defined

synchronous

3. pre-defined

uncheckedchecked

1. pre-defined

5. asynchronous

try {
// guarded section
}
catch (ExceptionType1 t1) {
// handler for ExceptionType1
}
catch (ExceptionType2 t2) {
// handler for ExceptionType2

catch (Exception e) {
// handler for all exceptions

finally {
// cleanup code
}

}

}

Figure 1. Java Exceptiontypes(top), andthe syntaxof
Javaexception-handlingconstructs(bottom).

ture declarationfor the methodthat raisesthe exception;
for unchecked exceptions,the compiler doesnot attempt
to find suchan associatedhandleror a signaturedeclara-
tion. Synchronousexceptionsarefurtherclassifiedaspre-
definedor user-defined:pre-definedexceptionsaredefined
by the language;user-definedexceptionsare definedby
usersof thelanguage.For example,thewrite() method
definedin java.io.DataOutputStream can raisea
pre-definedchecked exception,IoException, whereas,
the methodpop() definedin java.util.Stack can
raisea pre-definedunchecked exception,EmptyStack-
Exception. Usersdefine a checked exception by ex-
tending java.lang.Exception or java.lang.-
Throwable; similarly, usersdefinean uncheckedexcep-
tion byextendingjava.lang.RuntimeExceptionor
java.lang.Error. Asynchronousexceptionsoccurat
arbitrary, non-deterministicpoints in a program’s execu-
tion, andareunchecked. Asynchronousexceptionsoccur
when either the Java Virtual Machine raisesan instance
of InternalError (becauseof faults in the virtual-
machinesoftware, the host-systemsoftware, or the hard-
ware),or a threadinvokesthestop() methodthat raises
aninstanceof ThreadDeath in anotherthread.Thegraph
at thetopof Figure1 showsthetypesof Java exceptions.

In Java, all synchronous,pre-definedexceptions(types
1 and 3) are raisedas a result of expressionevaluations,
statementexecutions,or throw statements,whereassyn-
chronous,user-definedexceptions(types2 and4) areraised
by throw statementsonly.
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In Java, atry statementis theexception-handlingcon-
struct. A try statementconsistsof a try block and,
optionally, a catch block anda finally block — the
legal constructsfor a try statementare try-catch,
try-catch-finally, andtry-finally. The code
at thebottomof Figure1 showsa typicaltry statement.A
try block (calledthe guardedsection) is the setof state-
mentswhoseexecutionmust be monitoredfor exception
occurrences.A catch block, which may be associated
with eachtry block, is a sequenceof catch clausesthat
specifyexceptionhandlers.Eachcatch clausedefinesthe
type of exceptionit handles,andcontainsa block of code
that is executedwhenan exceptionof that type is caught.
Eachtry statementcanhave a finally block thatcon-
tainscleanupcode. This cleanupcodeis alwaysexecuted,
regardlessof the way in which control transfersout of the
try block: by reachingthe last statementin the try block
(normalexit); throughanexceptionthatmayor maynotbe
handledin theassociatedcatchblock (exceptionalexit); or
by usingbreak, continue, orreturn statements(nor-
mal exit). A finally block canitself raiseanexception,
whichmasksout thepreviousexception.

3 Control-Flow Analysis

In this section, we first examine the issues related
to control-flow analysisfor individual Java methodsthat
contain exception-handlingconstructs,and describethe
control-flow graph(CFG)for suchmethods.Wenext exam-
inetheimpactof exception-handlingconstructsoninterpro-
ceduralanalysis.In discussingbothintraproceduralandin-
terproceduralcontrolflow, we omit detailsof theconstruc-
tion algorithms;thesecanbefoundin [14]. Instead,we il-
lustrateourrepresentationswith examples.Wethendiscuss
how type inferencingcanaffect the precisionof represen-
tations,andthe ways in which pre-definedexceptionscan
be analyzed.Finally, we presentsomepreliminaryresults
aboutthe frequency with which exception-handlingstate-
mentsoccurwithin individualJavaprograms.

3.1 Intrapr oceduralAnalysis

Whenanexceptionis raisedin astatementwithin atry
blockor in somemethodcalledwithin atry block,control
transfersto thecatch block associatedwith the lasttry
block in which controlentered,but hasnot yet exited. This
catch block is thenearestdynamically-enclosingcatch
block [5], andcanbein thesametry statement,in anen-
closingtry statement,or in a calling method.If a match-
ing catch handleris found,theparameterof thathandler
is initialized with the thrown objectand the handlercode
executes;following theexecutionof thehandlercode,nor-
mal executionresumesat the first statementfollowing the

finally block

try block catch block

finally block

10. finally block propagates previous exception or raises another exception
9.   exception raised in finally block

4.   exception handled; finally block specified

12. unhandled exception from nested block; no catch block; finally block specified
11. unhandled exception from nested block; catch block specified

5.   exception handled; no finally block
6.   exception not handled; finally block specified
7.   exception not handled; no finally block
8.   no exceptions raised in finally block

3.   exception raised in try block; catch block specified
2.   exception raised in try block; no catch block
1.   no exceptions raised in try block
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1098
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2

from nested block
unhandled exception

normaltry statement exceptionaltry statement

try statement

normal exit exceptional exit

end end

(normal) (exceptional)
5

76

1211

method or enclosingtry statement

Figure 2. Control flow in Java exception-handlingcon-
structs.

try statementwherethe exceptionwas handled— con-
trol doesnot return to the point wherethe exceptionwas
raised.If nomatchingcatch handleris foundin thenear-
estdynamically-enclosingcatch block,thesearchcontin-
uesin thecatch blockof theenclosingtry statement,and
subsequentlyin somecalling method.Beforecontrolexits
atry statement,thefinally blockof thetry statement
is executed,if it exists, regardlessof whethercontrolexits
thetry statementwith anunhandledexception.

The block-level control-flow graph,shown in Figure2,
illustratesthe control flow into and out of a try state-
ment.Thefigureshowsatry statementandits component
blocks; the conditionstriggeringthe control flow between
the blocksarenumberedand listed next to the figure. In
the following, eachtypeof pathwithin a try statementis
referencedby theedgesthatit traversesin theblock.�
Path1-8 is takenif thetry andthefinally blocksraise

�
ThepartialJavaprogramshown in Figure3 illustratestwo of thepaths

within atry statement:anexecutionsequencethatcoverslines4, 5, 6, 8,
9,16,and17of theprogramillustratesPath1-8within atry statement;an
executionsequencethatcoverslines4, 5,6, 7,14,15,16,and17illustrates
Path3-4-8within atry statement.
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noexceptions.
Path1-9 is takenif thetry blockcompletesnormally, but

thefinally block raisesanexception.
Path2-10(12-10) is taken if the try block raisesan ex-

ception(or a nestedblock raisesan exceptionthat is
nothandledin thatblock— anestedblockpropagates
an exception)and thereis no correspondingcatch
block, which causescontrol to flow directly to the
finally block.

Path3-4-8(11-4-8) is taken if the try block raisesan
exception (or a nestedblock propagatesan excep-
tion), thecatch blockhandlestheexception,andthe
finally block raisesnoadditionalexceptions.

Path3-4-9(11-4-9) is takenif thetry block raisesanex-
ception(or a nestedblock propagatesan exception)
that is handledin the catch block, and then the
finally block raisesanotherexception.

Path3-5 (11-5) is taken if thetry block raisesan excep-
tion (or anestedblockpropagatesanexception)thatis
handledin thecatch block,andnofinally block
is specified.

Path3-6-10(11-6-10) is taken if the try block raisesan
exception(or a nestedblock propagatesanexception)
and the catch block fails to handlethe exception,
or the handlercode raisesa new exception — the
raisedexception is pendingwhen control entersthe
finally block. The finally block either prop-
agatesthis exceptionor raisesanotherexceptionthat
masksout thepreviousone.

Path3-7 (11-7) is taken if thetry block raisesan excep-
tion (or a nestedblock propagatesan exception)and
thecatch block fails to handlethe exceptionor the
handlercoderaisesanew exception,andnofinally
block is specified.

Within acatch block,all handlersareexamined,in the
orderin which they appear, for ahandlerthatis asupertype
of a raisedexception;nopriority is givento anexactmatch
overonerequiringtheapplicationof aninheritancerelation-
ship. A raisedexception,� , matchesa catchhandler, � , if
(1) � and � areof thesametype,or (2) � is asuperclassof

� .
In generatingcontrol-flow representationsfor exception-

handlingconstructs,weconnecta throw-statementnodedi-
rectly to thecatch-clausenodefor eachcatch handlerthat
mayhandletheraisedexception.Therefore,thesearchpro-
cessfor a matchinghandlerdescribedearlier in this sec-
tion, which is reflectedin the actionsof the Java Virtual
Machinewhenit encountersan exception,is not reflected
in our control-flow representation;ratherthe decisionsin-
volvedin thehandlersearcharemadeimplicitly duringthe
graphconstructionprocess,sothatthegraphrepresentation
is aresultof thosedecisions.Wecall sucharepresentationa
preciserepresentation.An alternativerepresentation,which

can be consideredimprecise, may explicitly representthe
handler-matchingprocessin thegraphrepresentation.Such
a graph,therefore,would have additionalpredicatenodes
thatareusedto matchthe typeof a thrown exceptionwith
the typeof a catch handler. Althoughthe impreciserep-
resentationis lessexpensive to generate,it cancreatespu-
riousdependenciesthatdo not exist in Java programs,and
mayincreasethegraphsize;we, therefore,do not consider
theimpreciserepresentationfurtherin thispaper.

Two implicationsof generatinga preciserepresentation
arethat(1) if thestatementwhereanexceptionis raisedis
to bedirectlyconnectedto a matchinghandler, thetypesof
exceptionsraisedat thatstatementmustbeknown, and(2)
becausean exceptioncan be handledoutsidethe method
whereit is raised,a throw-statementnodein the CFG for
themethodmayhave no out-edges;suchedgesarecreated
whenindividualCFGsareconnectedto form aninterproce-
duralcontrol-flow graph.	

Our CFG representseachcatch clauseby a catch-
assignmentnodethatinitializestheformalparameterof the
catch clausewith theactualobjectmentionedin athrow
statement;thecatch-assignmentnodeis followedby nodes
thatrepresentstatementsin thehandlercode.

To illustrate, considerthe partial Java programshown
in Figure 3. This codeopensa connectionto a database
(line 3), selectsa row from the database(line 5), updates
valuesfor somefields (line 8), and commitsthe updated
valuesback to the database(line 9). If the selectcom-
mandfails,anexceptionis thrown. Thecatch block lists
this exception along with other updateexceptions. The
finally blockclosesthedatabaseconnectionirrespective
of whetheranexceptionis raised.Therelationshipsamong
theexceptiontypesmentionedin thecatch clausesareas
follows: UpdateException andSelectException
are siblings in the exception-inheritancehierarchy(with
parent java.lang.Exception); PkConstraint-
Exception is achild of UpdateException. In Figure
3, nodes10, 12, and14 representcatch-assignmentnodes
for thethreecatch handlers.Oneof thecatch-assignment
nodes,node14, hasan in-edgebecausethe corresponding
exception,SelectException, is raisedwithin thesame
method,in line 7; the other two catch-assignmentnodes,
nodes10and12,haveno in-edgesbecausethecorrespond-
ing exceptionsarenot raisedin the samemethod. In Sec-
tion 3.2, we presentan implementationof theupdate()
methodinvoked in line 9 that raisesexceptionscaughtby
thehandlersin lines10and12.

The finally block is replicatedin Figure2 to illus-
tratethat control canreachit undernormalor exceptional
circumstances.In our representation,we treatafinally



Analogously, in theCFGfor amethod,a catch-clausenodemayhave

no in-edgesif all exceptionshandledby thatcatch clauseareraisedin
methodsotherthantheonecontainingthecatch clause;for example,see
Figure3.
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2  String sqlCmd; Array row;

7      throw new SelectException();

3  dbConn.open();
4  try {

6    if (row == null) {
5    row = dbConn.select(sqlCmd);

8    sqlCmd = updateFields(row);
     }

   }
10 catch (PkConstraintException pce) {
11   showMessage(pce);
   }
12  catch (UpdateException ue) {
13   showMessage(ue);
   }

16 finally {
17   dbConn.close();
   }

14 catch (SelectException se) {
15   showMessage(se);
   }

18 . . .

9    dbConn.update(sqlCmd);

1  DatabaseConnection dbConn = new DatabaseConnection();

entry

4

2

3

1

9b

9a

6

8

5

F

7

15 11 13

18

exit

finally
entry

17

finally
exit

T

14 1210

normal
finally ret

normal
finally call

Figure 3. PartialJavaprogramandits control-flow graph.

blockasa separatemethod(with a distinctCFG)thatis in-
voked underseveral conditions: (1) whencontrol reaches
the end of a try block or the end of a catch clause,
(2) when control leaves a try statementbecauseof an
unhandledexception,and (3) when control leaves a try
statementbecauseof a transfer-of-control statement,such
asbreak, continue, or return. The invocationof
finally blocksundervariousconditionsresultsin thead-
dition of severalfinally-call nodesto theCFGsof themeth-
ods that containthosefinally blocks: we refer to the
finally-call nodescreatedfor condition(2) asexceptional-
finally-call nodes,and thosefor conditions(1) and (3) as
normal-finally-call nodes.�

For condition (1), the CFG has a call site to the
finally block; as illustrated in Figure 3, this normal-
finally-call nodefor condition(1) is reachedat the endof
a try block (node9b), andat the endof eachassociated
catch clause(nodes11, 13, and 15). The numberof
normal-finally-callnodescreatedin aCFGfor condition(1)
is thesameasthenumberof finally blocksin thecorre-
spondingmethod.

For condition (2), the CFG for a methodmay contain
several exceptional-finally-callnodes;thesecall nodesare
reachedalongpathswhereanunhandledexceptionis prop-

�
For eachfinally-call node, we also createa correspondingfinally-

returnnode,justaswewould for a regularcall site.

agated.The numberof exceptional-finally-callnodescre-
atedfor a methoddependson both the numberof excep-
tion typesraisedby amethodandthenumberof finally
blocksin a method. A methodpropagatesan exceptionif
it raisesbut doesnothandletheexception;aninvocationof
sucha methodcan,therefore,resultin anexceptionin the
calling method. A methodraisesan exceptionif it either
containsa throw statementor containsa call site where
the calledmethodpropagatesan exception; in the former
casethe methoddirectly raisesan exception,whereasin
the lattercase,it indirectlyraisesanexception.
 Thenum-
ber of exceptional-finally-callnodescreatedfor a method�

is boundedby theproductof numberof thefinally
blocksin

�
anddistinct typesof exceptionsraisedby

�
.

For eachdistinct typeof exceptionraisedby a method,we
createseparateexceptional-finally-callnodescorrespond-
ing to finally blocks that enclosethe exception-raise
point. Thereasonfor creatingseparateexceptional-finally-
call nodesfor distinct exceptiontypesis that we intendto
directlyconnectastatementraisinganexceptionto thehan-
dlerthatcatchesthatexception,anddistinctexceptiontypes
maybecaughtby distincthandlers.In general,thenumber
of exceptional-finally-callnodesin a CFG is lessthanthe
above product;two factorscontributeto this: first, a raised
exceptionmaybecaughtbeforethehandler-matchingpro-
cessresultsin invocationof finally blocksin themethod
raising the exception, and second,an exception may be
raisedat a point in a methodwhereit is not enclosedby
afinally block in thatmethod.

For condition(3), the CFG for a methodcontainssev-
eralnormal-finally-callnodes;thesecall nodesappearalong
pathswhereatransfer-of-controlstatement,suchasbreak,
continue, or return, is encounteredwithin a try
statementthat is enclosedby a loop. In suchcases,fol-
lowing theCFGnodefor the transfer-of-controlstatement,
we createzeroor morenormal-finally-callnodes,andcon-
nect the last normal-finally-callnodeto the destinationof
thetransfer-of-controlstatement.Thenumberof normally-
finally-call nodescreatedin a CFG for condition (3) de-
pendson thenumberof transfer-of-controlstatementsthat
appearwithin try statements(thatareenclosedby loops),
andthe numberof finally blocksin the corresponding
method.A transfer-of-controlstatementwithin afinally
block producesa similar behavior as a transfer-of-control
statementwithin atry blockor acatch block in thatone
or more enclosingfinally blocks may be called; fol-
lowing thesecalls, however, the edgethat leadsto the the
destinationof the transfer-of-control statementis an inter-
proceduraledgebecausewe createa separateCFG for a
finally block, andthat edgeis, therefore,createdby a

�
Similarly, we can definethe exceptionspropagatedby a methodas

thosethataredirectlypropagatedby themethod,andthosethatare indi-
rectlypropagatedby themethod.
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separatealgorithm(that builds interproceduralrepresenta-
tions)ratherthantheCFG-constructionalgorithm[14].

As Figure2 illustrates,therearetwo modesof exit for
everytry statementandeverymethod:normalexit, where
controlleaveswith no pendingexceptions,andexceptional
exit, wherecontrol leaveswith a pendingexception. If a
try statementexits normally (edges5 or 8 of Figure2),
controlflows to thenext sequentialstatementfollowing the
try statement,whereasif a try statementexits excep-
tionally (edges7, 9, or 10 of Figure 2), control flows to
an exceptionalmethodexit. An exceptionalexit from a
methodsignifiesthat the methodpropagatesan exception;
therefore,from anexceptionalmethodexit, controlflowsto
the closestcatch block that dynamicallyenclosesa call
to sucha method. In the CFGs,throw-statementnodesor
exception-finally-returnnodesthat have no out-edgesin-
dicateexceptionalexits from the correspondingmethods;
following suchnodes,we createexceptional-exit nodes.A
CFGfor a methodcontainsasmany exceptional-exit nodes
astherearedistincttypesof exceptionsthatarepropagated
by thatmethod.

3.2 Inter proceduralAnalysis

In consideringinterproceduralcontrolflow for Javapro-
grams,our concernis to characterizethe interprocedural
controlflow inducedbyexception-handlingconstructsonly;
therefore,we do not addressissuesrelating to interpro-
ceduralrepresentationsof dynamically-dispatchedfunction
calls. Suchfunctioncalls canbehandled,for example,by
creatingdecisionverticesasdescribedin [10].

An interproceduralcontrol-flow graph(ICFG) for apro-
gram � consistsof CFGsfor every procedure� in � . At
eachcall site, thecall nodeis connectedto the entrynode
of the calledprocedureby a call edge,and the exit node
of the calledprocedureis connectedto the corresponding
return nodeby a return edge. Exceptionpropagationon
the call stack from a called methodto a calling method
introducesadditionalinterproceduraledgesbetweenmeth-
odsin anICFG,apartfrom theusualcall andreturnedges.
Our CFG-constructionalgorithmsaves pertinentinforma-
tion aboutcall sitesthathelpsin thecreationof theseaddi-
tional interproceduraledges[14].

Figure 4 shows an interproceduralblock-level control-
flow graph (similar to Figure 2) that shows the called
method,� , at thetop,andits caller, � , below it. Thecall to

� within � ’stry block is shown by acall edge.If � com-
pletesnormally, control returnsto � througha normalexit
from � . However, if � propagatesanexception,controlre-
turnsfrom � throughanexceptionalexit. Following anex-
ceptionalexit from � , controlflows to oneof threeplaces:
(1) if � ’stry blockhasanassociatedcatch blockwhere
ahandlercatchestheexceptionraisedin � , controlflowsto
thecatch-assignmentnodefor thathandler;(2) otherwise,if

try block catch block

finally block
(normal)

finally block
(exceptional)

end
statementtrynormal

end
statementtryexceptional

calling method (A)

normal exit exceptional exit

try statement

2

normal exit exceptional exit

called method (B)

1 3

Figure 4. Interproceduralcontrol flow in exception-
handlingconstructs.

� ’s try block hasa correspondingfinally block, con-
trol flows to thatfinally block (in the ICFG this is rep-
resentedasanexceptional-finally-callnode;(3) if neitherof
theaboveis true,method� alsoexits exceptionally, andthe
searchfor ahandlercontinuesin a callerof � .

Thus,in the presenceof exception-handlingconstructs,
an ICFG contains additional interproceduraledgesthat
originateatanexceptional-exit nodeof acalledmethod,and
terminateatacatch-assignment,anexceptional-finally-call,
or anexceptional-exit nodein a callerof thatmethod.We
call suchedgesinterprocedural-exceptionedges.

Anotherkind of interproceduraledgethatappearsin an
ICFG for a programwith exception-handlingconstructsre-
sults from our treatmentof finally blocks as separate
methods:if afinally blockcontainsatransfer-of-control
statement,an interprocedural-transferedgeconnectsthe
nodefor that transfer-of-controlstatementto a nodein the
CFGfor themethodthatcontainsthatfinally block.

Figure 5 shows an implementationof the update()
method for the partial Java program. This method ac-
ceptsan SQL commandasa parameter, andexecutesit in
the database. If the commandfails, update() throws
an exception basedon the causeof the failure. The
ICFG for the partial Java programis also shown in Fig-
ure 5. The throw statementin line 26 of update()
causesan exceptionalexit from update(); becausethe
throw statementin line 26 can potentially raise two
types of exceptions,PkConstraintException and
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19 update(String cmd) throws UpdateException {
20   UpdateException u;

22     if (status == 1) {
23       u = new PkConstraintException();
       }
24     else {
25       u = new UpdateException();
       }
26     throw u;
     }
   }

21   if ( (status=executeCmd(cmd)) != 0 ) {

entry

19,20

exit

22

23 24,25

26

E exit1 E exit2

15 11 13

7

entry

9b

6

8

9a

finally
entry

17

finally
exit

normal
finally call

18

exit

normal
finally ret

F

21

T F

T

14 1210

1,2,3,4,5

F

T

Figure 5. update() method and interprocedural
control-flow graphfor partialJavaprogram.

UpdateException, node26in theICFGis connectedto
two exceptional-exit nodes— theonelabeled‘E exit1’ cor-
respondsto PkConstraintException, andthe other,
labeled ‘E exit2’, correspondsto UpdateException.
Using the link information saved for the call site that
callsupdate(), theICFG-constructionalgorithmcreates
interprocedural-exceptionedgesto connectexceptional-exit
nodesin update() to catch-assignmentnodesin thecaller
of update().

3.3 Precisionof Control-flow Representations

Our control-flow representationsfor exception-handling
constructsassumethatsomesuitablealgorithmisusedto in-
fer thetypesof exceptionsthatcanberaisedatvariouspro-
grampoints. Theprecisionof our representationsdepends
to an extent on the precisionof sucha type-inferenceal-
gorithm.In our representations,eachthrow-statementnode
hasasmany out-edgesasthe typesof exceptionsthat can
beraisedat thecorrespondingthrow statement— thereis
oneout-edgefor eachexceptiontype.Therefore,animpre-
cise (but safe)estimationof exceptiontypeswould result
in additionaledgesemanatingfrom throw-statementnodes,
suchthatpathsstartingalongsuchedgesareinfeasible.

Type-inferencealgorithms(e.g.,[11, 12]) attemptto de-

terminethetypesfor eachexpressionin aprogramby solv-
ing typeconstraints,or propagatinglocal type information
throughaprogram.Suchtechniqueshavetraditionallybeen
applied to optimization of dynamically-dispatchedfunc-
tion calls. Recentwork [2] usescontext-sensitive points-to
analysisto infer typesin programsthatcontainexception-
handlingconstructs.

Ourapproachto determiningtypesfor exceptionsavoids
exhaustive propagationof type informationthrougha pro-
gram. Rather, at the point in the CFG constructionwhen
an AST noderepresentinga throw statementis encoun-
tered, our CFG-constructionalgorithm invokes a routine
that computestypes for exceptionsraised at the corre-
spondingthrow statement.Our type-inferencealgorithm
[14] performsa reversedata-flow analysisstartingfrom the
throw-statementnodein thepartially-constructedCFG;on
reachinga call siteor theentrynodeof theCFG,thealgo-
rithm makesa conservative estimateof possibletypesand
doesnotcontinueanalysisinto acalledor acallingmethod.
Our approachis, thus, demand-driven, and precisein the
currentmethod— it performsreversedata-flow analysis
from a point wherethe desiredinformationis required,as
opposedto anexhaustiveanalysis,but it only performsthis
analysisin the currentmethod. Our type-inferencealgo-
rithm is alsoflow sensitivebecauseit performspreciseanal-
ysis in the methodcontaininga throw statement,but is
context insensitive becauseit makesconservative assump-
tionsata call site,acatch handler, or themethodentry.

Someinitial datathatwegatheredleadsusto believethat
in practice,anexhaustivetype-inferencealgorithmmaynot
berequiredto determinetypesfor exceptions.Weexamined
eachthrow statementin programsfrom thegroupslisted
in Table1: out of 2752throw statementsthatappearedin
the subjectprograms,2618mentioneda new-instanceex-
pression(for example,line 7 in Figure3); of theremaining
134throw statements,114 mentioneda variable(for ex-
ample,line 26in Figure5),whereas20mentionedamethod
call. Therefore,for 95.1%of thethrow statementsfrom
oursubjects,typeinferenceis trivial.

Basedon further experimentation,which would reveal
thelevel of imprecisionin thetypesinferredby by ourtype-
inferencealgorithm (for caseswherea throw statement
doesnot mentiona new-instanceexpression),we cancon-
siderextendingthealgorithmsothat it performsadditional
analyseson reachingtheentrynode,a call site,or a catch-
assignmentnode.

3.4 Handling Pre-DefinedExceptions

The precedingdiscussionsapply to programsin which
theexception-raisepoint canbestaticallydeterminedfrom
thesourcecode;thusthediscussionscover exceptionsthat
areraisedexplicitly, by throw statements,ratherthanim-
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plicitly, by anexpressionevaluation,a statementexecution,
or by theJavaVirtual Machine.

Exceptiontypes1, 3, and5 from Figure1 mayberaised
withoutthrow statements:exceptiontypes1 and3 maybe
raisedby messagessentto classesdefinedin theJava API,
whereasexceptiontype5 mayberaisedby a messagesend
(astop() messagefrom onethreadto another)or by the
Java Virtual Machine.To generatecontrol-flow representa-
tion for exceptiontypes1 and3, we mustdeterminethose
messagesthat canpotentiallyraisean exception. Follow-
ing sucha messagesend,we can createa predicatenode
that decideswhetherthat messageraisesan exceptionor
not. Thetruebranchfrom this predicatenodeis connected
to the statementimmediatelyfollowing the messagesend,
whereasthe falsebranchis processedsimilar to a throw
statement,by creatingadummythrow-statementnode.

A simple,andconservativeapproachto determinethose
messagesthatcanraiseanexceptionmay treatevery mes-
sageaspotentiallyexception-raising,andcreateapredicate
nodeafter it. This approachwould increasethe CFG size
significantly, however, giventhatobject-orientedprograms
containfrequentmessagesends.

To restrict the numberof messagesconsideredas can-
didatesfor potentiallyraising-exceptions,we canconsider
two techniques.First, we canusea staticapproachthat in-
spectsthesignatureof themethodcalledatamessagesend,
anddetermineswhetheror not theinvokedmethoddeclares
any exceptions.Sucha staticapproachwill accountfor all
pre-definedcheckedexceptionsbecausesuchexceptionsare
declaredin the signatureof standardlibrary methodsthat
raisethoseexceptions. Thus, for example,thewrite()
methodin java.io.DataOutputStream (in the ex-
amplefrom Section2) declaresIoException in its sig-
nature.

Second,we can use a dynamic-feedbackapproachto
identify messagesthatraiseexceptions.Dataaboutexcep-
tions raisedat every methodcall couldbe gatheredduring
executionsof a program,andthenusedto generatea more
precisecontrol-flow representationfor that program. The
codeto gathersuchdatamayhaveto beimplementedin the
Java Virtual Machine;this needsto be investigated.A dy-
namicapproachcanenableusto identify messagesthatcan
raisepre-defineduncheckedexceptions.Suchanapproach,
however, is unsafe:it will identify only thosemethodsthat
werefoundto raiseexceptionsonparticularexecutionsof a
program;thus,therecanbemethodsthat,althoughthey can
potentiallyraisepre-defineduncheckedexceptions,arenot
identifiedby thedynamic-feedbackapproach.

An asynchronousexceptioncanpotentiallyberaisedaf-
ter any statementin a programandthis mayvary from one
executionof theprogramto thenext. Asynchronousexcep-
tions typically have a boundeddelayassociatedwith their
detection;for example, the virtual machinemay poll for
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Figure 6. Frequency of occurrenceof try andthrow
statementsin programsthat containedtry and throw
statements,respectively.

suchexceptionsatthepointof eachcontrol-transferinstruc-
tion (at thebytecodelevel) [5]. A conservative estimateof
exception-raisepointsfor asynchronousexceptions,there-
fore, determinesa very largenumberof suchpointsin the
program.

3.5 Preliminary Results

Table1 shows how often our subjectscontaintry and
throw statements,but it doesnot indicatehow frequently
suchstatementsoccurwithin specificJava programs.Thus,
for example,Table1 shows that 722 Java programsfrom
oursubjectscontaintry statements,but it doesnotindicate
how many try statementsappearin those722 programs;
gatheringsuchdatawasthepurposeof oursecondstudy.

Figure6 shows thefrequency of occurrenceof try and
throw statementsasa segmentedbar graph; the vertical
axisshows thepercentagesof programs,andthesegments
show the various percentagesof try and throw state-
ments. The segmentedbar for try statementsillustrates
thedistributionof thepercentagesof try statementsin pro-
grams.For example,in approximately13%of the722pro-
grams(thatcontainedtry statements),try statementsac-
countedfor 6% to 8% of thestatementsin thoseprograms.
Similarly, the segmentedbar for throw statementsillus-
tratesthe distribution of the percentagesof throw state-
mentsin programs.Thenumberof try statementsin our
subjectswas 3038, whereasthe numberof throw state-
mentswas 2752. The comparisonof the two segmented
barsin Figure6 is notmeaningful.

Figure7 givesaveragesof the percentagesof try and
throw statementsby eachsubject;the averagesareover
programsfrom a subjectthatcontainedtry statements,or
thosethat containedthrow statements,and not over all
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Figure 7. Frequency of occurrenceof try andthrow
statementsin programsfrom eachsubject.

programsfrom that subject. The figure shows that in the
jacorb programsthatcontainedtry statements,onaver-
age,therewasonetry statementfor every 24 statements,
andin theprogramsthatcontainedthrow statements,there
was a throw statementfor every 43 statements.When
averagedacrossall subjects,a try statementappearedin
every 58 statements,anda throw statementappearedin
every68statements.

Although theseresultsin themselvesarenot indicative
of the extent to which exception-handlingstatementsmay
impactanalysisdata,they strengthenourbelief thattheim-
pactmay be significant. We arecurrentlyimplementinga
prototypeto generatecontrol-flow representationsfor pro-
gramsthat containexception-handlingconstructs.Sucha
tool would facilitatefutureexperimentsto studytheimpact
of exception-handlingstatementsonprogram-analysisdata.

4 Applications of the Representations and
Analyses

The representationsthat we presentedin the previous
sectionscanbe usedfor many different testingandmain-
tenancetasks.Thissectiondiscussesbriefly two suchtasks:
structuraltestingandregressiontestselection;for brevity,
we omit the detailsof thesetasks. For eachtask,we first
describethe task,andthenillustratehow usinganalterna-
tive control-flow representation(that ignorescontrol-flow
amongexception-handlingstatements)affectsthetask.We
assumethatthealternativecontrol-flow representationdoes
notconnecta throw-statementnodeto anappropriatenode.

4.1 Structural Testingand Coverage

Structural testingtechniquesusea program’s structure
to guidetheselectionof testcases.For example,in branch
testing,testcasesaredevelopedby consideringinputsthat
causecertainbranchesin the programundertestto be ex-
ecuted;similarly, pathtestingconsiderstestcasesthatexe-
cutecertainpathsin theprogram.Structural coverage tech-
niquesgive a measureof how well the structuralelements
of the programareexecutedby a given testsuite. For ex-
ample,the branch-coveragemeasureof a test suite is the
percentageof branchesin theprogramthatareexecutedby
thetestcasesin thetestsuite.

Certaincoveragecriteria,suchasbranchcoverage,basis-
pathcoverage,andpathcoverage,consideredgesin a CFG
to build testsuitesandto measurethecoverageprovidedby
a testsuite. Suchcriteriaare,therefore,affectedby edges
thatappearin a CFG.Our CFGsrepresentexecutionpaths
from throw statementsto catch handlers,andpathsthat
leadto theexecutionof finally blocks.Therefore,using
our representationfor structuraltestingprovidesan accu-
ratemeasureof theadequacy of a testsuite.Thealternative
representation,however, can provide misleadinginforma-
tion aboutthecoverageprovidedby a testsuite,becauseit
doesnot considerall branchesandpathsin the program.�
Othercoveragecriteria,suchasstatementcoverage,thatdo
not consideredgesin a CFG,arenot affectedby therepre-
sentationfor exception-handlingstatements.

The precisionof the type-inferencealgorithm usedto
generateour CFGs has an impact on structural testing:
an imprecisetype-inferencealgorithmresultsin infeasible
branchesin aprogram,andtherefore,no testsuitefor edge-
basedcoveragewould provide 100%coveragefor the re-
sultingrepresentation.

4.2 RegressionTestSelection

Regressiontestingis anexpensivetestingprocedurethat
attemptsto validatemodifiedsoftwareandensurethatnew
errorsarenot introducedinto previously testedcode. One
methodfor reducingthecostof regressiontestingis to save
the testsuitesthat aredevelopedfor a product,andreuse
themto revalidatetheproductafterit is modified.A retest-
all approachrerunsall suchtestcases,but mayconsumeex-
cessive time andresources.Regressiontestselectiontech-
niques, in contrast,attemptto reducethecostof regression
testingby selectinga subsetof the testsuitethatwasused
duringdevelopmentandusingthatsubsetto testthemodi-
fied program.

�
For branchcoverage,if a test suite provides 100% coverageusing

thealternative representation,that testsuitealsoprovides100%coverage
in our representation.This is not true for pathcoverageand basis-path
coverage.
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RothermelandHarrolddevelopedaregressiontestselec-
tion technique[13] thatusesa program’sCFG.Their tech-
niquefirst createstheCFGof theoriginal program.Then,
it usesthis CFG to insertprobesinto the programso that,
whentheinstrumentedprogramis executedwith a testcase
in the testsuite,it reportsthoseedgesthat wereexecuted.
After this instrumentedversionof theprogramis executed
with all testcasesin the testsuite,the techniquecreatesa
testhistory thatassociateswith eachedge,thosetestcases
that executedit. Whenthe programis modified,the tech-
niquecreatestheCFGfor themodifiedprogram.Thetech-
nique then walks the CFGsfor the original and modified
programsin a depth-firstmanneruntil, upon considering
like-labelededgesin theseCFGs,it finds that the text as-
sociatedwith the sink of the edgein the original program
differsfrom thetext associatedwith thesink of theedgein
the modifiedprogram.At this point, the techniqueselects
all testcasesthat,accordingto the testhistory, areassoci-
atedwith thatedge.

This techniquecanbeusedonourCFGsto selectappro-
priatetestswhenexception-handlingstatementsaremodi-
fied. Usingthealternativecontrol-flow representation,how-
ever, thetechniquewould fail to detectmodificationsmade
tocatch handlersbecausein thealternativerepresentation
catch-assignmentnodesdonothavein-edges.Althoughthe
problemcanbe alleviatedby specifyingregression-testing
criteria specificto exception-handlingstatements,suchas
selectteststhatexerciseadeletedor amodifiedcatch han-
dler, suchanapproachmayselectteststhatwill not reveal
faults.

5 Conclusions

We have presentedtechniquesto createintraprocedural
andinterproceduralrepresentationsfor Java programsthat
containexception-handlingconstructs.We discussedways
in which precisionof representationscanbeimproved,and
program points where pre-definedexceptionsare raised
can be determined. Our study suggeststhat in practice
theremaybelittle gainin precisionby anexhaustive type-
inferencealgorithmto determinetypesfor exceptions.We
alsogave anoverview of how theserepresentationscanbe
usedto performotheranalysessuchasstructuraltestingand
regressiontestselection.

Our study indicates frequent usage of exception-
handlingstatementsin Java programs.Furtherexperimen-
tation is required, however, to determinethe impact of
exception-handlingstatementsoncontrolflow andotherap-
plicationsof control-flow representations.Suchexperimen-
tationcanalsoexaminethetrade-offs involvedin represent-
ing or ignoringexception-handlingstatements,andthepre-
cisionof suchrepresentations.
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