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Abstract

Analysistechniques sud ascontol-flow, data-flowand
contmol-dependencere usedfor a variety of maintenance
tasks,includingregressiontesting dynamicexecutionpro-
filing, and static and dynamicslicing. To be applicable
to programsin languages, sud as Java and C++ how-
ever, theseanalysistechniquesshould, to the extent pos-
sible accountfor the effectsof exceptionoccurrencesand
exception-handlingconstructs. This paper presentstech-
niguesto constructintraprocedual and interprocedual
representationson which existing techniquescan be per
formed, and demonstates their applicability to several
maintenanceasks.
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1 Intr oduction

Mary softwaretestingandmaintenancé&chniquessuch
as data-flav testing, test casegeneration regressiontest-
ing, dynamicexecutionprofiling, and static and dynamic
slicing (e.g., [4, 7, 8, 13]), require control-flov informa-
tion. Much researcthasaddressedhe problemsof com-
puting suchanalysisinformationfor individual procedures
(intraproceduasl) (e.g.,[3]) andfor interactingprocedures
(interprocedual) (e.g.,[9]). Someof thisresearcthasad-
dressedhe problemsof performinganalysedor programs
with transfersof control, suchasconti nue andgot o
statementghat canaffectthe analysest theintraprocedu-
ral level (e.g.,[1]). Otherresearcthasaddressethe prob-
lemsof performinganalysegor programswith transfersof
control, suchasexit() statementsthat canaffect the anal-
ysesat the interproceduralevel [6]. To be applicableto
programsin languagessuchas Java [5] and C++!, how-
ever, theseanalysistechniquesshould, to the extent pos-

1Seeht t p: / / www. cygnus. coml mi sc/ wp/ for ISO/ANSI C++
standard.

sible, accountfor the effectsof exceptionoccurrencesind
exception-handlingonstructs.

Exceptioroccurrencesareeitherexecutionstateghatvi-
olate the semanticconstraintsof the languageor explicit
throw points that causetransferof control to a location
where the thrown exceptionis handled. Exceptionhan-
dling is a mechanismthat provides a flexible frameawork
within which programsmay chooseto handlesuchsitua-
tions. Failure to accountfor the effects of exceptionoc-
currencesaindexception-handlingonstructsn performing
analyseganresultin incorrectanalysisnformation,which
in turn canresultin unreliablesoftware tools: a branch-
coveragetestingtool for Java that fails to recognizethe
flow of controlamongexception-handlingstatementgan-
not adequatelyneasurehe branchcoverageof atestsuite;
a slicing tool for Java that fails to recognizethe flow of
controlamongexception-handlingtatementsannotaccu-
ratelycomputecontrol-/data-dependenaghich mayresult
in incorrectslices.

The additionalexpensethatis requiredto performanal-
ysesthataccounffor the effectsof exception-handlingon-
structsmay not be justified unlesstheseconstructsoccur
frequentlyin practice. To determinethe frequeng with
which Java programsuse exception-handlingstatements,
we conductedan initial study In the study we examined
avariety of Java applicationsandobtaineda countof pro-
grams,from eachapplication,that containedeitherat r y
statemenbr at hr ow statement.Table 1 summarizeshe
resultsof the study;for eachsubject,it describeshe appli-
cation,andlists the numberof programsexamined,andthe
usageof exception-handlingtatements.

As the tableillustrates,23.3%and 24.5%of the exam-
ined programscontainedt ry andt hr ow statementste-
spectvely; within a subject,ignoringthevaluesfor j | ex,
thesepercentagevaried from 12.6%to 37.5%for try
statementsand 15.3%to 62.8% for t hr ow statements.
Over all subjects,497 programscontainedbotht ry and
t hr ow statements.Therefore therewere 982 programs,
which comprise31.7%of all examinedprogramsthatcon-



Table 1. Presencef Exception-HandlingStatementsn
JavaPrograms.

[ Subject [ Numberof | Programswith

[ Name | Description | Programs [ try [ throw
acorb ORBimplementation 1062 271 229
avacup | LALR-parsergenerator 34 5 17
dk SunsJDK1.1.5 1256 342 372
lex Lexical-analyzeigenerator 1 1 1
swing Suns SwingAPI 1.0.2 692 87 106
tdb Dehuggerfor Java 8 3 5
toba Java-to-Ctranslator 43 13 27

[ Total [ 3096 | 722 | 757 |

tainedeitherat r y statemenbr at hr ow statementThis
studysupportsour beliefthatthe useof exception-handling
constructsn practiceis significantenoughthatit shouldbe
consideredluringvariousanalyses.

A numberof existing techniques,such as those that
perform type-inferencefor Java programs(e.g., [2]), use
control-flow, data-flav, or control-dependendaformation.
Noneof thesetechniqueshowever, presentsepresentations
that accommodatexception-handling— representations
onwhich maintenancactuities, suchasregressiortestse-
lectionandslicing, canbe performed.This paperpresents
techniqueso construcbothintraprocedurahndinterproce-
duralcontrol-flow representationfor programghatcontain
exeception-handlingonstructs.Theserepresentationsan
be usedto performmaintenancectities suchasregres-
siontestselection. Theserepresentationsanalsobe used
to perform otheranalysessuchas data-flav and control-
dependenceyhich arerequiredfor maintenancectiities
suchasslicing. Werestrictourdiscussiorio representations
for programghatcontainJava-like exception-handlingon-
structs.

Themaincontributionsof this paperare:

¢ An analysisof the effectsof exception-handlingon-
structson control flow for Java programs(Sections?
and3).

e Techniquedor creatingcontrol-flov graphsfor indi-
vidual and interactingmethodsthat can be usedfor
maintenancactvities andotheranalyseg¢Section3).

¢ A discussiorof applicationssuchasstructuraltesting
and regressiontest selection,that usethe representa-
tionsfor maintenanceéasks(Sectiord).

2 Exception Occurrencesand Constructs

In Java, exceptionscan be synchronousor asynchronous.
Syntironousexceptionsoccurat particularprogrampoints
and are causedby expressionevaluation, statementexe-
cution, or explicit t hr ow statements. Synchronousex-
ceptionscan be checled or unchecled: for chedked ex-
ceptions, the compiler must find a handleror a signa-

Java exceptions

synchronous

T T

checked unchecked

5. asynchronous

1. pre-defined2. user-defined 3. pre-defined4. user-defined

try {
/1 guarded section

}
catch (ExceptionTypel t1) {

/1 handl er for ExceptionTypel

}
catch (ExceptionType2 t2) {
/1 handl er for ExceptionType2

}
catch (Exception e) {

/1 handler for all exceptions

}
finally {
/'l cleanup code

}

Figure 1. Jaa Exceptiontypes(top), andthe syntaxof
Javaexception-handlingonstructgbottom).

ture declarationfor the methodthat raisesthe exception;
for uncheded exceptions,the compiler doesnot attempt
to find suchan associatedhandleror a signaturedeclara-
tion. Synchronougxceptionsarefurther classifiedaspre-
definedor userdefined:pre-definedexceptionsaredefined
by the language;userdefinedexceptionsare defined by
usersof thelanguage For example,thewr i t e() method
definedin j ava. i 0. Dat aQut put St r eamcanraisea
pre-definecchecled exception,| oExcept i on, whereas,
the methodpop() definedin j ava. util . Stack can
raisea pre-definedunchecled exception, Enpt y St ack-
Excepti on. Usersdefinea checled exceptionby ex-
tending j ava. | ang. Excepti on or java.l ang. -
Thr owabl e; similarly, usersdefinean unchecled excep-
tionby extending ava. | ang. Runti meExcepti onor
j ava. | ang. Error. Asyntironousexceptionsoccurat
arbitrary non-deterministigpoints in a programs execu-
tion, and are unchecled. Asynchronousexceptionsoccur
when either the Java Virtual Machine raisesan instance
of I nt ernal Error (becauseof faultsin the virtual-
machinesoftware, the host-systensoftware, or the hard-
ware),or athreadinvokesthe st op() methodthatraises
aninstanceof Thr eadDeat h in anothethread.Thegraph
atthetop of Figurel shavsthetypesof Java exceptions.

In Java, all synchronouspre-definedexceptions(types
1 and 3) areraisedas a result of expressionevaluations,
statemenexecutions,or t hr ow statementsywhereassyn-
chronoususerdefinedexceptionqtypes2 and4) areraised
byt hr owstatementsnly.



In Java, at r y statements the exception-handlingon-
struct. A try statementconsistsof atry block and,
optionally, a cat ch blockandafi nal | y block — the
legal constructsfor a try statementaretry-catch,
try-catch-finally,andtry-finally. Thecode
atthebottomof Figurel shavsatypicalt r y statementA
t ry block (calledthe guardedsectior) is the setof state-
mentswhoseexecution must be monitoredfor exception
occurrences.A cat ch block, which may be associated
with eacht r y block, is a sequencef cat ch clauseghat
specifyexceptionhandlersEachcat ch clausedefineshe
type of exceptionit handles,and containsa block of code
thatis executedwhenan exceptionof thattypeis caught.
Eacht r y statementanhaveafi nal | y block thatcon-
tainscleanupcode. This cleanupcodeis alwaysexecuted,
regardlessof the way in which control transfersout of the
t ry block: by reachingthe laststatementn the try block
(normalexit); throughanexceptionthatmay or maynot be
handledin the associate@atchblock (exceptionalexit); or
by usingbr eak, cont i nue, orr et ur n statementgnor-
mal exit). A fi nal | y block canitself raisean exception,
which masksoutthe previousexception.

3 Control-Flow Analysis

In this section, we first examine the issuesrelated
to control-flov analysisfor individual Java methodsthat
contain exception-handlingconstructs,and describethe
control-flov graph(CFG)for suchmethodsWe next exam-
inetheimpactof exception-handlingonstruct®ninterpro-
ceduralanalysis.In discussingbothintraprocedurahndin-
terproceduratontrolflow, we omit detailsof the construc-
tion algorithms;thesecanbe foundin [14]. Insteadwe il-
lustrateour representationsith examples We thendiscuss
how type inferencingcan affect the precisionof represen-
tations,andthe waysin which pre-definedexceptionscan
be analyzed.Finally, we presentsomepreliminaryresults
aboutthe frequeng with which exception-handlingstate-
mentsoccurwithin individual Java programs.

3.1 Intrapr ocedural Analysis

Whenanexceptionis raisedin astatementvithin at ry
blockorin somemethodcalledwithin at r y block, control
transfergo the cat ch block associatedvith thelastt ry
blockin which controlenteredbut hasnot yet exited. This
cat ch blockis the nearestlynamically-enclosingat ch
block [5], andcanbein thesamet r y statementin anen-
closingt r y statementor in a calling method.If a match-
ing cat ch handleris found, the parametenof thathandler
is initialized with the thrown objectandthe handlercode
executesfollowing the executionof the handlercode,nor-
mal executionresumesat the first statemenfollowing the

method or enclosingr y statement

unhandled exception
from nested block
try statement'i

t ry block 3 -

finally block
(normal)

finally block

(exceptional)

normalt r y statement
end end

normaYexit exceptional exit

1. no exceptions raised in try block

2. exception raised in try block; no catch block

3. exception raised in try block; catch block specified

4. exception handled,; finally block specified

5. exception handled; no finally block

6. exception not handled; finally block specified

7. exception not handled; no finally block

8. no exceptions raised in finally block

9. exception raised in finally block

10. finally block propagates previous exception or raises another exception
11. unhandled exception from nested block; catch block specified

12. unhandled exception from nested block; no catch block; finally block specified

Figure 2. Controlflow in Jasa exception-handlingcon-
structs.

t ry statemeniwvherethe exceptionwas handled— con-
trol doesnot returnto the point wherethe exceptionwas
raised.If nomatchingcat ch handleris foundin the near
estdynamically-enclosingat ch block,thesearckcontin-
uesin thecat ch blockof theenclosing r y statementand
subsequentlyn somecalling method. Beforecontrol exits
at ry statementthef i nal | y blockof thet r y statement
is executed|f it exists, regardlesof whethercontrol exits
thet r y statementith anunhandledxception.

The block-level control-flov graph,shavn in Figure 2,
illustratesthe control flow into and out of atry state-
ment.Thefigureshavsat r y statemenandits component
blocks; the conditionstriggeringthe control flow between
the blocks are numberedand listed next to the figure. In
thefollowing, eachtype of pathwithin at r y statements
referencedy theedgeghatit traversesn theblock2

Path 1-8 istakenif thet r y andthef i nal | y blocksraise

2ThepartialJava programshawn in Figure3illustratestwo of thepaths
within at r y statementanexecutionsequencé¢hatcoverslines4,5, 6, 8,
9,16,and17of theprogramillustratesPath 1-8within at r y statementan
executionsequenc¢hatcoverslines4, 5,6, 7,14,15,16,and17illustrates
Path 3-4-8within at r y statement.



no exceptions.

Path 1-9 is takenif thet r y block completeshormally, but
thef i nal | y blockraisesanexception.

Path2-10(12-10) is takenif thet r y block raisesan ex-
ception(or a nestedblock raisesan exceptionthatis
nothandledn thatblock— a nestedlock propagates
an exception)and thereis no correspondingcat ch
block, which causescontrol to flow directly to the
final |y block.

Path 3-4-8(11-4-8) is taken if the try block raisesan
exception (or a nestedblock propagatesan excep-
tion), thecat ch block handleshe exception,andthe
fi nal | y blockraisesnoadditionalexceptions.

Path 3-4-9(11-4-9) is takenif thet r y block raisesanex-
ception (or a nestedblock propagatesan exception)
that is handledin the cat ch block, and then the
final | y blockraisesanotherxception.

Path 3-5(11-5) is takenif thet r y block raisesan excep-
tion (or anestedblock propagateanexception)thatis
handledin thecat ch block,andnof i nal | y block
is specified.

Path 3-6-10(11-6-10) is takenif thet ry block raisesan
exception(or a nestedblock propagatesn exception)
andthe cat ch block fails to handlethe exception,
or the handlercode raisesa new exception — the
raisedexceptionis pendingwhen control entersthe
finally block. Thefinally block either prop-
agateghis exceptionor raisesanotherexceptionthat
masksout the previousone.

Path 3-7 (11-7) is takenif thet r y block raisesan excep-
tion (or a nestedblock propagatesn exception)and
the cat ch block fails to handlethe exceptionor the
handlercoderaisesanew exceptionandnof i nal | y
blockis specified.

Within acat ch block, all handlersareexamined,n the
orderin whichthey appearfor ahandlerthatis a supertype
of araisedexception;no priority is givento anexactmatch
overonerequiringtheapplicationof aninheritanceelation-
ship. A raisedexception,E, matchesa catchhandler T, if
(1) E andT areof thesametype,or (2) T' is asuperclassf
E.

In generatingontrol-flov representation®r exception-
handlingconstructsye connectathrow-statemenhodedi-
rectlyto thecatch-clausaodefor eachcat ch handlerthat
mayhandletheraisedexception.Thereforethesearclpro-
cessfor a matchinghandlerdescribedearlierin this sec-
tion, which is reflectedin the actionsof the Java Virtual
Machinewhenit encountersan exception,is not reflected
in our control-flonv representationtatherthe decisionsin-
volvedin the handlersearcharemadeimplicitly duringthe
graphconstructiorprocesssothatthegraphrepresentation
is aresultof thosedecisionsWe call sucharepresentatioa
preciserepresentationiAn alternatve representatiorwhich

can be consideredmprecise may explicitly representhe
handlermatchingprocessn thegraphrepresentationSuch
a graph,therefore,would have additionalpredicatenodes
thatareusedto matchthe type of a throwvn exceptionwith
thetype of acat ch handler Althoughtheimpreciserep-
resentationis lessexpensve to generateit cancreatespu-
rious dependenciethatdo not exist in Java programsand
may increasehe graphsize;we, thereforedo not consider
theimpreciserepresentatiofurtherin this paper

Two implicationsof generatinga preciserepresentation
arethat(1) if the statementvherean exceptionis raisedis
to bedirectly connectedo a matchinghandler thetypesof
exceptionsraisedat that statemenmustbe known, and(2)
becausean exceptioncan be handledoutsidethe method
whereit is raised,a throw-statemenhodein the CFG for
the methodmay have no out-edgessuchedgesarecreated
whenindividual CFGsareconnectedo form aninterproce-
duralcontrol-flov graph?

Our CFG representseachcat ch clauseby a catch-
assignmennodethatinitializestheformal parameteof the
cat ch clausewith theactualobjectmentionedn at hr ow
statementthe catch-assignmemtodeis followed by nodes
thatrepresenstatementi the handlercode.

To illustrate, considerthe partial Java programshowvn
in Figure3. This codeopensa connectionto a database
(line 3), selectsa row from the databaséline 5), updates
valuesfor somefields (line 8), and commitsthe updated
valuesback to the databasdline 9). If the selectcom-
mandfails, anexceptionis thrown. Thecat ch block lists
this exceptionalong with other updateexceptions. The
fi nal | y blockcloseghedatabaseonnectiorirrespectve
of whetheranexceptionis raised.Therelationshipsamong
the exceptiontypesmentionedn thecat ch clausesareas
follows: Updat eExcepti on andSel ect Excepti on
are siblings in the exception-inheritancéierarchy (with
parentj ava. | ang. Excepti on); PkConstrai nt -
Except i onisachildof Updat eExcept i on. In Figure
3, nodesl0, 12, and 14 representatch-assignmentodes
for thethreecat ch handlersOneof thecatch-assignment
nodes,nodel4, hasanin-edgebecausehe corresponding
exception,Sel ect Except i on, is raisedwithin thesame
method,in line 7; the othertwo catch-assignmentodes,
nodesl0andl12, have noin-edgesecausehe correspond-
ing exceptionsare not raisedin the samemethod. In Sec-
tion 3.2, we presentanimplementatiorof theupdat e()
methodinvoked in line 9 that raisesexceptionscaughtby
thehandlerdn lines10and12.

Thefi nal | y block is replicatedin Figure 2 to illus-
trate that control canreachit undernormalor exceptional
circumstancesln our representationye treataf i nal | y

3 Analogouslyin the CFGfor amethod a catch-claus@odemay have
no in-edgesf all exceptionshandledby thatcat ch clauseareraisedin
methodtherthantheonecontainingthecat ch clausefor example,see
Figure3.



Dat abaseConnecti on dbConn = new Dat abaseConnecti on();
String sql Cnd; Array row,
dbConn. open() ;
try {
row = dbConn. sel ect (sql Cnd) ;
if (row==null) {
throw new Sel ect Exception();

}sql Crd = updat eFi el ds(row);
dbConn. updat e(sqgl Cnd) ;

© oo NOU M WNPRE

}
10 catch (PkConstraint Exception pce) {
11 showMessage( pce) ;

}
12 catch (UpdateException ue) {
13 showvessage(ue);

}
14 catch (Sel ect Exception se) {
15 showMessage(se);

}
16 finally {

17 dbConn. cl ose(); ‘

) ‘.
18 . . . 5D

/

G
R finally call
8>
Coa>

nor mal
finally ret
s>

Figure 3. Partial Java programandits control-flov graph.

block asa separatenethod(with a distinct CFG)thatis in-
voked underseveral conditions: (1) when control reaches
the end of a t ry block or the end of a cat ch clause,
(2) when control leavesa t ry statementbecauseof an
unhandledexception,and (3) whencontrol leavesatry
statemenbecausef a transferof-control statementsuch
asbr eak, conti nue, or return. The invocationof
fi nal | y blocksundervariousconditionsresultsin thead-
dition of severalfinally-call nodego the CFGsof themeth-
odsthat containthosef i nal | y blocks: we refer to the
finally-call nodescreatedfor condition(2) asexceptional
finally-call nodes,andthosefor conditions(1) and(3) as
normakinally-call nodes!

For condition (1), the CFG has a call site to the
final |y block; asillustratedin Figure 3, this normal-
finally-call nodefor condition(1) is reachedat the end of
atry block (node9b), andat the end of eachassociated
cat ch clause(nodes1l, 13, and 15). The numberof
normal-finally-callhodescreatedn a CFGfor condition(1)
is thesameasthenumberof f i nal | y blocksin thecorre-
spondingmethod.

For condition (2), the CFG for a methodmay contain
several exceptional-finally-callhodes;thesecall nodesare
reachedhlongpathswhereanunhandledexceptionis prop-

4For eachfinally-call node, we also createa correspondinginally-
returnnode justaswe would for aregularcall site.

agated. The numberof exceptional-finally-callhodescre-
atedfor a methoddepend=on both the numberof excep-
tion typesraisedby amethodandthenumberof f i nal |y
blocksin a method. A methodpropagatesn exceptionif
it raisesbut doesnot handlethe exception;aninvocationof
sucha methodcan, therefore resultin an exceptionin the
calling method. A methodraisesan exceptionif it either
containsa t hr ow statemenbr containsa call site where
the called methodpropagatesn exception;in the former
casethe methoddirectly raisesan exception, whereasin
thelattercasejt indirectlyraisesanexception® The num-
ber of exceptional-finally-callnodescreatedfor a method
M is boundedby the productof numberof thefi nal | y
blocksin M anddistincttypesof exceptionsraisedby M.
For eachdistincttype of exceptionraisedby a method,we
createseparateexceptional-finally-callnodescorrespond-
ing to fi nal | y blocks that enclosethe exception-raise
point. Thereasorfor creatingseparatexceptional-finally-
call nodesfor distinct exceptiontypesis thatwe intendto
directly connect statementaisinganexceptionto thehan-
dlerthatcatcheghatexception,anddistinctexceptiontypes
may be caughtby distincthandlers.In generalthe number
of exceptional-finally-callnodesin a CFGis lessthanthe
above product;two factorscontributeto this: first, a raised
exceptionmay be caughtbeforethe handlermatchingpro-
cesgesultsin invocationof f i nal | y blocksin themethod
raising the exception, and second,an exception may be
raisedat a point in a methodwhereit is not enclosedby
afi nal | y blockin thatmethod.

For condition (3), the CFG for a methodcontainsser-
eralnormal-finally-callihodesthesecallnodesappeaalong
pathswhereatransferof-controlstatementsuchasbr eak,
conti nue, or return, is encounteredwvithin a try
statementhat is enclosedby a loop. In suchcasesfol-
lowing the CFG nodefor the transferof-control statement,
we createzeroor morenormal-finally-callnodesandcon-
nectthe last normal-finally-callnodeto the destinationof
thetransferof-controlstatementThe numberof normally-
finally-call nodescreatedin a CFG for condition (3) de-
pendson the numberof transferof-control statementshat
appeamvithin t r y statementg¢thatareenclosedy loops),
andthe numberof f i nal | y blocksin the corresponding
method.A transferof-controlstatementvithin af i nal | y
block producesa similar behaior as a transferof-control
statementwithin at r y blockoracat ch blockin thatone
or more enclosingf i nal | y blocks may be called; fol-
lowing thesecalls, however, the edgethat leadsto the the
destinationof the transferof-control statements an inter-
proceduraledgebecauseve createa separateCFG for a
final | y block, andthatedgeis, therefore createdby a

5Similarly, we can definethe exceptionspropagatedy a methodas
thosethataredirectly propagatedy the method,andthosethatareindi-
rectlypropagatedby the method.



separatealgorithm (that builds interproceduratepresenta-
tions) ratherthanthe CFG-constructiomlgorithm[14].

As Figure 2 illustrates,therearetwo modesof exit for
everyt r y statemenandevery method:normalexit, where
controlleaveswith no pendingexceptionsandexceptional
exit, wherecontrol leaveswith a pendingexception. If a
t ry statementexits normally (edges5 or 8 of Figure 2),
controlflows to the next sequentiatstatementfollowing the
try statementwhereasif atry statementxits excep-
tionally (edges7, 9, or 10 of Figure 2), control flows to
an exceptionalmethodexit. An exceptionalexit from a
methodsignifiesthat the methodpropagatesn exception;
thereforefrom anexceptionaimethodexit, controlflowsto
the closestcat ch block that dynamicallyenclosesa call
to sucha method. In the CFGs,throw-statemenhodesor
exception-finally-returnnodesthat have no out-edgesin-
dicate exceptionalexits from the correspondingnethods;
following suchnodeswe createexceptional-&it nodes.A
CFGfor amethodcontainsasmary exceptional-&it nodes
astherearedistincttypesof exceptionghatarepropagated
by thatmethod.

3.2 Inter procedural Analysis

In consideringnterproceduratontrolflow for Java pro-
grams, our concernis to characterizethe interprocedural
controlflow inducedby exception-handlingonstruct®nly;
therefore,we do not addressissuesrelating to interpro-
ceduralrepresentationsf dynamically-dispatchefiinction
calls. Suchfunction calls canbe handled for example,by
creatingdecisionverticesasdescribedn [10].

An interproceduratontrol-flov graph(ICFG) for apro-
gramP consistsof CFGsfor every procedureP in P. At
eachcall site, the call nodeis connectedo the entry node
of the called procedureby a call edge,andthe exit node
of the called procedurds connectedo the corresponding
return nodeby a return edge. Exceptionpropagationon
the call stackfrom a called methodto a calling method
introducesadditionalinterproceduraédgeshetweemmeth-
odsin anICFG, apartfrom the usualcall andreturnedges.
Our CFG-constructioralgorithm sases pertinentinforma-
tion aboutcall sitesthathelpsin the creationof theseaddi-
tionalinterproceduraédgeq14].

Figure 4 shows an interprocedurablock-level control-
flow graph (similar to Figure 2) that shavs the called
method,B, atthetop,andits caller, A, below it. Thecallto
B within A’st ry blockis shovn by acall edge.lf B com-
pletesnormally; controlreturnsto A througha normalexit
from B. However, if B propagateanexception,controlre-
turnsfrom B throughanexceptionalexit. Following anex-
ceptionalexit from B, controlflows to oneof threeplaces:
(1)if A’stry blockhasanassociatedat ch blockwhere
ahandlercatchesheexceptionraisedin B, controlflowsto
thecatch-assignmemiodefor thathandler;(2) otherwisejf

called method (B)
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normal exit exceptional exit
Figure 4. Interproceduralcontrol flow in exception-
handlingconstructs.

A’stry block hasa corresponding i nal | y block, con-
trol flowsto thatf i nal | y block (in the ICFG this s rep-
resenteédsanexceptional-finally-calhode;(3) if neitherof
theaboveis true,methodA alsoexits exceptionally andthe
searchor ahandlercontinuesn a callerof A.

Thus,in the presencef exception-handlingonstructs,
an ICFG contains additional interproceduraledgesthat
originateatanexceptional-&it nodeof acalledmethodand
terminateatacatch-assignmeranexceptional-finally-call,
or an exceptional-git nodein a caller of that method. We
call suchedgesdnterprocedual-exceptionedges.

Anotherkind of interproceduraédgethatappearsn an
ICFG for aprogramwith exception-handlingonstructse-
sults from our treatmentof f i nal | y blocks as separate
methodsif af i nal | y blockcontainsatransferof-control
statement,an interprocedual-transfer edge connectsthe
nodefor thattransferof-control statemento a nodein the
CFGfor themethodthatcontainghatf i nal | y block.

Figure 5 shavs an implementationof the updat e()
method for the partial Java program. This method ac-
ceptsan SQL commandasa parameterand executest in
the database. If the commandfails, updat e() throws
an exception basedon the causeof the failure. The
ICFG for the partial Java programis also shawvn in Fig-
ure 5. Thet hr ow statementn line 26 of updat e()
causesan exceptionalexit from updat e() ; becausdhe
t hr ow statementin line 26 can potentially raise two
types of exceptions, PkConst r ai nt Excepti on and



19 update(String cnd) throws Updat eException {
20 Updat eExcepti on u;

21 if ( (status=executeCnd(cnd)) !'=0) {
22 if (status == 1) {

23 u = new PkConstrai nt Exception();
24 el se {

25 u = new Updat eException();

26

Figure 5. update() method and interprocedural
control-flav graphfor partial Jasa program.

Updat eExcept i on, node26in thelCFGis connectedo

two exceptional-g&it nodes— theonelabeledE exitl’ cor-

respondgo PkConst r ai nt Except i on, andthe other,

labeled ‘E exit2’, corresponddo Updat eExcepti on.

Using the link information saved for the call site that
callsupdat e() , the ICFG-constructioralgorithmcreates
interprocedural-eceptionedgedo connecexceptional-eit

nodesnupdat e() tocatch-assignmenibdesn thecaller
of updat e().

3.3 Precisionof Control-flow Representations

Our control-flow representationfor exception-handling
constructassumé¢hatsomesuitablealgorithmis usedoin-
fer thetypesof exceptionghatcanberaisedat variouspro-
grampoints. The precisionof our representationdepends
to an extent on the precisionof sucha type-inferenceal-
gorithm. In our representationgachthrow-statemenhode
hasasmary out-edgesasthe typesof exceptionsthat can
beraisedatthecorresponding hr ow statement— thereis
oneout-edgdor eachexceptiontype. Thereforeanimpre-
cise (but safe)estimationof exceptiontypeswould result
in additionaledgesemanatindgrom throw-statemenhodes,
suchthatpathsstartingalongsuchedgesareinfeasible.

Type-inferencalgorithms(e.g.,[11, 12]) attemptto de-

terminethetypesfor eachexpressiorin aprogramby solv-
ing type constraintspr propagatingocal type information
throughaprogram.Suchtechnique$ave traditionallybeen
applied to optimization of dynamically-dispatchedunc-
tion calls. Recentwork [2] usescontext-sensitie points-to
analysisto infer typesin programsthat containexception-
handlingconstructs.

Ourapproachio determiningypesfor exceptionsavoids
exhaustve propagatiorof type informationthrougha pro-
gram. Rather at the point in the CFG constructionwhen
an AST noderepresentinga t hr ow statements encoun-
tered, our CFG-constructioralgorithm invokes a routine
that computestypes for exceptionsraised at the corre-
spondingt hr ow statement.Our type-inferencelgorithm
[14] performsareversedata-flav analysisstartingfrom the
throw-statementodein the partially-constructedCFG;on
reachinga call site or the entry nodeof the CFG, the algo-
rithm makesa consenrative estimateof possibletypesand
doesnot continueanalysignto a calledor a callingmethod.
Our approachis, thus, demand-dien, and precisein the
currentmethod— it performsreversedata-flav analysis
from a point wherethe desiredinformationis required,as
opposedo anexhaustve analysisput it only performsthis
analysisin the currentmethod. Our type-inferencealgo-
rithmis alsoflow sensitve becausé performspreciseanal-
ysis in the methodcontaininga t hr ow statementhput is
contet insensitve becausat makesconsenrative assump-
tionsatacall site,acat ch handleyor themethodentry.

Someinitial datathatwe gatheredeadsusto believethat
in practice anexhaustve type-inferencalgorithmmaynot
berequiredto determindypesfor exceptions We examined
eacht hr ow statementn programsfrom the groupslisted
in Tablel: outof 2752t hr ow statementshatappearedn
the subjectprograms,2618 mentioneda new-instanceex-
pression(for example line 7 in Figure3); of theremaining
134t hr ow statements]114 mentioneda variable(for ex-
ample Jline 26in Figure5), wherea20mentionecamethod
call. Therefore for 95.1%of thet hr ow statement$rom
our subjectstypeinferences trivial.

Basedon further experimentationwhich would reveal
thelevel of imprecisionin thetypesinferredby by ourtype-
inferencealgorithm (for caseswherea t hr ow statement
doesnot mentiona new-instanceexpression)we cancon-
siderextendingthe algorithmsothatit performsadditional
analyse®n reachingthe entrynode,a call site, or a catch-
assignmennode.

3.4 Handling Pre-DefinedExceptions

The precedingdiscussionsapply to programsin which
the exception-raisgoint canbe staticallydeterminedrom
the sourcecode;thusthe discussiongover exceptionsthat
areraisedexplicitly, by t hr ow statements;atherthanim-



plicitly, by anexpressiorevaluation,a statemenéxecution,
or by the Java Virtual Machine.

Exceptiontypesl, 3, and5 from Figurel mayberaised
withoutt hr owstatementsexceptiontypesl and3 maybe
raisedby messagesentto classeslefinedin the Java API,
whereasxceptiontype 5 mayberaisedby a messagsend
(astop() messagérom onethreadto another)or by the
Java Virtual Machine.To generateontrol-flov representa-
tion for exceptiontypesl and3, we mustdeterminethose
messagethat can potentially raise an exception. Follow-
ing sucha messagesend,we can createa predicatenode
that decideswhetherthat messageaaisesan exceptionor
not. Thetrue branchfrom this predicatenodeis connected
to the statementmmediatelyfollowing the messageend,
whereaghe falsebranchis processedimilarto at hr ow
statementby creatinga dummythrow-statemennhode.

A simple,andconsenrative approactto determinghose
messagethat canraisean exceptionmay treatevery mes-
sageaspotentiallyexception-raisingandcreatea predicate
nodeafterit. This approachwould increasehe CFG size
significantly however, giventhatobject-orientegorograms
containfrequentmessagsends.

To restrictthe numberof messagesonsideredas can-
didatesfor potentiallyraising-exceptions,we canconsider
two techniquesFirst, we canusea staticapproachhatin-
spectghessignatureof themethodcalledata messagsend,
anddeterminesvhetheror nottheinvokedmethoddeclares
ary exceptions.Sucha staticapproachwill accountfor all
pre-defineathecledexceptionshecaussuchexceptionsare
declaredin the signatureof standardibrary methodsthat
raisethoseexceptions. Thus, for example,thewri t e()
methodin j ava. i 0. Dat aCQut put St r eam(in the ex-
amplefrom Section2) declared oExcepti on in its sig-
nature.

Second,we can use a dynamic-feedbaclapproachto
identify messagethatraiseexceptions.Dataaboutexcep-
tions raisedat every methodcall could be gatheredduring
executionsof a program,andthenusedto generatea more
precisecontrol-flov representatioffor that program. The
codeto gathersuchdatamayhave to beimplementedn the
Java Virtual Machine;this needgo beinvestigated A dy-
namicapproaclkcanenableusto identify messagethatcan
raisepre-definedinchecled exceptions.Suchanapproach,
however, is unsafe:it will identify only thosemethodshat
werefoundto raiseexceptionson particularexecutionsof a
programihus,therecanbe methodghat,althoughthey can
potentiallyraisepre-definedunchecled exceptionsarenot
identifiedby the dynamic-feedbackpproach.

An asynchronousxceptioncanpotentiallybe raisedaf-
ter ary statemenin a programandthis mayvary from one
executionof the programto the next. Asynchronougxcep-
tions typically have a boundeddelay associateavith their
detection;for example,the virtual machinemay poll for
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Figure 6. Frequeng of occurrenceof t ry andt hr ow
statementsn programsthat containedt ry andt hr ow
statementgespectiely.

suchexceptionsatthepointof eachcontrol-transfeimstruc-
tion (atthe bytecoddevel) [5]. A conserative estimateof
exception-raisgointsfor asynchronougxceptions there-
fore, determinesa very large numberof suchpointsin the
program.

3.5 Preliminary Results

Table 1 shawvs how often our subjectscontaint r y and
t hr ow statementdshut it doesnot indicatehow frequently
suchstatementsccurwithin specificJavaprogramsThus,
for example, Table 1 shows that 722 Java programsfrom
oursubjectsontaint r y statementdyutit doesnotindicate
how mary t ry statement@ppearin those722 programs;
gatheringsuchdatawasthe purposeof our secondstudy

Figure6 showns thefrequeng of occurrenceoft ry and
t hr ow statementas a sggmentedbar graph;the vertical
axis shaws the percentagesf programsandthe sgments
shav the various percentage®f t ry andt hr ow state-
ments. The sgmentedbar for t ry statementsllustrates
thedistributionof thepercentagesft r y statements pro-
grams.For example,in approximatelyl 3% of the 722 pro-
grams(thatcontained r y statements), r y statementsc-
countedfor 6% to 8% of the statementin thoseprograms.
Similarly, the segmentedbar for t hr ow statementsllus-
tratesthe distribution of the percentagesf t hr ow state-
mentsin programs.Thenumberof t r y statementén our
subjectswas 3038, whereasthe numberof t hr ow state-
mentswas 2752. The comparisonof the two segmented
barsin Figure6 is not meaningful.

Figure7 givesaveragesf the percentagesf try and
t hr ow statementdy eachsubject;the averagesare over
programgrom a subjectthatcontained r y statementspr
thosethat containedt hr ow statementsand not over all
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statement@ programgrom eachsubject.

programsfrom that subject. The figure shavs thatin the
j acor b programghatcontained r y statementnaver
age,therewasonet r y statemenfor every 24 statements,
andin theprogramghatcontained hr owstatementghere
was a t hr ow statemenfor every 43 statements.When
averagedacrossall subjectsatry statementppearedn
every 58 statementsandat hr ow statementappearedn
every 68 statements.

Although theseresultsin themselesare not indicative
of the extentto which exception-handlingstatementsnay
impactanalysisdata,they strengtherour beliefthattheim-
pactmay be significant. We are currentlyimplementinga
prototypeto generatecontrol-flov representationfor pro-
gramsthat containexception-handlingconstructs. Sucha
tool would facilitatefuture experimentdo studytheimpact
of exception-handlingtatementsn program-analysidata.

4 Applications of the Representationsand
Analyses

The representationthat we presentedn the previous
sectionscanbe usedfor mary differenttestingand main-
tenanceaasks.This sectiondiscussebriefly two suchtasks:
structuraltestingandregressiontest selection;for brevity,
we omit the detailsof thesetasks. For eachtask, we first
describethe task,andthenillustratehow usingan alterna-
tive control-flov representatiorfthat ignorescontrol-flow
amongexception-handlingtatementsaffectsthe task. We
assumehatthealternatve control-flov representatiodoes
not connecfathrow-statemenhodeto anappropriatanode.

4.1 Structural Testingand Coverage

Structual testingtechniquesisea programs structure
to guidethe selectionof testcases For example,in branch
testing,testcasesaredevelopedby consideringnputsthat
causecertainbranchesn the programundertestto be ex-
ecuted;similarly, pathtestingconsiderdestcaseghat exe-
cutecertainpathsin the program.Structual coverage tech-
niguesgive a measureof how well the structuralelements
of the programare executedby a giventestsuite. For ex-
ample,the branch-ceeragemeasureof a testsuiteis the
percentag®f branchesn the programthatareexecutedby
thetestcasesn thetestsuite.

Certaincoveragecriteria,suchasbranchcoveragebasis-
pathcoverageandpathcoverage consideredgesn a CFG
to build testsuitesandto measurehe coverageprovidedby
a testsuite. Suchcriteriaare, therefore affectedby edges
thatappeaiin a CFG.Our CFGsrepresenexecutionpaths
fromt hr ow statement$o cat ch handlersandpathsthat
leadto theexecutionof f i nal | y blocks.Thereforeusing
our representatioffior structuraltestingprovidesan accu-
ratemeasuref theadequayg of atestsuite. Thealternatve
representationhowever, can provide misleadinginforma-
tion aboutthe coverageprovidedby a testsuite,becausét
doesnot considerall branchesand pathsin the program?®
Othercoveragecriteria,suchasstatementoveragethatdo
not consideredgesn a CFG, arenot affectedby the repre-
sentatiorfor exception-handlingtatements.

The precisionof the type-inferencealgorithm usedto
generateour CFGs has an impact on structural testing:
animprecisetype-inferencelgorithmresultsin infeasible
branchesn aprogramandthereforeno testsuitefor edge-
basedcoveragewould provide 100% coveragefor the re-
sultingrepresentation.

4.2 RegressionTestSelection

Regressiortestingis anexpensve testingprocedurehat
attemptgo validatemodifiedsoftwareandensurethatnew
errorsare not introducedinto previously testedcode. One
methodfor reducingthe costof regressiortestingis to save
the test suitesthat are developedfor a product,andreuse
themto revalidatethe productafterit is modified. A retest-
all approachrerunsall suchtestcasesbut mayconsumesx-
cessve time andresources Regressiontestselectiontech-
nigues in contrastattemptto reducethe costof regression
testingby selectinga subsebf the testsuitethatwasused
during developmentandusingthat subseto testthe modi-
fied program.

SFor branchcoverage,if a testsuite provides 100% coverageusing
the alternatie representatiorthattestsuitealsoprovides 100%coverage
in our representation.This is not true for path coverageand basis-path
coverage.



RothermeblndHarrolddevelopedaregressionestselec-
tion techniqug13] thatusesa programs CFG. Their tech-
niquefirst creategshe CFG of the original program.Then,
it usesthis CFG to insertprobesinto the programso that,
whentheinstrumentegbrogramis executedwith atestcase
in the testsuite, it reportsthoseedgesthat were executed.
After this instrumentedsersionof the programis executed
with all testcasedn the testsuite,the techniquecreatesa
testhistorythatassociatesvith eachedge,thosetestcases
thatexecutedit. Whenthe programis modified,the tech-
niguecreateghe CFGfor the modifiedprogram.Thetech-
nigue thenwalks the CFGsfor the original and modified
programsin a depth-firstmanneruntil, upon considering
like-labelededgesin theseCFGs,it finds that the text as-
sociatedwith the sink of the edgein the original program
differsfrom the text associatedvith the sink of the edgein
the modified program. At this point, the techniqueselects
all testcaseghat, accordingto the testhistory, areassoci-
atedwith thatedge.

Thistechniguecanbeusedon our CFGsto selectappro-
priatetestswhenexception-handlingtatementsre modi-
fied. Usingthealternatve control-flov representatiorhow-
ever, thetechniquewould fail to detectmodificationanade
tocat ch handlerdecausén thealternatverepresentation
catch-assignmemodesdo nothavein-edges Althoughthe
problemcanbe alleviated by specifyingregression-testing
criteria specificto exception-handlingstatementssuchas
selectestghatexerciseadeletecbr amodifiedcat ch han-
dler, suchanapproactmay selectteststhatwill notreveal
faults.

5 Conclusions

We have presentedechniquego createintraprocedural
andinterproceduratepresentationfor Jasa programsthat
containexception-handlingonstructs We discussedvays
in which precisionof representationsanbeimproved,and
program points where pre-definedexceptionsare raised
can be determined. Our study suggestghat in practice
theremay belittle gainin precisionby anexhaustve type-
inferencealgorithmto determinetypesfor exceptions.We
alsogave anoverview of how theserepresentationsanbe
usedto performotheranalysesuchasstructurakestingand
regressiortestselection.

Our study indicates frequent usage of exception-
handlingstatementin Java programs.Furtherexperimen-
tation is required, however, to determinethe impact of
exception-handlingtatementsn controlflow andotherap-
plicationsof control-flov representationsSSuchexperimen-
tationcanalsoexaminethetrade-ofs involvedin represent-
ing or ignoringexception-handlingtatementsandthepre-
cisionof suchrepresentations.
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