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1 char *bufl, *buf2; 15 void init2(char *p2) {

Abstract 2 main() { 16  char *t2;
A program analysis may compute spurious information fora 3  char in[100]; 17 buf2=malloc(200);
program with pointer variables, when the analysis uses alias 4 "edn: 18 t2=cpys(buf2,p2);
. . . .. . L. . 5 initd(in); 19 *2 = OxFF;
information provided by efficient flow-insensitive alias anal- ¢ read(in): 20 }
ysis algorithms, because the program analysis cannot dis- 7 init2(in);
tinguish the alias relations that hold in a procedure when 8 } 21 char *cpys(char *dst,
the procedure is invoked at a specific callsite. This paper © Vvoid initl{char *p1) { char *src)  {

resents a technique that determines whether a memory lo- 19 & & 22 wihile(’src)
p A ] q . y 11 bufl=malloc(100); 23 *(dst++)=*(src++);
cation might be accessed through a pointer dereference at a 12 t1=cpys(but1,p1); 24 *dst=0;
statement in a procedure when the procedure is invoked ata 13  cpys(tl,"bufL."); 25  retun dst;
specific callsite. Empirical studies show that our technique 4 } 26 }

may effectively improve the precision and efficiency of pro-

gram analyses Figure 1: Example program.

ments, these algorithms must iteratively propagate informa-
tion throughout the program using the control-flow graph.

Many software engineering tools require program analyses Studies indicate that these algorithms may be too expensive
to extract information about programs. To compute safe pro- 10 be applied to large programs [9, 12]. Flow-insensitive
gram information for programs written in languages such alias-analysis algorithms (e.g., [1, 11]) compute less precise
as C that make extensive use of pointer variables, a pro_alias information for a program. These algorithms avoid iter-
gram analysis requires aliasformation that determines the ~ atively propagating information throughout the program by

memory locations that may be accessed through pointer derefgnoring the execution order of the statements. Studies indi-

1 Introduction

conclude that statement 24 in Figure 1 does not mduifyl , better to large programs, than the flow-sensitive algorithms
the memory allocated byalloc()  atstatement 11 (we re-  [9: 12]. o _ _

fer to the memory returned byalloc()  at statement as A program analysis might compute imprecise program
h_s), if aliasing effects are ignored. information when the analysis uses alias information pro-

Alias information can be computed using an alias-analysisvided by a flow-insensitive alias-analysis algorithm. One
algorithm. To facilitate program analyses on large programs, Way that this imprecision occurs is that, to resolve pointer
an alias-analysis algorithm must be efficient [2]. Previous dereferences in a program, the program analysis may use the
research has resulted in flow-sensitive and flow-insensitive large amount of spurious alias relations that are reported by
alias analysis algorithms. Flow-sensitive alias-analysis algo- the flow-insensitive alias analysis algorithm but that might
rithms (e.g., [4, 7]) compute very precise alias information never hold when the program is executed. For example,
for a program. However, because the flow-sensitive alias- Steensgaard’s algorithm [11] reports thi&@ may be aliased

analysis algorithms consider the execution order of the state-t0 bothh.11 andh_17 in Figure 1. Using this informa-
tion, a program analysis would report that statement 19 may

modify memory locations_11 andh_17. However*2 is
never aliased th_11 when the program is executed. Thus,

1 Aliasing occurs when two different names can access the same memory location
at a program point.



statement 19 does not modify11. There has been signif-  nience, we call such an annotated address vataéeegence

icant effort to develop techniques that improve the precision and we say this reference is createdi.al et » be a refer-

of flow-insensitive alias-analysis algorithms. This effort has ence that is used to access memory locatiaha statement

resulted in algorithms (e.g., [9]) that report alias relations s’ in a procedureP. If r is created at a statement outsifle

that are close in precision to flow-sensitive algorithms but and passed int® through formal parameters, thécan be

that run in a reasonable amount of time for large programs. accessed at’ under the context of a callsite only ifmay
Another way that a program analysis might compute im- be aliased to dereferences of actual parameters at the call-

precise program information is that, when the program anal- site. For example, at statement 24 in Figurdn 111 is ac-

ysis analyzes a procedure to compute the information for acessed using a reference that is created at statement 11 and

specific callsite, it might use alias relations that hold under passed intapys() through formal parameteist . We can

the callsites other than this specific callsite. This imprecision conclude thah_11 may be accessed at statement 24 when

occurs because many efficient flow-insensitive alias analysiscpys() is invoked at statement 12 becausd 1l may be

algorithms do not report the callsites under which an alias re- aliased to*bufl , a dereference of actual parameterfl .

lation holds. For example, using alias information provided We can also conclude that11 is not accessed at statement

by the flow-insensitive, context-sensitive points-to analysis 24 whencpys() is invoked at statement 18 becadsd 1

algorithm (FICS) [9], a program analysis discovers that, in is not aliased to any dereference of actual paramétgts

the program in Figure 1, botin 11 andh_17 may be modi- andp2.

fied at statement 24 icpys() because both memory loca- This paper presents our technique that extends FICS to

tions may be aliased ttdst . Thus, the program analysis identify, in a procedure, the memory locations accessed us-

reports that both_11 andh_17 may be modified after state- ing references that are passed into the procedure through for-

ment 18 is executed. Howevér,11 is not aliased tddst mal parameters. The technique also extends FICS to com-
whencpys() is invoked at statement 18. Therefohell pute the memory locations that may be aliased to derefer-
is not modified after statement 18 is executed. ences of actual parameters at each callsite. The paper then il-

To reduce the imprecision introduced into a program anal- lustrates, using interprocedural modification side-effect anal-
ysis in the latter way due to the lack of calling context infor- ysis, an approach that uses the additional information pro-
mation in the alias information, we proposkght-weight vided by the extended FICS to improve the precision and ef-
context recoveryl10]. This technique efficiently identifies, ficiency of program analyses. The main benefit of our tech-
in a procedureP, each memory locatiohthat is accessed nique is that it is efficient: it will not increase the complexity
exclusively through the same dereference of a formal param-of FICS in theory; it adds little extra cost to FICS in practice.
eter f. If the values of the memory locations needed to re- Another benefit of our technique is that it is effective: itiden-
solve this dereference do not changeFinthen! is accessed  tifies memory locations accessed in a procedure at a higher
in P when P is invoked at a callsite only if [ is aliased precision level than the light-weight context recovery. Thus,
to the dereference of the corresponding actual parameter ofour technique may significantly improve the precision and
f- A program analysis then can use this information to re- efficiency of many program analyses.
duce the spurious information propagated across the proce- The paper also presents a set of empirical studies in which
dure boundaries: the program analysis propagates, from awe investigate the effectiveness of our technique. These
callsite to the called procedure or from the called procedure studies show that:
to the callsite, only information for the memory locations e For many programs we studied, our technique identifies
that may be accessed by a procedure under the context of thenore tharnt0% of nonlocal memory locations in a procedure
callsite. Empirical studies showed that, on many programs, as being modified using references passed into the procedure
light-weight context recovery can effectively reduce the spu- through formal parameters.
rious information computed by program analyses. However, e For many programs we studied, our technique significantly
because light-weight context recovery considers only mem- improves the precision of modification side-effect analysis.
ory locations accessed through dereferences of formal pa-e For several programs we studied, our technique computes
rameters, this techniqgue may not be able to improve a pro- modification side-effect information close in precision to that
gram analysis in some important cases. computed using Landi, Ryder, and Zhang's algorithm [8],

To consider the memory locations accessed through derefwhich requires conditional alias information that can be pro-
erences of pointers that are not formal parameters, we develvided only by expensive alias analysis algorithms (e.qg., [7]).
oped a new technique. The technique analyzes the ways ine For many programs we studied, our technique computes
which the address valuethat is returned at a statement more precise modification side-effect information than light-
by language constructs such as tl& tperator ormal- weight context recovery.

loc()  is propagated and used in a program. To distinguish These results suggest that our technique might effectively

v from the same address value returned at other sta‘tements1rm)rc)\,e the precision and efficiency of program analyses.
we annotatey with the statement number of For conve-



2 Discovery of Context Information P through formal parameters. For example, in Fig-
ure 2(b),p is accessed at statement 7 using the refer-

This section presents an algorithm that computes ontext in- ence created at statement 3 and this reference is passed

formation that can be used to determine whether a memory through formal parametqp into g() .

location can be accessed at a statement in a procedure under

the context of a callsite. First, we introduce some definitions. ~ Knowledge of the way in which a reference is created, if

Then, we will give some intuition about context discovery. the reference may be used to acceswirectly ats in P,

Finally, we present the algorithm. (** | will have to distin- ~can help a program analysis estimate whettreay be ac-
guish flow-sensitive or flow-insensitive algorithm **) cessed at when P is invoked at a specific callsite If the

reference used to accdsat s is created in the first or second
way, then, without knowledge of the the dynamic behavior,
a program analysis must assume thatay be accessed at
Memory locations in a program are accessed thralgéct s regardless of the callsite under whiéhis invoked. If the
names each of which consists of a variable and a possibly reference used to accekat s is created in the third way,
empty sequence of dereferences and field accesses {lf]. A then a program analysis can estimate whethraay be ac-
rectobject name contains no dereference whereasdarect cessed at under the calling contextby examining the alias
object name contains at least one dereference. A memory loinformation atc. Let A. be the set of memory locations that
cation isdirectly accessedf it is accessed through a direct may be aliased to indirect object names extended from the
object name; otherwise, it isdirectly accessedGiven an actual parameters at If a reference of is created before
indirect object naméV, thealias setof N is the setof mem- P is invoked atc, then such reference can be passed into

2.1 Definitions

ory locations that may be aliasedAé through formal parameters undeonly if (€ A.. Thus, ifl
Object nameV; is extendedrom object nameVs if Ny is accessed using a reference created in the third way] then

can be constructed by applying a possibly empty sequence ofmay be accessed aunderc only if [€ A..

dereferences and field accesse® Ns; in this case, we de- Let [ be a memory location that may be indirectly ac-

note N; asé&,, (N2). For example, suppose thats a pointer cessed at statemesntn procedureP. Letr be the reference
that points to astruct with field a (in the C language). Then that is used to accegsat s. A program analysis can stati-
E.p) is *p, E(xp) is ** p, and&, . (p) is (xp).a. Given an cally estimate, using a flow-insensitive approach, the possi-
object nameV, thereachable sebf NV is the set of memory  ble ways in which a referencemay be created. If a state-
locations that are aliased the object names extendedfom ment in P creates a reference afthen without tracing the

with at least one dereference. propagation of the created reference, the program analysis
assumes that might be created at this statement. Thus, the
2.2 Intuition program analysis concludes thatay be created in the first

way. Further more, if a statement in a proced@ewhich
Using alias information, a program analysis can identify memis called by P, creates a reference bfand such reference
ory locations that are indirectly accessed through pointer may be returned t@ afterQ is executed, then the program
dereferences at a statement in a procedure. Additional infor-analysis also assumes tiahay be created at this statement.
mation can help the program analysis to further determine Thus, the program analysis concludes thatay be created
whether a memory location is accessed when the procedurqn the second way. If either case occurs, the program ana|y_
is invoked under a specific callsite. sis assumes thatmight be accessed atunder each calling

Without global pointers. To simplify the discussion, we  context. However, if neither of these cases occurs, then
first assume that the program has no global pointers. Undermust be created befor@ is invoked and- must be passed
this assumption, if memory locatidris indirectly accessed  into P through formal parameters. In this case, the program
at a statement in procedureP, then! must be accessed analysis determines thatmight be accessed atunder a
using a reference that can be created in three ways. specific callsite only if I€A..
) . ] Because the program analysis does not trace the propaga
1. lis accessed using a reference that is created at a stateyjon of the references, it might report spurious information.
ment in P For example, in Figure 2(a), is accessed  However, this flow-insensitive nature makes the technique
at statement 4 using the reference created at statement gyore efficient. In addition, this technique can be used with
2. lis accessed using a reference that is created at a stateyjias information provided by any algorithm. This generality

ment in a procedur€) that is called byP, and this  fyrther makes our technique to be practical.
reference can be returned foby Q. For example, in

Figure 2(b)x is accessed at statement 4 using the ref- With global pointers. When a program contains global

erence created at statement 7 and returned §Om pointers, memory locations may be accessed through deref-
3. 1 is accessed using a reference that is created beforeerences of such pointers. A global pointer can be assigned

P is invoked, and this reference can be passed into at any statement in the program. Without tracing the propa-



1£(0) { 1£(0) | 1f() {
2 int *p; 2 int *p; 2 g=8&x;
3 p=&x; 3 g(&p); 3 90);
4 *p=0; 4 *p=0; 41
5} 5} 590
6 g(int **pp) { 6 int **t
7 *pp=&X; 7 t=&q;
8} 8 **t=0;
9}
@ (b) (0

Figure 2: Example program fragments that use pointers.

gation of the value of a global pointg it is difficult to de-
termine the value of at a statement in procedure” when
P is invoked under a specific callsite. Thus, the program

analysis assumes that the same set of memory locations Cave usel EAK

be accessed through the dereferences of global pointers at
statement in a procedure under the context of different call-
sites. If a memory locatiohis indirectly accessed through
an object name extended from a global variable at P,
then the program analysis assumes thisitaccessed atun-
der each calling context.

The presence of global pointers in a program also affects

the technique that estimates whether a memory location may
be accessed under a specific callsite through dereferences o

local pointers and formal parameters. Lebe a pointer-
related assignment in procedufe and rhs(s), the right-
hand side ofs, is an object name extended from a global
variable. Iflhs(s), the left-hand side of, may be aliased to
an object naméV that is extended from a local pointer vari-
able, then after the executiongfthe memory location in the
reachable set afhs(s) can be accessed through proper ex-
tensions ofV. Therefore, given any memory locatibim the
reachable set ofhs(s), if [ is indirectly accessed through an
object name extended from a local variable at another state
ments; in P, then the program analysis assumes tligac-
cessed at; under each calling context. For example, in the
program fragment in Figure 2(c), statement 7 assigns global
pointerq to local pointert . Therefore, after the executa-
tion of statement 7, the memory location in the reachable
set ofq, can be accessed g{) through dereference of.
Thus, the program analysis concludesnight be accessed
byg() under each calling context.

Let s be a pointer-related assignment in procedrend
rhs(s) takes the address of global pointerThen, based on
arguement similar to that in the previous paragraph, the pro-
gram analysis assumes that memory locationgsmeach-
able set might be accessed Byunder any calling context.

Summary. To summarize the above discussion, we intro-
duce several definitions.

Leaked Set of Callsite The set of memory locations that

ences may be passed into the called procedure through
formal parameters.

Context-Independent Set of ProcedureThe set of mem-
ory locations! that meet one of the following condi-
tions: (a) a reference dfis created inP; (b) a refer-
ence ofl is created in procedures called Byand this
reference may be returned fdthrough actual param-
eters or the return value; or (c) a referenceé cén be
passed intd® through global pointers.

Context-Dependent Set of Procedure Fhe set of memory
locationsi that meet both of the following conditions:
(a) areference dfcan be passed int8 through formal
parameters; and (h)is not in the context-independent
set of P.

[c] to denote the leaked set of callsite” I[P

b denote the context-independent set of procedirand
CD|[P] to denote the context-dependent set of procedure

If [ is indirectly accessed through a dereference of nonglobal
pointers at a statement i, thenle CI[PJUCD|P)].

Let [ be the memory location that is identified as being
accessed at a statemerih procedureP. (1) If [ is directly
accessed, thehis assumed to be accessedsatnder each
(‘Ealling context. (2) Il is indirectly accessed through an ob-
Ject name extended from global pointers, tliés assumed
to be accessed atunder each calling context. (3)iIfs indi-
rectly accessed through an object name extended from non-
global pointers, then: ifteCI[P], then! is assumed to be
accessed at under each calling context; otherwidemay
be accessed atwhen P is invoked at a callsite only if
le LEAK]|c]. Therefore, if we can compute the leak set for
each callsite and the context-indenpendent set for each pro-
cedure, we can determine whether a memory location can be
accessed in a procedure under a specific calling context.

Given a callsitec, the leak selLEAK]|c] can be com-
puted by merging the reachable sets of the the actual param-
eters atc. In next subsection, we discuss an algorithm that
computes the context-indenpendent sets for the procedures
in a program.

2.3 Computation of the Context-Indenpendent Sets

Algorithm ComputeCl in Figure 3 processes the proce-
dures in a reverse topological (bottom-up) order to com-
pute the context-indenpendent set for each proceiom-
puteCl computes two sets of memory locations for each
procedureP. The first set of memory location§hruGlobal p,
contains all the memory locations whose references may be
passed intaP through global variables. The second set of
memory locationsHeapp, contains the memory locations
that are allocated from heap inor in procedures called by

P. Heapp excludes the memory locations that are allocated

may be aliased to object names that are extended fromfrom heap in the procedures called Byout whose addresses

actual parameters atat the program point before
This set includes the memory locations whose refer-

cannot be returned t8 because such memory locations can-
not be accessed iR. The context-independent set fBris



algorithm

ComputeCI( P)

input P: a program
global ThruGlobal p: the memory locations whose refereces may be
passed intaP through global variables
Heapp: the memory locations allocated from heapfror
in procedures called by
declare W: list of procedures sorted in reverse topological order
begin ComputeCl
1. foreachprocedureP do [*Intraprocedural phase*/
2 foreach statemens in P do
3 cases do
4. pointer assignment or memory allocation statement:
5. processExp (s, 7hs(s))
6 call statement:
7 foreach actual parameter of pointer typedo
8 processExp (s, a)
9. endfor
10. endcase
11. endfor
12. addP to W
13. endfor
14. while W#¢ do [*Interprocedural phase*/
15. take the first procedu® from W
16. foreachcallsitec to R in P do
17. foreachmemory locatiorloc in ThruGlobal g do
18. if nonlocal (loc, ¢, R) then
19. addloc to ThruGlobal p
20. endif
21. endfor
22. foreachmemory locationoc in Heappg do
23. if returned  (loc,R) then
24. addlocto Heapp
25. endif
26. endfor
27. endfor
28. if ThruGlobalp or Heapp updatedhen add P’s callers toWW
29. endwhile
end ComputeCl
procedure  processExp (s, €)
input s: a statement
e: a pointer expression or a call to memory allocation function
declare Py the procedure containing

begin processExp

30. caseedo

31. &g whereg is a global:

32. addg and memory locations ig’s reachable set t@"hruGlobal p,
33. an object namé&v extended from a global:

34. add memory locations iV’s reachable set td"hruGlobal p,

35. a call to memory allocation function:

36 add the memory location returned 3o Heapp,

37. endcase

end processExp

Figure 3:Algorithm ComputeCl .

the union of ThruGlobalp and Heapp. (*** Why do we
do it in this way? ***)

ComputeCl consists of two phases: intraprocedural phas@uteCl
and interprocedural phase. In the intraprocedural plzs®-

pute the context-independent sets. In the presence of recur-
sion, the interprocedural phase may iterate through proce-
dures involved in recursion and compute a fixed point.

In the intraprocedural phase (lines 1-1@pmputeCl
processes each statemernin each proceduré. If s is a
pointer assignment or a memory allocation statement (line
4), ComputeCl invokesprocessExp() to process the
right side of the statement (line 5). Otherwises i a call
statement (line 6)ComputeCl invokesprocessExp()
to process each actual parameter of pointer type (line 7).

processExp() takes a statemestand a pointer ex-
pressiore as inputs. Ife takes the address of a global vari-
able g, thenprocessExp()  addsg and the memory lo-
cations ing’s reachable set to th€hruGlobal set of P,
the procedure that contaigs If e is an object namév ex-
tended from a global variable, thgmocessExp()  adds
the memory locations iV's reachable set to tHEhruGlobal
set of P;. Otherwise, ife is a call to a memory allocation
function, thenprocesseExp()  adds the memory location
returned by to Heap set of P;.

Inthe interprocedural phasépmputeCl processes each
callsitec to procedureR in each procedur using a work-
list W. There are two major steps. In the first st€mom-
puteCl processes memory locationshitruGlobalg. For
each memory locatiotvc in ThruGlobalg, if loc is nonlo-
cal toR, thenloc might also be accessedih ComputeCl
addsloc to ThruGlobal p. Otherwisejoc is local toR, and
thus, cannot be accessed/ih ComputeCl does not add
locto ThruGlobalp.

ComputeCl callsnonlocal() function to determine
whether a memory locatiotvc is nonlocal to a procedure
R whenR is invoked under callsite. In the absence of re-
cursion, the memory represented by is local to R if loc
is a variable declared i®. In the presence of recursion,
a variable declared in a procedure might represent memory
allocated in the activate records of different invocations of
the same procedure. Thus, evelvif is a variable declared
in R, the memory represented lyc might not be local to
R. nonlocal() considers the following two cases. In the
first case¢ is not a recursive call. (*** Might need to define
what is a recursive call ***)nonlocal() returns false if
loc is a variable declared i®. Otherwise,nonlocal()
returns true. In the second casés a recursive callnon-
local() returns false if (ajoc is a variable declared iR,

(b) loc is not in the reachable set of any global variable at
P’s entry, and (cjoc is nhot in the leaked set ef Otherwise,
nonlocal() returns true.

In the second step of the interprocedural phasem-
processedieap sets. For each memory location
locin Heapg, if loc may be returned t&’s callers, therioc

puteCl processes the statements in each procedure to col-nay be accessed iR. ComputeCl addsloc to Heapp.
lect the information from the statements. In the interproce- OtherwiseJoc cannot be accessed ih ComputeCl does

dural phaseComputeCl propagates information from the
called procedures to the calling procedures to further com-

not addloc to Heapp

ComputeCl calls functionreturned() to determine



whether a memory location may be returned to the callers of required to run FICS with extensioff’§). We also mea-

a procedure. Lefoc be a memory location allocated in pro- sured in percentage the extra time introduced by the exten-
cedureP or in procedures called b¥. returned (loc,P) sion (Tncr). Incr is defined a7y — Tp) * 100/Tp.

is true if (a)loc is in the reachable set of a global variable at The right hand side (5th—7th columns) in Table 1 shows
the exit of P, or (b)loc is in the reachable set @f's return Ty, Ty, andIncr. The table shows that extending FICS to
value orP’s formal parameters at the exit &f. compute the leaked sets and the context-dependent sets adds
an average 0% extra cost to the original algorithm. Out of

21 programs shown in the table, only 5 programs have more
than10% extra cost. Thus, the extended FICS can efficiently
compute the leaked sets and the context-dependent sets.

3 Empirical Studies

We performed several empirical studies to evaluate the ef-
fectiveness of our technique for improving the precision of
program analyses. We implemented the extended FICS al-3.2 Study 2

gorithm and the algorithms that compute the modification the purpose of this study is to evaluate the effectiveness of
side-effects using PROLANGS Analysis Framework (PAF) o technique in improving the precision of computing mod-
[5]. In the studies, we also computed the modification side- jfication side-effects for the callsites (MOD at callsites). We

effects using Landi, Ryder, and Zhang's algorithm (LRZ) ompared the average size of MOD at callsites computed us-
[8]. We used the implementation of LRZ provided with PAF. ing our technique@D with the average size of MOD at call-

We gathered the data for the studies on a Sun Ultra 10 work-gjtes computed using three other methods. The first method
station with 256MB physical memory and 640MB virtual  compytes MOD at callsites using the traditional algorithm
memory. The left side (2nd—4th columns) of Table 1 shows (| that collects memory locations modified in a procedure
the number of nodes in the control flow grapogles, the and then propagates the nonlocal memory locations on the
number of lines of code including comment$)C), and the  5cedure call graph. Because the technique presented in
number of proceduresP(ocy in each of the subject pro-  ihis paper improve€!, comparing the results @l with
grams. The subject programs are sortedNodes the results ofCDshows the effectiveness of our technique
in improving the precision of computing MOD at callsites.

Subject Si Time for ali lysi . S

ogram || Nodes] e 'feprocs T":e| OrTaE'ar o6 The second method computes MOD at callsites using infor-

oader sl 1321 322N ol ol 1000 mation computed bgontext recoveryCR [10]. We want to

pokerd 956 | 1153 30 || 0.09 | 0.09 0.00 compare the effectiveness of the technique presented in this

ansitape 1087 | 1596 37 || 013 | 0.14 7.69 paper with the effectiveness of context recovery in improv-

Id""e Eg; iégg 25 g-ii g'iz 131;3 ing program analyses. The third method computes MOD at
m . . . . . . ) .

ffzip 1892 | 4075| a2l 010l 012 | 2000 callsites using Landi, Ryder, and Zhang's algorithoRZ)

diff 1032 | 1730| 44 || 015|017 | 1333 [8]. LRZ takes advantages of the conditional alias informa-

assembler || 1993 | 2510 58 || 0.31 | 0.34 9.68 tion provided by Landi and Ryder’s alias analysis algorithm

Smta'r: ;ggg 22‘11; :‘7’ ggf 8'22 2-;’2 [7], and computes very precise MOD at callsites for a pro-

patc . . .

simulator || 2992 | 3558 | 114 || 024 | 026 | 833 gram. The results C(_)mputed hRZ_ serve as a lower bound

flex 3762 | 6902 93 || 027 | 030 | 1111 to that computed using our technique.

arc 3955 | 7325| 116 || 0.34 | 0.36 5.88 The graph in Figure 4 shows the results of this study.

b ‘5‘231 Siii ig; g-gg ‘1’-32 é-gg From left to right in each group, the dark bar, the grey bar,

space . . . . . . .

bipson 6533 | 7893 | 134 || 053 | 056 5 66 the white bar, and the bar filled with slanted lines represent

lamn 11796 | 9966 | 295 || 0.78 | 0.81 3.85 the data computed usindRZ, CQ CR andCl, respectively.

mpegplay || 11864 | 17263 | 135 || 1.42 | 1.57 | 10.56 The results folCD CR andClI are computed with alias in-

espresso ;ggié iﬁﬁﬁ;‘ 222 3-3‘7‘ 2-397’ 4-385 formation provided by FICS. The results foRZ on some

moria . . . s

wme 09167 | 23022 | 247 || 313 | 342 | 927 programs are not reported because Landi and Ryder’s algo-

rithm does not terminate on these programs within 10 hours,
Table 1: Left: information about the subjects, and Right: the time limit we set for analyses.

time in seconds for FICSI{) and extended FICS ). From the graph, we can see that using context-dependent
sets and leaked sets can significantly improve the precision
3.1 Study 1 of modification side-effects computed for the callsites. In

fact, for loader , pokerd , assembler , simulator
The purpose of this study is to evaluate the efficiency of the and space , the results Computed @D are very close to
extended FICS algorithm. We investigated the extra time in- those Computed byRZ This indicates that the technique
troduced in FICS by our extension that computes the |eakedpresented in this paper may effective|y improve the precision
sets and the context-dependent sets. We compared the timgf many program analyses. Note that because, in some cases,
required to run FICS without extensiofiy) and the time | andi and Ryder's algorithm treats a structure in the same
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Flgure 4: Average Size of MOD at callsites.

way as its fields in alias analyslSRZ computes larger MOD
at callsites thait€Dfor simulator ~ andspace .

From the graph, we can also see that, for many of the
programs we studied (e.cansitape , smail , andmo-
ria ), CDcomputes a much smaller MOD at callsites than
CR This result indicates that, generally, the technique pre-
sented in this paper is more effective than context recovery
in improving the precision of program analyses. However,
we also see that, for some programs (eagsembler and
learn ), CDcomputes a slightly larger MOD at callsites
than CR This suggests that, to get the most precise infor-
mation, we might have to combine the results computed by
both techniques. Our future work includes combining both
techniques to further improve program analyses.

In this study, we also compared the time required to com-
pute the MOD at callsites bgD CI, andCR We do not
compare the time required to compute MOD at callsites by
LRZ because the differences in the implementation might
significantly affect the accuracy of our comparison. Table 2
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Figure 5: Frequencies of access classifications.

programs we studiedCD runs faster tharCl and CRbe-
causeCDpropagates less information across the procedure
boundaries tha€l andCR For example, it takes less than

shows the results. From the table, we can see that, for mos®8 seconds foCDto compute MOD at callsites fanoria .

Time(seconds) Time(seconds)
program CD | cCI ] CR] program cb] c] cr
loader 0.03 | 0.04 | 0.07 || pokerd 0.05 0.04 0.08
ansitape 0.07 | 0.07 | 0.11 || dixie 0.06 0.07 0.12
learn 0.07 | 0.07 | 0.11 || unzip 0.10 | 0.09 | 0.15
diff 0.09 | 0.08 | 0.13 || assembler || 0.12 | 0.15 | 0.24
smail 0.17 | 0.20 | 0.36 || patch 0.12| 0.10| 0.6
simulator || 0.15 | 0.25 | 0.39 || flex 0.22 0.20 0.36
arc 0.26 | 0.25 | 0.52 || bc 0.25 0.27 0.50
space 0.48 | 0.79 | 1.17 || bison 0.37 0.34 0.56
larn 1.05 | 1.14 | 2.01 || mpegplay || 0.68 0.63 2.70
espresso || 2.23 | 2.99 | 6.36 || moria 7.73 | 25.23 | 28.86
twmc 1.84 | 1.76 | 3.23

Table 2: Time to compute MOD at callsites.

However, it takes more than 25 seconds @rand CRto
compute this information. The result indicates that using the
context-dependent sets and leaked sets might also improve
the efficiency of program analyses.

3.3 Study 3

The purpose of this study is to evaluate the potential effec-
tiveness of our technique on improving the precision and ef-
ficiency of program analyses. We investigate the frequencies
of classifying a nonlocal memory location as directly ac-
cessedD@irect ), indirectly accessed through global pointer
dereferencesithru _Glob ), indirectly accessed through non-
global pointer dereferences and in the context-independent
set(n _Cl), and indirectly accessed through nonglobal pointer



i 1 dicates the effectiveness of using our technique to improve
program analyses.

The graph in Figure 5 also shows that, in the 11 pro-
0 grams, on average, more th&d% of nonlocal memory lo-
cations accessed at a statement are classified &D This
result indicates that our technique might be very effective in

i .:| J] ii] improving program analyses.
o J:I ._ ] i ‘] I:| { ‘J 4 Related Work

J@E‘E':, ;P¢ qf J“ij‘@ ﬁfﬁ o ﬁiﬁ’# ﬁ}. ?19 o qﬁ’ﬁ Many flow-sensitive alias analyses comppitdyvariantalias
& §

information that identifies different alias relations for a pro-

=

o

BLEF @mco aci cedure under different callsites (e.g. [4, 7]). Using toa-
ditional alias information (a kind of polyvariant alias in-
Figure 6: Average size of MOD at callsites. formation) provided by Landi and Ryder’s algorithm [7],

Landi, Ryder, and Zhang [8] proposednditional analy-
dereferences and in the context-dependentsetD, when  sisthat computes information for a callsite using alias rela-
the memory location is identified accessed at a statement intions that hold in the called procedure when the procedure
a procedureP’. Because our technique improves the pre- s invoked under this callsite. Although this technique can
cision and efficiency of a program analysis on a program improve the precision of program analyses, it may be too
only if there are memory locations classifiedlas CD we expensive for large program because (1) it requires informa-
expect that the frequency of classifying a memory location tion provided by expensive alias analysis algorithms; (2) it
asln _CDindicates the effectiveness of using our technique can increase the complexity of the program analyses.
to improve the analysis on this program. To verify this hy- A flow-insensitive alias analysis algorithm may be ex-
pothesis, we also investigate the correlation between the fre-tended to compute polyvariant alias information using a tech-
quency of classifying a memory location lms_CDand the  nique similar to Reference [6]. This allows a program anal-
improvement on modification side-effect analysis. ysis to compute more precise program information. How-

Figure 5 shows the average frequencies with which a ever, computing polyvariant alias information would require
nonlocal memory location accessed at a statement is clasa procedure to be analyzed multiple times, each under a spe-
sified into each of the four classes; Figure 6 shows the aver-cific calling context. This would make the alias analysis in-
age size of MOD at callsites computed using the LRZ algo- efficient. Furthermore, to take advantage of the polyvariant
rithm (LR2), our algorithm CD), and the traditional context-  alias information, a program analysis might have to analyze
insensitive algorithm@l). In Figure 5, from the bottom to  a procedure at least once for each calling context, using the
the top on each bar, the segments represent the results foglias relations that hold specifically under this calling con-
Direct , Thru Global , In _CI, andCl respectively. In text. This would increase the cost of the program analysis.
Figure 6, from left to right, the bars in each group repre-  Although the context-dependent sets and the leaked sets
sent the results fotRZ, CQ andCl . The programs shown  are computed using the extended FICS algorithm, these sets
in the graphs are ordered according to the frequency of clas-can be used together with alias information provided by other
sifying a memory location al _CD Note that some of the  algorithms, such as algorithms in [1, 3], to improve program
programs are not shown in the graphs because the results foanalyses. Our future work includes investigating the effec-
LRZ are not available for these programs. tiveness of our technique when the alias information is pro-

The graphs in Figure 5 and Figure 6 suggest that therevided by various algorithms.
is a strong correlation between the frequency of classifying
a memory location atn _CDand the effectiveness of our 5 Conclusions and Future Work
technique in improving the precision of computing MOD at
callsites. For example, for programs suchaasembler
loader , andspace in which a nonlocal memory location
accessed at a statement is frequently classifidd aSD CD
computes MOD at callsites almost as preciskRZ. How-
ever, for programs such iex andpatch inwhich anon-

In this paper, we presented a technique that extends the FICS
algorithm to compute additional context information that can
be used to improve the precision and efficiency of program
analyses. We also demonstrated an approach that uses the
context information to improve the precision of computing

- ’ modification side-effects for the statement in a program. Our
local memory location accessed at a statement is rarely clasgmpirical results show that our technique can efficiently com-
sified asin .CDQ CDdoes not make much improvement over . te context information. Our empirical results also show

Cl. These results support our hypothesis, which states thatat sing the context information may significantly improve
the frequency of classifying a memory locationas CDin- the precision and efficiency of program analyses.



In our future work, we will further investigate techniques
that improve the precision and efficiency of program anal-
yses using the context information. We will also conduct
more empirical studies to investigate the effectiveness of us-
ing the context information in improving precision and effi-
ciency of various program analyses.
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