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Abstract

A program analysis may compute spurious information for a
program with pointer variables, when the analysis uses alias
information provided by efficient flow-insensitive alias anal-
ysis algorithms, because the program analysis cannot dis-
tinguish the alias relations that hold in a procedure when
the procedure is invoked at a specific callsite. This paper
presents a technique that determines whether a memory lo-
cation might be accessed through a pointer dereference at a
statement in a procedure when the procedure is invoked at a
specific callsite. Empirical studies show that our technique
may effectively improve the precision and efficiency of pro-
gram analyses.

1 Introduction

Many software engineering tools require program analyses
to extract information about programs. To compute safe pro-
gram information for programs written in languages such
as C that make extensive use of pointer variables, a pro-
gram analysis requires alias1information that determines the
memory locations that may be accessed through pointer deref-
erences. For example, a program analysis will incorrectly
conclude that statement 24 in Figure 1 does not modifyh 11 ,
the memory allocated bymalloc() at statement 11 (we re-
fer to the memory returned bymalloc() at statements as
h s), if aliasing effects are ignored.

Alias information can be computed using an alias-analysis
algorithm. To facilitate program analyses on large programs,
an alias-analysis algorithm must be efficient [2]. Previous
research has resulted in flow-sensitive and flow-insensitive
alias analysis algorithms. Flow-sensitive alias-analysis algo-
rithms (e.g., [4, 7]) compute very precise alias information
for a program. However, because the flow-sensitive alias-
analysis algorithms consider the execution order of the state-

1 char *buf1, *buf2;

2 main() {
3 char in[100];

4 read(in);

5 init1(in);

6 read(in);

7 init2(in);

8 }
9 void init1(char *p1) {
10 char *t1;

11 buf1=malloc(100);

12 t1=cpys(buf1,p1);

13 cpys(t1,"buf1.");

14 }

15 void init2(char *p2) {
16 char *t2;

17 buf2=malloc(200);

18 t2=cpys(buf2,p2);

19 *t2 = 0xFF;

20 }

21 char *cpys(char *dst,

char *src) {
22 while(*src)

23 *(dst++)=*(src++);

24 *dst=0;

25 return dst;

26 }

Figure 1: Example program.

ments, these algorithms must iteratively propagate informa-
tion throughout the program using the control-flow graph.
Studies indicate that these algorithms may be too expensive
to be applied to large programs [9, 12]. Flow-insensitive
alias-analysis algorithms (e.g., [1, 11]) compute less precise
alias information for a program. These algorithms avoid iter-
atively propagating information throughout the program by
ignoring the execution order of the statements. Studies indi-
cate that these algorithms are more efficient and thus, scale
better to large programs, than the flow-sensitive algorithms
[9, 12].

A program analysis might compute imprecise program
information when the analysis uses alias information pro-
vided by a flow-insensitive alias-analysis algorithm. One
way that this imprecision occurs is that, to resolve pointer
dereferences in a program, the program analysis may use the
large amount of spurious alias relations that are reported by
the flow-insensitive alias analysis algorithm but that might
never hold when the program is executed. For example,
Steensgaard’s algorithm [11] reports that*t2 may be aliased
to both h 11 and h 17 in Figure 1. Using this informa-
tion, a program analysis would report that statement 19 may
modify memory locationsh 11 andh 17 . However,*t2 is
never aliased toh 11 when the program is executed. Thus,

1Aliasingoccurs when two different names can access the same memory location
at a program point.



statement 19 does not modifyh 11 . There has been signif-
icant effort to develop techniques that improve the precision
of flow-insensitive alias-analysis algorithms. This effort has
resulted in algorithms (e.g., [9]) that report alias relations
that are close in precision to flow-sensitive algorithms but
that run in a reasonable amount of time for large programs.

Another way that a program analysis might compute im-
precise program information is that, when the program anal-
ysis analyzes a procedure to compute the information for a
specific callsite, it might use alias relations that hold under
the callsites other than this specific callsite. This imprecision
occurs because many efficient flow-insensitive alias analysis
algorithms do not report the callsites under which an alias re-
lation holds. For example, using alias information provided
by the flow-insensitive, context-sensitive points-to analysis
algorithm (FICS) [9], a program analysis discovers that, in
the program in Figure 1, bothh 11 andh 17 may be modi-
fied at statement 24 incpys() because both memory loca-
tions may be aliased to*dst . Thus, the program analysis
reports that bothh 11 andh 17 may be modified after state-
ment 18 is executed. However,h 11 is not aliased to*dst
whencpys() is invoked at statement 18. Therefore,h 11
is not modified after statement 18 is executed.

To reduce the imprecision introduced into a program anal-
ysis in the latter way due to the lack of calling context infor-
mation in the alias information, we proposedlight-weight
context recovery[10]. This technique efficiently identifies,
in a procedureP , each memory locationl that is accessed
exclusively through the same dereference of a formal param-
eterf . If the values of the memory locations needed to re-
solve this dereference do not change inP , thenl is accessed
in P whenP is invoked at a callsitec only if l is aliased
to the dereference of the corresponding actual parameter of
f . A program analysis then can use this information to re-
duce the spurious information propagated across the proce-
dure boundaries: the program analysis propagates, from a
callsite to the called procedure or from the called procedure
to the callsite, only information for the memory locations
that may be accessed by a procedure under the context of the
callsite. Empirical studies showed that, on many programs,
light-weight context recovery can effectively reduce the spu-
rious information computed by program analyses. However,
because light-weight context recovery considers only mem-
ory locations accessed through dereferences of formal pa-
rameters, this technique may not be able to improve a pro-
gram analysis in some important cases.

To consider the memory locations accessed through deref-
erences of pointers that are not formal parameters, we devel-
oped a new technique. The technique analyzes the ways in
which the address valuev that is returned at a statements
by language constructs such as the “&” operator ormal-
loc() is propagated and used in a program. To distinguish
v from the same address value returned at other statements,
we annotatev with the statement number ofs. For conve-

nience, we call such an annotated address value areference,
and we say this reference is created ats. Let r be a refer-
ence that is used to access memory locationl at a statement
s′ in a procedureP . If r is created at a statement outsideP
and passed intoP through formal parameters, thenl can be
accessed ats′ under the context of a callsite only ifl may
be aliased to dereferences of actual parameters at the call-
site. For example, at statement 24 in Figure 1,h 11 is ac-
cessed using a reference that is created at statement 11 and
passed intocpys() through formal parameterdst . We can
conclude thath 11 may be accessed at statement 24 when
cpys() is invoked at statement 12 becauseh 11 may be
aliased to*buf1 , a dereference of actual parameterbuf1 .
We can also conclude thath 11 is not accessed at statement
24 whencpys() is invoked at statement 18 becauseh 11
is not aliased to any dereference of actual parametersbuf2
andp2 .

This paper presents our technique that extends FICS to
identify, in a procedure, the memory locations accessed us-
ing references that are passed into the procedure through for-
mal parameters. The technique also extends FICS to com-
pute the memory locations that may be aliased to derefer-
ences of actual parameters at each callsite. The paper then il-
lustrates, using interprocedural modification side-effect anal-
ysis, an approach that uses the additional information pro-
vided by the extended FICS to improve the precision and ef-
ficiency of program analyses. The main benefit of our tech-
nique is that it is efficient: it will not increase the complexity
of FICS in theory; it adds little extra cost to FICS in practice.
Another benefit of our technique is that it is effective: it iden-
tifies memory locations accessed in a procedure at a higher
precision level than the light-weight context recovery. Thus,
our technique may significantly improve the precision and
efficiency of many program analyses.

The paper also presents a set of empirical studies in which
we investigate the effectiveness of our technique. These
studies show that:
• For many programs we studied, our technique identifies
more than40% of nonlocal memory locations in a procedure
as being modified using references passed into the procedure
through formal parameters.
• For many programs we studied, our technique significantly
improves the precision of modification side-effect analysis.
• For several programs we studied, our technique computes
modification side-effect information close in precision to that
computed using Landi, Ryder, and Zhang’s algorithm [8],
which requires conditional alias information that can be pro-
vided only by expensive alias analysis algorithms (e.g., [7]).
• For many programs we studied, our technique computes
more precise modification side-effect information than light-
weight context recovery.

These results suggest that our technique might effectively
improve the precision and efficiency of program analyses.
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2 Discovery of Context Information

This section presents an algorithm that computes ontext in-
formation that can be used to determine whether a memory
location can be accessed at a statement in a procedure under
the context of a callsite. First, we introduce some definitions.
Then, we will give some intuition about context discovery.
Finally, we present the algorithm. (** I will have to distin-
guish flow-sensitive or flow-insensitive algorithm **)

2.1 Definitions

Memory locations in a program are accessed throughobject
names, each of which consists of a variable and a possibly
empty sequence of dereferences and field accesses [7]. Adi-
rectobject name contains no dereference whereas anindirect
object name contains at least one dereference. A memory lo-
cation isdirectly accessedif it is accessed through a direct
object name; otherwise, it isindirectly accessed. Given an
indirect object nameN , thealias setof N is the set of mem-
ory locations that may be aliased toN .

Object nameN1 is extendedfrom object nameN2 if N1

can be constructed by applying a possibly empty sequence of
dereferences and field accessesω to N2; in this case, we de-
noteN1 asEω〈N2〉. For example, suppose thatp is a pointer
that points to astruct with field a (in the C language). Then
E∗〈p〉 is ∗p, E∗〈∗p〉 is ** p, andE∗.a〈p〉 is (∗p).a. Given an
object nameN , thereachable setof N is the set of memory
locations that are aliased the object names extended fromN
with at least one dereference.

2.2 Intuition

Using alias information, a program analysis can identify mem-
ory locations that are indirectly accessed through pointer
dereferences at a statement in a procedure. Additional infor-
mation can help the program analysis to further determine
whether a memory location is accessed when the procedure
is invoked under a specific callsite.

Without global pointers. To simplify the discussion, we
first assume that the program has no global pointers. Under
this assumption, if memory locationl is indirectly accessed
at a statements in procedureP , then l must be accessed
using a reference that can be created in three ways.

1. l is accessed using a reference that is created at a state-
ment inP . For example, in Figure 2(a),x is accessed
at statement 4 using the reference created at statement 3.

2. l is accessed using a reference that is created at a state-
ment in a procedureQ that is called byP , and this
reference can be returned toP by Q. For example, in
Figure 2(b),x is accessed at statement 4 using the ref-
erence created at statement 7 and returned fromg() .

3. l is accessed using a reference that is created before
P is invoked, and this reference can be passed into

P through formal parameters. For example, in Fig-
ure 2(b),p is accessed at statement 7 using the refer-
ence created at statement 3 and this reference is passed
through formal parameterpp into g() .

Knowledge of the way in which a reference is created, if
the reference may be used to accessl indirectly ats in P ,
can help a program analysis estimate whetherl may be ac-
cessed ats whenP is invoked at a specific callsitec. If the
reference used to accessl ats is created in the first or second
way, then, without knowledge of the the dynamic behavior,
a program analysis must assume thatl may be accessed at
s regardless of the callsite under whichP is invoked. If the
reference used to accessl at s is created in the third way,
then a program analysis can estimate whetherl may be ac-
cessed ats under the calling contextc by examining the alias
information atc. Let Ac be the set of memory locations that
may be aliased to indirect object names extended from the
actual parameters atc. If a reference ofl is created before
P is invoked atc, then such reference can be passed intoP
through formal parameters underc only if l∈Ac. Thus, if l
is accessed using a reference created in the third way, thenl
may be accessed ats underc only if l∈Ac.

Let l be a memory location that may be indirectly ac-
cessed at statements in procedureP . Let r be the reference
that is used to accessl at s. A program analysis can stati-
cally estimate, using a flow-insensitive approach, the possi-
ble ways in which a referencer may be created. If a state-
ment inP creates a reference ofl, then without tracing the
propagation of the created reference, the program analysis
assumes thatr might be created at this statement. Thus, the
program analysis concludes thatr may be created in the first
way. Further more, if a statement in a procedureQ, which
is called byP , creates a reference ofl and such reference
may be returned toP afterQ is executed, then the program
analysis also assumes thatr may be created at this statement.
Thus, the program analysis concludes thatr may be created
in the second way. If either case occurs, the program analy-
sis assumes thatl might be accessed ats under each calling
context. However, if neither of these cases occurs, thenr
must be created beforeP is invoked andr must be passed
into P through formal parameters. In this case, the program
analysis determines thatl might be accessed ats under a
specific callsitec only if l∈Ac.

Because the program analysis does not trace the propaga-
tion of the references, it might report spurious information.
However, this flow-insensitive nature makes the technique
more efficient. In addition, this technique can be used with
alias information provided by any algorithm. This generality
further makes our technique to be practical.

With global pointers. When a program contains global
pointers, memory locations may be accessed through deref-
erences of such pointers. A global pointer can be assigned
at any statement in the program. Without tracing the propa-
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1 f()  {
2   int *p;
3   g(&p);
4   *p=0;
5 }

1 f() {
2  int *p;

5 }

3  p=&x;
4  *p=0;

1 f()  {
2  q=&x;
3  g();
4 }
5 g()  {
6  int **t;
7  t=&q;
8  **t=0;
9 }

(a) (b) (c)

6 g(int **pp) {
7   *pp=&x;
8 }

Figure 2: Example program fragments that use pointers.

gation of the value of a global pointerg, it is difficult to de-
termine the value ofg at a statements in procedureP when
P is invoked under a specific callsite. Thus, the program
analysis assumes that the same set of memory locations can
be accessed through the dereferences of global pointers at a
statement in a procedure under the context of different call-
sites. If a memory locationl is indirectly accessed through
an object name extended from a global variable ats in P ,
then the program analysis assumes thatl is accessed ats un-
der each calling context.

The presence of global pointers in a program also affects
the technique that estimates whether a memory location may
be accessed under a specific callsite through dereferences of
local pointers and formal parameters. Lets be a pointer-
related assignment in procedureP and rhs〈s〉, the right-
hand side ofs, is an object name extended from a global
variable. Iflhs〈s〉, the left-hand side ofs, may be aliased to
an object nameN that is extended from a local pointer vari-
able, then after the execution ofs, the memory location in the
reachable set ofrhs〈s〉 can be accessed through proper ex-
tensions ofN . Therefore, given any memory locationl in the
reachable set ofrhs〈s〉, if l is indirectly accessed through an
object name extended from a local variable at another state-
ments1 in P , then the program analysis assumes thatl is ac-
cessed ats1 under each calling context. For example, in the
program fragment in Figure 2(c), statement 7 assigns global
pointerq to local pointert . Therefore, after the executa-
tion of statement 7,x , the memory location in the reachable
set ofq, can be accessed ing() through dereference oft .
Thus, the program analysis concludesx might be accessed
by g() under each calling context.

Let s be a pointer-related assignment in procedureP and
rhs〈s〉 takes the address of global pointerg. Then, based on
arguement similar to that in the previous paragraph, the pro-
gram analysis assumes that memory locations ing’s reach-
able set might be accessed byP under any calling context.

Summary. To summarize the above discussion, we intro-
duce several definitions.

Leaked Set of Callsitec: The set of memory locations that
may be aliased to object names that are extended from
actual parameters atc at the program point beforec.
This set includes the memory locations whose refer-

ences may be passed into the called procedure through
formal parameters.

Context-Independent Set of Procedure P:The set of mem-
ory locationsl that meet one of the following condi-
tions: (a) a reference ofl is created inP ; (b) a refer-
ence ofl is created in procedures called byP and this
reference may be returned toP through actual param-
eters or the return value; or (c) a reference ofl can be
passed intoP through global pointers.

Context-Dependent Set of Procedure P:The set of memory
locationsl that meet both of the following conditions:
(a) a reference ofl can be passed intoP through formal
parameters; and (b)l is not in the context-independent
set ofP .

We useLEAK[c] to denote the leaked set of callsitec, CI[P ]
to denote the context-independent set of procedureP , and
CD[P ] to denote the context-dependent set of procedureP .
If l is indirectly accessed through a dereference of nonglobal
pointers at a statement inP , thenl∈CI[P ]∪CD[P ].

Let l be the memory location that is identified as being
accessed at a statements in procedureP . (1) If l is directly
accessed, thenl is assumed to be accessed ats under each
calling context. (2) Ifl is indirectly accessed through an ob-
ject name extended from global pointers, thenl is assumed
to be accessed ats under each calling context. (3) Ifl is indi-
rectly accessed through an object name extended from non-
global pointers, then: ifl∈CI[P ], then l is assumed to be
accessed ats under each calling context; otherwise,l may
be accessed ats whenP is invoked at a callsitec only if
l∈LEAK[c]. Therefore, if we can compute the leak set for
each callsite and the context-indenpendent set for each pro-
cedure, we can determine whether a memory location can be
accessed in a procedure under a specific calling context.

Given a callsitec, the leak setLEAK[c] can be com-
puted by merging the reachable sets of the the actual param-
eters atc. In next subsection, we discuss an algorithm that
computes the context-indenpendent sets for the procedures
in a program.

2.3 Computation of the Context-Indenpendent Sets

Algorithm ComputeCI in Figure 3 processes the proce-
dures in a reverse topological (bottom-up) order to com-
pute the context-indenpendent set for each procedure.Com-
puteCI computes two sets of memory locations for each
procedureP . The first set of memory locations,ThruGlobalP ,
contains all the memory locations whose references may be
passed intoP through global variables. The second set of
memory locations,HeapP , contains the memory locations
that are allocated from heap inP or in procedures called by
P . HeapP excludes the memory locations that are allocated
from heap in the procedures called byP but whose addresses
cannot be returned toP because such memory locations can-
not be accessed inP . The context-independent set forP is
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algorithm ComputeCI( P)

input P : a program
global ThruGlobalP : the memory locations whose refereces may be

passed intoP through global variables
HeapP : the memory locations allocated from heap inP or

in procedures called byP
declare W : list of procedures sorted in reverse topological order
begin ComputeCI

1. foreachprocedureP do /*Intraprocedural phase*/
2. foreachstatements in P do
3. cases do
4. pointer assignment or memory allocation statement:
5. processExp (s, rhs〈s〉)
6. call statement:
7. foreachactual parametera of pointer typedo
8. processExp (s, a)
9. endfor

10. endcase
11. endfor
12. addP to W

13. endfor
14. while W 6=φ do /*Interprocedural phase*/
15. take the first procedureP from W

16. foreachcallsitec to R in P do
17. foreachmemory locationloc in ThruGlobalR do
18. if nonlocal (loc, c, R) then
19. addloc to ThruGlobalP
20. endif
21. endfor
22. foreachmemory locationloc in HeapR do
23. if returned (loc,R) then
24. addloc to HeapP

25. endif
26. endfor
27. endfor
28. if ThruGlobalP or HeapP updatedthen addP ’s callers toW
29. endwhile
endComputeCI

procedure processExp (s, e)
input s: a statement

e: a pointer expression or a call to memory allocation function
declare Ps: the procedure containings
begin processExp

30. casee do
31. &g whereg is a global:
32. addg and memory locations ing’s reachable set toThruGlobalPs

33. an object nameN extended from a global:
34. add memory locations inN ’s reachable set toThruGlobalPs

35. a call to memory allocation function:
36. add the memory location returned bye to HeapPs

37. endcase
endprocessExp

Figure 3:Algorithm ComputeCI .

the union ofThruGlobalP andHeapP . (*** Why do we
do it in this way? ***)

ComputeCI consists of two phases: intraprocedural phase
and interprocedural phase. In the intraprocedural phase,Com-
puteCI processes the statements in each procedure to col-
lect the information from the statements. In the interproce-
dural phase,ComputeCI propagates information from the
called procedures to the calling procedures to further com-

pute the context-independent sets. In the presence of recur-
sion, the interprocedural phase may iterate through proce-
dures involved in recursion and compute a fixed point.

In the intraprocedural phase (lines 1–13),ComputeCI
processes each statements in each procedureP . If s is a
pointer assignment or a memory allocation statement (line
4), ComputeCI invokesprocessExp() to process the
right side of the statement (line 5). Otherwise, ifs is a call
statement (line 6),ComputeCI invokesprocessExp()
to process each actual parameter of pointer type (line 7).

processExp() takes a statements and a pointer ex-
pressione as inputs. Ife takes the address of a global vari-
ableg, thenprocessExp() addsg and the memory lo-
cations ing’s reachable set to theThruGlobal set of Ps,
the procedure that containss. If e is an object nameN ex-
tended from a global variable, thenprocessExp() adds
the memory locations inN ’s reachable set to theThruGlobal
set ofPs. Otherwise, ife is a call to a memory allocation
function, thenprocessExp() adds the memory location
returned bye to Heap set ofPs.

In the interprocedural phase,ComputeCI processes each
callsitec to procedureR in each procedureP using a work-
list W . There are two major steps. In the first step,Com-
puteCI processes memory locations inThruGlobalR. For
each memory locationloc in ThruGlobalR, if loc is nonlo-
cal toR, thenloc might also be accessed inP . ComputeCI
addsloc to ThruGlobalP . Otherwise,loc is local toR, and
thus, cannot be accessed inP . ComputeCI does not add
loc to ThruGlobalP .

ComputeCI callsnonlocal() function to determine
whether a memory locationloc is nonlocal to a procedure
R whenR is invoked under callsitec. In the absence of re-
cursion, the memory represented byloc is local toR if loc
is a variable declared inR. In the presence of recursion,
a variable declared in a procedure might represent memory
allocated in the activate records of different invocations of
the same procedure. Thus, even ifloc is a variable declared
in R, the memory represented byloc might not be local to
R. nonlocal() considers the following two cases. In the
first case,c is not a recursive call. (*** Might need to define
what is a recursive call ***)nonlocal() returns false if
loc is a variable declared inR. Otherwise,nonlocal()
returns true. In the second case,c is a recursive call.non-
local() returns false if (a)loc is a variable declared inP ,
(b) loc is not in the reachable set of any global variable at
P ’s entry, and (c)loc is not in the leaked set ofc. Otherwise,
nonlocal() returns true.

In the second step of the interprocedural phase,Com-
puteCI processesHeap sets. For each memory location
loc in HeapR, if loc may be returned toR’s callers, thenloc
may be accessed inP . ComputeCI addsloc to HeapP .
Otherwise,loc cannot be accessed inP . ComputeCI does
not addloc to HeapP

ComputeCI calls functionreturned() to determine
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whether a memory location may be returned to the callers of
a procedure. Letloc be a memory location allocated in pro-
cedureP or in procedures called byP . returned (loc,P )
is true if (a)loc is in the reachable set of a global variable at
the exit ofP , or (b) loc is in the reachable set ofP ’s return
value orP ’s formal parameters at the exit ofP .

3 Empirical Studies

We performed several empirical studies to evaluate the ef-
fectiveness of our technique for improving the precision of
program analyses. We implemented the extended FICS al-
gorithm and the algorithms that compute the modification
side-effects using PROLANGS Analysis Framework (PAF)
[5]. In the studies, we also computed the modification side-
effects using Landi, Ryder, and Zhang’s algorithm (LRZ)
[8]. We used the implementation of LRZ provided with PAF.
We gathered the data for the studies on a Sun Ultra 10 work-
station with 256MB physical memory and 640MB virtual
memory. The left side (2nd–4th columns) of Table 1 shows
the number of nodes in the control flow graph (Nodes), the
number of lines of code including comments (LOC), and the
number of procedures (Procs) in each of the subject pro-
grams. The subject programs are sorted onNodes.

Subject Size Time for alias analysis
program Nodes LOC Procs T0 TE Incr(%)

loader 819 1132 32 0.10 0.11 10.00
pokerd 956 1153 30 0.09 0.09 0.00
ansitape 1087 1596 37 0.13 0.14 7.69
dixie 1357 2100 52 0.14 0.15 7.14
learn 1596 1600 50 0.14 0.16 14.29
unzip 1892 4075 42 0.10 0.12 20.00
diff 1932 1730 44 0.15 0.17 13.33
assembler 1993 2510 58 0.31 0.34 9.68
smail 2430 3212 59 0.33 0.36 9.09
patch 2695 2648 57 0.21 0.22 4.76
simulator 2992 3558 114 0.24 0.26 8.33
flex 3762 6902 93 0.27 0.30 11.11
arc 3955 7325 116 0.34 0.36 5.88
bc 4347 6654 101 0.43 0.44 2.33
space 5601 11474 137 1.00 1.06 6.00
bison 6533 7893 134 0.53 0.56 5.66
larn 11796 9966 295 0.78 0.81 3.85
mpegplay 11864 17263 135 1.42 1.57 10.56
espresso 15351 12864 306 3.44 3.59 4.36
moria 20316 25002 482 3.07 3.07 0
twmc 22167 23922 247 3.13 3.42 9.27

Table 1: Left: information about the subjects, and Right:
time in seconds for FICS (T0) and extended FICS (TE).

3.1 Study 1

The purpose of this study is to evaluate the efficiency of the
extended FICS algorithm. We investigated the extra time in-
troduced in FICS by our extension that computes the leaked
sets and the context-dependent sets. We compared the time
required to run FICS without extension (T0) and the time

required to run FICS with extension (TE). We also mea-
sured in percentage the extra time introduced by the exten-
sion (Incr). Incr is defined as(TE − T0) ∗ 100/T0.

The right hand side (5th–7th columns) in Table 1 shows
T0, TE , andIncr. The table shows that extending FICS to
compute the leaked sets and the context-dependent sets adds
an average of8% extra cost to the original algorithm. Out of
21 programs shown in the table, only 5 programs have more
than10% extra cost. Thus, the extended FICS can efficiently
compute the leaked sets and the context-dependent sets.

3.2 Study 2

The purpose of this study is to evaluate the effectiveness of
our technique in improving the precision of computing mod-
ification side-effects for the callsites (MOD at callsites). We
compared the average size of MOD at callsites computed us-
ing our technique (CD) with the average size of MOD at call-
sites computed using three other methods. The first method
computes MOD at callsites using the traditional algorithm
(CI ) that collects memory locations modified in a procedure
and then propagates the nonlocal memory locations on the
procedure call graph. Because the technique presented in
this paper improvesCI , comparing the results ofCI with
the results ofCDshows the effectiveness of our technique
in improving the precision of computing MOD at callsites.
The second method computes MOD at callsites using infor-
mation computed bycontext recovery(CR) [10]. We want to
compare the effectiveness of the technique presented in this
paper with the effectiveness of context recovery in improv-
ing program analyses. The third method computes MOD at
callsites using Landi, Ryder, and Zhang’s algorithm (LRZ)
[8]. LRZ takes advantages of the conditional alias informa-
tion provided by Landi and Ryder’s alias analysis algorithm
[7], and computes very precise MOD at callsites for a pro-
gram. The results computed byLRZ serve as a lower bound
to that computed using our technique.

The graph in Figure 4 shows the results of this study.
From left to right in each group, the dark bar, the grey bar,
the white bar, and the bar filled with slanted lines represent
the data computed usingLRZ, CD, CR, andCI , respectively.
The results forCD, CR, andCI are computed with alias in-
formation provided by FICS. The results forLRZ on some
programs are not reported because Landi and Ryder’s algo-
rithm does not terminate on these programs within 10 hours,
the time limit we set for analyses.

From the graph, we can see that using context-dependent
sets and leaked sets can significantly improve the precision
of modification side-effects computed for the callsites. In
fact, for loader , pokerd , assembler , simulator ,
andspace , the results computed byCDare very close to
those computed byLRZ. This indicates that the technique
presented in this paper may effectively improve the precision
of many program analyses. Note that because, in some cases,
Landi and Ryder’s algorithm treats a structure in the same
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Figure 4: Average Size of MOD at callsites.

way as its fields in alias analysis,LRZcomputes larger MOD
at callsites thanCDfor simulator andspace .

From the graph, we can also see that, for many of the
programs we studied (e.g.,ansitape , smail , andmo-
ria ), CDcomputes a much smaller MOD at callsites than
CR. This result indicates that, generally, the technique pre-
sented in this paper is more effective than context recovery
in improving the precision of program analyses. However,
we also see that, for some programs (e.g.,assembler and
learn ), CD computes a slightly larger MOD at callsites
thanCR. This suggests that, to get the most precise infor-
mation, we might have to combine the results computed by
both techniques. Our future work includes combining both
techniques to further improve program analyses.

In this study, we also compared the time required to com-
pute the MOD at callsites byCD, CI , andCR. We do not
compare the time required to compute MOD at callsites by
LRZ because the differences in the implementation might
significantly affect the accuracy of our comparison. Table 2
shows the results. From the table, we can see that, for most

Time(seconds) Time(seconds)
program CD CI CR program CD CI CR

loader 0.03 0.04 0.07 pokerd 0.05 0.04 0.08
ansitape 0.07 0.07 0.11 dixie 0.06 0.07 0.12
learn 0.07 0.07 0.11 unzip 0.10 0.09 0.15
diff 0.09 0.08 0.13 assembler 0.12 0.15 0.24
smail 0.17 0.20 0.36 patch 0.12 0.10 0.16
simulator 0.15 0.25 0.39 flex 0.22 0.20 0.36
arc 0.26 0.25 0.52 bc 0.25 0.27 0.50
space 0.48 0.79 1.17 bison 0.37 0.34 0.56
larn 1.05 1.14 2.01 mpegplay 0.68 0.63 2.70
espresso 2.23 2.99 6.36 moria 7.73 25.23 28.86
twmc 1.84 1.76 3.23

Table 2: Time to compute MOD at callsites.

Figure 5: Frequencies of access classifications.

programs we studied,CD runs faster thanCI and CR be-
causeCDpropagates less information across the procedure
boundaries thanCI andCR. For example, it takes less than
8 seconds forCDto compute MOD at callsites formoria .
However, it takes more than 25 seconds forCI andCR to
compute this information. The result indicates that using the
context-dependent sets and leaked sets might also improve
the efficiency of program analyses.

3.3 Study 3

The purpose of this study is to evaluate the potential effec-
tiveness of our technique on improving the precision and ef-
ficiency of program analyses. We investigate the frequencies
of classifying a nonlocal memory location as directly ac-
cessed (Direct ), indirectly accessed through global pointer
dereferences (Thru Glob ), indirectly accessed through non-
global pointer dereferences and in the context-independent
set (In CI ), and indirectly accessed through nonglobal pointer

7



Figure 6: Average size of MOD at callsites.

dereferences and in the context-dependent set (In CD), when
the memory location is identified accessed at a statement in
a procedureP . Because our technique improves the pre-
cision and efficiency of a program analysis on a program
only if there are memory locations classified asIn CD, we
expect that the frequency of classifying a memory location
asIn CDindicates the effectiveness of using our technique
to improve the analysis on this program. To verify this hy-
pothesis, we also investigate the correlation between the fre-
quency of classifying a memory location asIn CDand the
improvement on modification side-effect analysis.

Figure 5 shows the average frequencies with which a
nonlocal memory location accessed at a statement is clas-
sified into each of the four classes; Figure 6 shows the aver-
age size of MOD at callsites computed using the LRZ algo-
rithm (LRZ), our algorithm (CD), and the traditional context-
insensitive algorithm (CI ). In Figure 5, from the bottom to
the top on each bar, the segments represent the results for
Direct , Thru Global , In CI , andCI respectively. In
Figure 6, from left to right, the bars in each group repre-
sent the results forLRZ, CD, andCI . The programs shown
in the graphs are ordered according to the frequency of clas-
sifying a memory location asIn CD. Note that some of the
programs are not shown in the graphs because the results for
LRZ are not available for these programs.

The graphs in Figure 5 and Figure 6 suggest that there
is a strong correlation between the frequency of classifying
a memory location asIn CDand the effectiveness of our
technique in improving the precision of computing MOD at
callsites. For example, for programs such asassembler ,
loader , andspace in which a nonlocal memory location
accessed at a statement is frequently classified asIn CD, CD
computes MOD at callsites almost as precise asLRZ. How-
ever, for programs such asflex andpatch in which a non-
local memory location accessed at a statement is rarely clas-
sified asIn CD, CDdoes not make much improvement over
CI . These results support our hypothesis, which states that
the frequency of classifying a memory location asIn CDin-

dicates the effectiveness of using our technique to improve
program analyses.

The graph in Figure 5 also shows that, in the 11 pro-
grams, on average, more than40% of nonlocal memory lo-
cations accessed at a statement are classified asIn CD. This
result indicates that our technique might be very effective in
improving program analyses.

4 Related Work

Many flow-sensitive alias analyses computepolyvariantalias
information that identifies different alias relations for a pro-
cedure under different callsites (e.g. [4, 7]). Using thecon-
ditional alias information (a kind of polyvariant alias in-
formation) provided by Landi and Ryder’s algorithm [7],
Landi, Ryder, and Zhang [8] proposedconditional analy-
sis that computes information for a callsite using alias rela-
tions that hold in the called procedure when the procedure
is invoked under this callsite. Although this technique can
improve the precision of program analyses, it may be too
expensive for large program because (1) it requires informa-
tion provided by expensive alias analysis algorithms; (2) it
can increase the complexity of the program analyses.

A flow-insensitive alias analysis algorithm may be ex-
tended to compute polyvariant alias information using a tech-
nique similar to Reference [6]. This allows a program anal-
ysis to compute more precise program information. How-
ever, computing polyvariant alias information would require
a procedure to be analyzed multiple times, each under a spe-
cific calling context. This would make the alias analysis in-
efficient. Furthermore, to take advantage of the polyvariant
alias information, a program analysis might have to analyze
a procedure at least once for each calling context, using the
alias relations that hold specifically under this calling con-
text. This would increase the cost of the program analysis.

Although the context-dependent sets and the leaked sets
are computed using the extended FICS algorithm, these sets
can be used together with alias information provided by other
algorithms, such as algorithms in [1, 3], to improve program
analyses. Our future work includes investigating the effec-
tiveness of our technique when the alias information is pro-
vided by various algorithms.

5 Conclusions and Future Work

In this paper, we presented a technique that extends the FICS
algorithm to compute additional context information that can
be used to improve the precision and efficiency of program
analyses. We also demonstrated an approach that uses the
context information to improve the precision of computing
modification side-effects for the statement in a program. Our
empirical results show that our technique can efficiently com-
pute context information. Our empirical results also show
that using the context information may significantly improve
the precision and efficiency of program analyses.
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In our future work, we will further investigate techniques
that improve the precision and efficiency of program anal-
yses using the context information. We will also conduct
more empirical studies to investigate the effectiveness of us-
ing the context information in improving precision and effi-
ciency of various program analyses.
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