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Abstract programs such as those driving robots and other scientific
devices or even those in a desktop environment.
We proposeTRIPWIRE as a framework that provides In current practice, outputs produced by the execution of

for the mediation of software self-awareness by supportingterminating programs can be intercepted for data collection
real-time assessment and response capabilities. Our ap-and analysis. For example, the Internet browsers of Mi-
proach is inspired by the recent success of automatic speecltrosoft and Netscape provide problem-reporting facilities
recognition systems, which can assess the likelihood of ainvoked before the browsers terminate. Self-aware systems
potentially unbounded set of possible utterances and selechave been studied in robotics, control systems, software ar-
the most likely candidate in real-time, given an underlying chitecture, and fault-tolerant computing. The research ap-
model of the conversational domain. We see an analogy beproaches generally focus on the creation of high-level mod-
tween estimating an utterance from an acoustic waveformels to assess program state and behavior and then to provide
and estimating the behavior of a program from dynamic- mechanisms for re-configuration either for repair or for self-
analysis data. In both cases, there is an inherently stochas-improvement (e.g., [7, 8, 12, 22]).
tic causal relationship between the quantity of interest and  One metaphor proposed for autonomic systems involves
the measurement data. Our strategy is to leverage the suc4raining software to be responsive to its own pulse and other
cessful tools and methods of speech recognition in the novetuntime health-markers, just as humans are aware of their
context of program behavior analysi$rRIPWIRE technol- own temperature, pulse, and breathing rates when they dif-
ogy provides a systematic approach to behavior modelingfer from the norm. Humans become more self-aware with
and recognition with three main elements: strong domain the feedback from electronic monitors attached to their bod-
knowledge and tools, learned statistical models, and real- ies. These monitors act as sentinelsrpwires to alert the
time classification processes. user and possibly to activate remedial strategies. Consider
software for a robot. If the software were aware of when it
and the robot were deviating from a set of behavioral norms
1 Introduction and could take action to avoid a catastrophe, as with a well-
placed tripwire, the benefits would be substantial.

The explosion of software into the fabric of our environ- There is an emerging consensus that the development of
ment has outpaced the ability of humans to maintain andself—awareness for software will enhance dependability and
manage digital systems. The recent example of the mal_safety for a wide range of applications. There are two as-
function of software aboard the Mars rover Spirit is evi- pects to self-awareness: a set of baseline models that char-

dence that software engineering and software managemen?aerize the historical behavior of program executions, and

remain problematic even when vast human resources art%1 reatlr—1t|mebar;1aly§|s %omgonint tT?tnC?r% asseﬁs \(ljve\fart:ons
available. One promising approach to this dilemma is to rom these benaviors during execution. 1nus sell-awareness

develop meta-strategies for self-awareness by software sysgan be posed in terms of wo basic questions:

tems that enable self-diagnosis and self-repair. IBM's ini- o 6w can we efficiently and effectively extract behavior
tiatives with autonomic computing address this idea for the models from historical data?

management of systems on a large scale [16]. However,

self-awareness begins at home, so to speak, and little has e How can we enable running software to evaluate its
been done to provide for the self-awareness of individual own behavior in terms of these models?



Our goal is to develop a framework for software self- files as the basis for cluster formation. However, they do not
awareness, namedrTPWIRE, that supports real-time as- isolate or evaluate the effects of individual features on the
sessment of software behaviors and real-time responses teonstruction of the models and the recognition of behaviors.
self-assessment. RIPWIRE embodies a systematic ap- Our approach differs from theirs in that we will explore the
proach to behavior modeling and recognition with three utility of using a restricted subset of all possible features of
main elements: strong domain knowledge and tools, learnedorogram executions instead of a large set of features. Our
statistical models, and real-time classification processesgoal is to understand in detail the power of each feature as
Our approach is inspired by the recent success of automati@ predictor of certain behaviors.

speech recognition systems, which can assess the likelihood \\e focus on the class of features that describe event-
of a potentially unbounded set of possible utterances andyansitions in program executions. Asvent-transitionis
select the most likely candidate in real-time, given an un- 3 transition from one program entity to another. Types of
derlying model of the conversational domain. We see an 1 st-order event-transitions include branches (source state-
analogy between estimating an utterance from an acoustignent to sink statement), method calls (caller to callee),
waveform and estimating the behavior of a program from and definition-use pairs (definition to use). We examine
dynamic-analysis data. In both cases, there is a causal rem particularevent-transition profileswhich record the fre-
lationship between the quantity of interest (utterance or be-quency of occurrences of event-transitions during an execu-
havior) and the measurement data. But this relationship istion. Podgurski and colleagues build classifiers based on lo-
inherently stochastic, due to the richness and variability of gistic regression, whereas we leverage the stochastic nature
the measurement set. Moreover, like the set of possible Eng profiles of event transitions. We posit that, in general,
glish sentences, the set of program behaviors is too large tQyent-transition features exhibit tiarkov property—that
model explicitly in all but the most trivial cases. the probability distribution of future states of a process de-
Our strategy is to leverage the successful tools and methpends only upon the current state. We show the utility of

ods of speech recognition in the novel context of program pmarkov models based on these profiles as predictors of pro-
behavior analysis. We expect the synergies that result fromgram behavior.

our interdisciplinary approach to yield new perspectives on
program behavior and new insights into the capabilities of namic behavior of program executions is not new. Whit-

these statistical models. In particular, we will leverage the taker and Poore use Markov chains to model software us-
tools of mature software development processes, such a%ge from specifications prior to implementation [24]. Cook

oper_ational profiling [1.9]’ in conjur_lction W_ith static and dy-_ and Wolf confirm the power of Markov models as encoders
hamic program analysis [2]. We will combine these analysis of individual executions in their study of automated process

tools with machine learning techniques for characterizing discovery from execution traces [6]. In contrast, we will

anfdlmod de"lf‘g progirar:n eX(ECU'[IOgS. AI wid de frange of pci\IN' use Markov models to describe the statistical distribution of
ertul modeling tools have been developed for temporally- ., yitions measured from executing programs and thus to

sequenced data. Some examples include Markov chainsdirectl classify proaram behaviors
hidden Markov models, simplicial mixtures of Markov y fy prog '

chains, and dynamic Bayesian networks. We have recently Another category of relgted work uses a wide range of
demonstrated the potential value of this combination of dis- alternative statistical learning methods to analyze program

ciplines, through our application of active learning [5] tech- executions. Although these works differ substantially from

nigues to build behavior classifiers from Markov models de- oursn de.tall,.we share a common goal of develpplng useful
rived from program executions [3]. characterizations of aggregate program behaviors. Harder,

Mellen, and Ernst automatically classify software behav-
ior using an operational differencing technique [15]. Their
2 Background and Related Work method extracts formal operational abstractions from sta-
tistical summaries of program executions and uses them to
Other researchers have also begun to explore the use oAutomate the augmentation of test suites. In comparison,
statistical modeling and machine learning technigues to ex-our modeling of program behavior is based exclusively on
tract behavior summaries from execution data. For exam-the Markov statistics of events. Brun and Ernst use dynamic
ple, Podgurski and colleagues [9, 20] use clustering tech-invariant detection to extract program properties relevant to
nigues to build statistical models from program executions revealing faults and then apply batch learning techniques to
and apply them to the tasks of fault detection and failure cat-rank and select these properties [4]. However, the proper-
egorization. Dickinson, Leon, and Podgurski demonstrateties they select are themselves formed from a large num-
the advantage of automated clustering of execution profilesber of disparate features and the authors’ focus is only on
over random selection for finding failures [9]. fault-localization and not on program behavior in general.
Podgurski and colleagues use many kinds of feature pro-In contrast, we seek to isolate the features critical to de-

The use of Markov models to describe the stochastic dy-



scribing various behaviors. Additionally, we apply active use of hidden Markov Models [11] and simplicial mixtures
learning to the construction of the classifiers in contrast to of Markov models [13]. In didden Markov modethe state
the batch learning used by the authors. variable in the Markov chain is assumed to be unobservable
Sekar and colleagues have proposed a mechanism to imi.e. cannot be measured directly). However, at each time
plement model-carrying code [21] focused on high-level instant the hidden state emits an observation variable which
models of security-relevant behavior. They propose tech-can be measured. The HMM specifies a statistical relation-
nigues to automatically extract models from system call his- ship between the hidden state and the observation, in addi-
tories external to the program itself using finite state au- tion to the usual transition probabilities for the hidden state.
tomata. They propose that the policies derived from their Once the parameters of the model have been learned from
models be enforced at the kernel level. In contrast, we usedata, powerful inference techniques, such as the Viterbi al-
events internal to the program to extract behavior modelsgorithm, can be used to estimate the most likely sequence
and propose that they be used at the application level. of hidden states given a sequence of observations. Learning
Researchers who have used machine learning techniquel the HMM case uses the Expectation-Maximization tech-
for recognizing behaviors or other related tasks, uniformly nique citeduda2001, which is more complex than standard
employ batch-learning techniques (e.g., [1, 4, 9, 17, 14, parameter estimation for a Markov chain. However, as a
18, 20]). Inbatch-learning a fixed quantity of manually-  consequence of their widespread use in automatic speech
labeled training data is collected at the start of the learningrecognition, there is an established body of practice for
process. In contrast, our research uses an active-learningraining HMMs which can be leveraged for our application.

paradigm [5] for behavior classification. &ttive learning HMMs are interesting from two perspectives. The first
the classifier is trained incrementally on a series of labeledis that they can describe more complex probability distri-
data elements. We have demonstrated the advantages of aputions than simple Markov chains. If branch transitions
plying active-learning techniques to the automation of clas- are taken as the states in a Markov chain, then their sta-
sifier construction from models of individual executions. tistical distribution would follow standard first- or second-
order dependencies. However, if these transitions are taken
3 Discussion as the observations in an HMM with a first- or second-
order hidden-state dependency, marginalization of the hid-
den state induces much more complex distributions over

Statistical model-building is an art, and success is highl ) o
'St uraing ! ! s Nig ythe branches. In particular, the branch distribution does

dependent on domain knowledge and experimentation. In ;
particular, it is critical for the model-builder to choose not have to obey the Markov property. In this context, the

meaningful data representations to study. There is a Wideh|dden states could correspond to higher-level categories of

variety of data that can be collected from executing pro- transitions. ] i ] o
grams. For example, the probes can monitor the execution The seco_nd potential benefit of HMMs is fchelr ability to_
environment, network traffic, or actual events that occur in- COUPIe multiple aspects of program execution together in
side the running program. We concentrate on the latter,0ne Statistical model. For example, advanced HMM mod-
as our initial focus is on the behavior of individual pro- €IS such as factorial HMMs, input-output HMMs, and con-
grams. We are specifically interested in the class of fea-ditional random fields [10] support more complex coupling
tures that describe event-transitions in program executions P&tween execution events and associated data such as pro-
These include branches as well as other transitions such agfam inputs and outcomes. These advanced tools may en-
definition-to-use of variables. We will explore combina- able more powerful models of program behaviors.
tions of these features to determine whether feature com-  Simplicial mixtures of Markov models are another recent
positions can improve the models. We will investigate the generalization of basic Markov chains which have demon-
use of more complex data features, such as event-transitiorstrated an ability to capture common behavioral patterns in
paths of length two or more. We use profiling mecha- event streams. As data from program executions are also
nisms to collect frequency data for these transitions betweerevent streams, there is a real possiblity of adding this tech-
events for use in our models. Therefore, an important as-nique to our family of statistical methods.
pect of this research is to examine the trade-offs between While we have demonstrated in our previous work the
the costs of collecting higher-order event-transition profiles potential of Markov models as effective predictors of pass-
and the benefits provided by their predictive abilities. ing and failing behaviors, we are ultimately seeking much
Markov models are a popular and effective tool for more granular definitions of behavior such as might be de-
modeling temporal data. Our previous work suggests thatpicted in software requirements. In the limit, every unique
Markov models built from event transitions are reliable pre- execution may be said to represent a unique behavior, how-
dictors of program behavior. We will continue to explore ever, this produces an intractably large population of behav-
the use of Markov models. In addition, we will explore the ior models. Thus, the application of machine learning and



automated classification techniques to this population of [10] T. G. Dietterich. Machine learning for sequential data: A
models is intuitively attractive. In order to assess the quality
of this applicability, however, we will need to demonstrate

the existence of mappings from statistical models of behav-

iors to human-recognizable representations of the same belll

haviors.

A key issue in achieving software self-awareness
through learned models is to devise efficient mechanisms
for provisioning software with these models. We see an [13]
analogy to the deployment of speech recognition technol-
ogy on hand-held devices, which faces similar trade-offs
between computation, power, and accuracy for classifica-
tion methods [23]. These tradeoffs can be addressed in two

ways. The first is by tuning the algorithm. The second is [

to partition the computation between the client and a server.
We will investigate these alternatives in the context of our
TRIPWIRE system. Another aspect of provisioning for self-

awareness is scalability. Here, potential solutions involve [15
reducing the size of the models either by abstraction or by
concentration on particular behaviors, depending on need.
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